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ACCAT GUARD technology during IOC and to assess potential enhancements to

this system, it is desirable to evaLuate these concepts in an operational

exercise.

The primary purpose of the FORSCOM GUARD experiment is to provide an IOC

test bed for GUARD to test the effectiveness of GUARD as a major security

application in an operational environment. The major operational exercise

will be PROUD SPIRIT. Although the testwilL be conducted in a benign

system-high environment, the experiment will be structured to simulate

the "potentially threatening" environment of allowing the availability to

non-Top Secret WES sites.

Presently, the MLS ACCAT GUARD system has completed its GENSER phase tes-

ting. Based on the GENSER test phase the following new GUARD

requirements have been identified:

a. An "automatic" downgrade mechanism for reducing the workload

of the Security Watch Officer (SWO).

b. A special "low-to-high" filtering mechanism for Limiting low

user capabilities on the system.

The first new requirement allows the GUARD, in a trusted manner, to per-

form automatic downgrade operations for certain recognizable high side

outputs. Presently with ACCAT GUARD all high-to-low data must be

screened by the SWO. This new feature will reduce the workload of the

SWO and also improve the overall responsiveness of the system.

1 -2
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SECTION 1

SCOPE

1.1 IDENTIFICATION

.This document sets forth design and impLementation requirements for the

InitiaL Operational CapabiLity (IOC) phase of the GUARD project. The IOC

phase of GUARD wiLL operate under the UNIX Operating System, which shaLL

uLtimateLy consist of. the (erneLized Secure Operatihg System (KSOS) secu-

rity kernel and the UNIX emulation package. ) This IOC phase of GUARD

software wiLL operate under a version of W tern ELectric UNIX (BaseLine

6.0) enhanced to provide both a more kSOS-Llke environment and operate

with the special IOC testbed interfaces.

1.2 FUNCTIONAL SUMMARY

The FORSCOM WWMCCS environment has been chosen for the GUARD IOC test

site. This environment is ideal for experimenting further with the GUARD

technology. It is desired to experiment with the GUARD technology at

FORSCO1 in order to determine whether FORSCOM could connect its present

and future WES sites without jeopardizing security thus eliminating the

efforts and associated costs of upgrading these sites to Top Secret, the

system high operation. Therefore, to determine the true value of the

1-1



The second requirement is for security considerations. The purpose of

the filtering mechanism is to confine the Low user's activity on the high

side of GUARD. It is believed that with the incorporation of the automa-

tic downgrade mechanism, it will be necessary to restrict the Low user

from performing certain operations. This is particularly true for

GUARD's IOC phase at FORSCOM, where the user is provided an interactive

environment.

The following outcome of the GUARD IOC experiment will provide excellent

data as to the true effectiveness of a downgrade mechanism for solving

MLS problems in essentially non-MLS systems.

1.2.1 ACCAT GUARD

The ACCAT GUARD system allows the controlled "writing down" of informa-

tion from a high security level network computer host to that of a lower

security level network computer host. The "writing down" operation of

the system is controlLed completely by a Security Watch Officer (SWO).

Since the ACCAT GUARD will become one of the first applications to be

placed under the KerneLized Secure Operating System (KSOS) (currently

under development), it will be a veriflably secure system. In particu-

lar, the "writing down" mechanism has been formally specified and will be

implemented using the Moduta programming Language, a language which lends

itself to formal code proofs. 4

1 -3
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FuntionaLLy, the ACCAT GUARD (see Figure 1-1) provides a transactionaL-

Like interface to its user set. ACCAT GUARD users reside on distant

hosts connected to the ARPANET. One user set resides on a host with a

high security Level and the other user set resides on a host with a Lower

security level. The users communicate to each other and other hosts

through GUARD using standard ARPANET messages (referred to In GUARD as

transactions). Three basic transactions are supported by the ACCAT

GUARD.

a. Messages from a Low/high user to a high/Low user.

b. Canonical queries from a Low/high user to a high/Low host.

c. EngLish queries from a Low/high user to a high/Low host.

Messages are standard ARPANET mail, canonical queries are queries which

are in the proper syntactic form for direct processing by the recipient

host, and EngLish queries are queries which must be manually translated

by GUARD personnel into canonical queries prior to submission to the

recipient host.

Communication security is guaranteed by the CONSEC approved Private-

Line-Interfaces (PLI) Connecting the hosts to the ARPANET. The PLI's

provide encryption/decryption of information flowing from/to the hosts.

The connectivity of a Low host to a high host is onLy possible through

the ACCAT GUARD. GUARD has two PLI connections to the ARPANET, one com-

patibLe with the high host PLI and the other compatible with the low host

PLI (Figure 1-1).

1 4 
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1.2.2 FORSCOM Security Monitor (FSM) GUARD

The FORSCOM Security Monitor (FSM) GUARD (to be called FSM from here on)

will be a further extension of the technology of the existing ACCAT GUARD

and be based on the actual software currently comprising this system.

The FSM system, however, requires some alterations to the current ACCAT

GUARD system. These are as follows:

a. The FSM system will interface a set of Low security level

users to a high security Level host (see Figure 1-2).

b. The "communication unit" of the FSM is not transaction orien-

ted, but instead is highly interactive.

c. Based on GENSER phase testing, the FSM requires that certain

Low Level user inputs be filtered prior to submission to the

high Level host.

d. Based on GENSER phase testing, the FSM will employ a special

recognition mechanism" which will allow the automatic

screening for certain system level prompts to the low secu-

rity Level user.

Since the FSM exercise will be operating in a benign environment, the

standard UNIX version of the ACCAT GUARD (GENSER version) can be used as

a software baseline for this new system. 1

1-6
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Based on GENSER phase testing, it has become advisable that a special

automatic screening mechanism be added to the current GUARD system.

ALthough the initial test of this technology will only simulate the "wri

ting down" of information from a high security Level to a Lower security

LeveL, the basic architecture and design of this mechanism must be care-

fully analyzed to ensure that future implementations under KSOS can be

verified to operate correctly.

The basic operation of the FSM system is as follows. As depicted in

Figure 1-2, the FORSCOM WWMCCS system, the FSM and the Screener are loca-

ted in a Top Secret system high area. (The Screener is the FSM counter-

part to the ACCAT GUARD's Security Watch Officer.) The FORSCOf WWMCCS I

system and the FSM are directly connected and the Low security users are

connected to the FSM only. Therefore, the multi-Level secure situation

exists only in the FSM processor. When a Low security Level user Logs

onto the FORSCOM system, they are in reality Logging onto the FSM system

which in turn Logs the user onto the FORSCOM system. Note, the FORSCOM

system software is not cognizant of the fact that the FSM system is

between it and the Low security users. Therefore, the FSM system must

have complete knowledge of what the user is entering into the system.

This is required for two reasons:

a. In order for FSM to properly filter what the user is enter-

ing, the filtering must be accomplished within the context of

what the user is doing in the FORSCOM system.

'W
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b. In order for FSM to properly recognize certain system respon-

ses for automatic screening sequences, FSM must again do this

within the context of what the user is doing in the FORSCOM

system.

A pre-established set of FORSCOM system Level prompts will be recognized

.4.,,' by the FSM system and sent directly to the Low security LeveL user

without Screener intervention. ALL variable data (e.g., teleconferencing

messages) must go through the standard screening mechanism.

",J.%
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SECTION 2

APPLICABLE DOCUMENTS JV:

Following is a List of documents relevant to this computer program

development specification.

2.1 GOVERNMENT DOCUMENTS

a. Logicon, "ACCAT GUARD Computer Program DeveLopment Specifica-

tion (Type B5)", February 1979.

b. Logicon, "Formal Specification of GUARD Trusted Software",

September 1979.

c. Logicon, "ACCAT GUARD Acceptance Test Plan (ATP)", March

1980.

d. Mitre Corporation, "ACCAT GUARD System Specification (Type

A)", August 1978.

e. Mitre Corporation, "ACCAT GUARD Overview", November 1979.

f. U.S. Army Forces Command, "WWMCCS Entry System (WES) TerminaL

User's Handbook", September 1978.
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g. IBM, "FORSCOM Computer Security Concept Experiment Notebook",

ApriL 1980.

2.2 NON-GOVERNMENT DOCUMENTS

a. BeLL Tetephone Laboratories, "UNIX Programmer's Manual", May

1973.

2-2



SECTION 3

REQUIREMENTS

The FORSCOM Security Monitor (FSM) system shaLL provide for the secure

transfer of information from the FORSCOM WWMCCS system running at Top

Secret system high to a set of WWMCCS Entry System (WES) users of a Lower

classification LeveL. Special facilities provided by FSM will be con-

troLLed downgrading of information from FORSCOM WWMCCS to the WES sites,

both manual and automatic, Low user command fiLtering, extensive audit

trail capabilities, and mechanisms to monitor and aLter the FSM environ-

ment.

In order to accomplish the above FSM functions two FSM personneL types

must be provided: the FSM Screener and the Environment Manager (EM).

The Screener is responsibLe for insuring manuaLLy that information being

downgraded (i.e., "written down") to Low security Level WES site users

does not contain sensitive information of a higher cLassification. The

Screeners perform their function via a Cathode Ray Tube (CRT) terminal

which interfaces with FSM "trusted software." The trusted software will

potentiaLLy be formaLLy verified to guarantee that it does indeed operate

correctLy in accomplishing the downgrade. This special software guaran- 4

tees that information is written down to the "Low side" of FSM only if

the Screener has viewed all the information and has approved and confir-

3-1
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med a downgrade. The EM is responsible for a variety of tasks; the reas-

signing of Low WES site users to a specific Screener, the monitoring of

Low WES site user activity, the establishment of special test/exercise

parameters for automatic/manual screening, and the control of the FSM

audit trail. The EM accomplishes his roLe via a terminal and untrusted

software (aLbeit, some of the current functionality required for the

exercise/experiment is potentially security relevant. However, these

mechanisms would be removed in an operational environment).

Automatic screening and Low user filtering will be accomplished with

trusted software which interacts in concert with the Screener trusted

software. Automatic screening is performed on those FORSCOM WWMCCS sys-

tem outputs which are exactly recognized within the context of the

user/system dialogue. Those system outputs which are not recognizable

(i.e., termed "variable data") must be screened manually by an assigned

Screener. Low WES site user filtering is accomplished by the same set of

trusted software which performs automatic screening. For this situation

the Low user's input is restricted to a subset of the total FORSCOM

WWMCCS capability.

The FSM functionality described above wiLL be accompLished by a set of

computer programs and data structures. The remainder of this section

will describe these in detail.

3N
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3.1 PROGRAM IDENTIFICATION

A program is defined by the algorithms it requires and the data struc-

tures (i.e., the program "states") required by the algorithms. The

specification and subsequent implementation of these algorithms is by the

use of computer programs. These programs when activated are caLLed pro-

cesses. FSM is specified and implemented by a set of concurrent processes

which operate over a set of data structures representing the current

state of FSM. The remainder of this section presents and specifies in

detail aLL FSM programs, data structures, and their interaction.

3.1.1 Functional Areas

This subsection describes the basic functional areas which comprise the

software of the FORSCO Security Monitor (FSM). As discussed above, FSM

wiLL be implemented via a set of concurrent processes and a set of data

structures which represent the state of FSM. Some processes wiLL be

invoked by user action (i.e., the Screener, the EM, or a Low WES site

user) while others may exist at all times performing required system

functions. The data structures wiLL be comprised of non-voLatiLe disk

files and voLatiLe message queues. The precise specification of the sta-

tes of these data structures in relation to the interaction of the pro-

cesses constitutes the total algorithm of FSM operation. This section

deals with the classes of FSM programs and descriptions of FSM data

structures. Before discussing these in detail an overview of information

flow in FSM wiLL be given.
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The overall information flow of FSM is shown in Figure 3-1. Here FSM

programs are represented as executing processes (indicated as elLipses).

Each program name is contained within the eLlipse. The arrowed Lines

connecting processes indicate the direction of information fLow, where in

some cases the information flow; is bi-directionaL (i.e., arrow heads on

both ends). The FSM environment is divided into a high security domain

and a Low security domain. Note, except for the FSM Guardian Program

(FSMGP), aLl FSM programs operate in the high security domain of FSM.

r%

FSMGP operates in both domains and has been given the priviLege of viola-

ting, in a controlled manner, the *-property of the DoD security model

(i.e., FSMGP can write information to a Lower security level). Conse-

quentLy, FSMGP must be trusted software. FSM personnel are depicted at

the top of Figure 3-1 and interface through the high security domain of

FSM. This impLies that they must be physically Located in an area that

is cleared Top Secret "system high". The WdES site users are physicaLly

Located at a site with a Lower security classification. The FORSCOM

WWMCCS compLex is depicted at the bottom of Figure 3-1 and is also con-

nected to the high security domain of FSM.

* In order to iustrate the overaLL information fLow in FS a simpLe

scenario is described beLow.

IV

3 4

0 conectng poceses idicae th dirctio of nforatio flw hee



0

x-

UA 0

Cto

U 4

~,Ic U

a~. L

U]MV



i4

For this scenario Let's assume that one or more Screeners are currently

Logged on to the FSM system. Now a Low WES site user wishes to access

the FORSCOM WWMCCS system. The WES user Logs onto the FSM via his ter-

minaL. The FSMGP is responsible for interfacing with the user (i.e.,

there will be a separate copy of FSIGP for each user interfacing to FSM).

FSMGP requests a Screener assignment from the FSM Assignment Daemon

(FASSO) and allows the WES user to continue until a Screener is needed.

Since Screeners are currently Logged onto FSM one is available for

assignment. Upon receiving the request from FSKUP, FASSD reviews the set

of FSM Screeners that are currently Logged onto FSM. Based on their

current Load (i.e., other WES users may be Logged onto FSM) and their

logon time, FASSD makes the appropriate Screener assignment. The

Screener assignment is then passed back to FSMGP by FASSD. Following

logon to FSM, FSMGP logs the user on to the FORSCOM WWMCCS complex. This

is accomplished by estabLishing a connection to WWMCCS via the Remote

Network Process EmuLator (RNPE). FoLLowing successfuL Logon to WWMCCS,

the WES user and WWMCCS continue with their dialogue, with FSM as a

somewhat invisible intermediary. However, FSMGP is busily performing

many internaL tasks, one of which is auditing specific events. This is

accomplished by writing out the audit event and required data which is

periodically moved to the FSM audit trail by the FSM Audit Daemon (FAD).

FAD is always present in the FSM environment and is responsible for

recording other processes' audit events into the FSM audit traiL. During

the user/WWMCCS dialogue, FSMGP is constantly monitoring alL data the

user enters and all data the WWMCCS host is writing back to the user. If N
3- 6
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._ the user inadvertently enters illegaL command sequences (those which are

either syntactic3lLy incorrect or are privileged and hence not available

* to the Low user) FSAGP will inform the user of the error and not send the

input to the WWMCCS system. This is the "filtering" mechanism of FSMGP.

For WWMCCS system output, FSMGP determines if the data is recognizable

(termed "fixed") or unrecognizable (termed "variabLe"). If the data is

recognizabLe and the user's current screen mode permits it, FSMGP writes

the information to the WES user's terminal. This is the "automatic

screening" mechanism of FSMGP. If the data is not recognizable or if the

userls current screen mode requires Screener intervention, FSMGP notifies

the Screener Trusted Process (SCTP) that manual screening is required

(remember, FASSD had assigned a Screener to this specific WES user).

SCTP notifies the Screener (note, each Screener Logged on to FSM has a

separate copy of SCTP) of the "downgrade" request. The variable data

from WWMCCS is then viewed, a screen at a time, for potential high Level

sensitive information. The Screener will screen all data and then make a

decision whether to "downgrade" the information. Let's assume for this

scenario, the Screener accepts the data. SCTP then asks the Screener to

confirm his decision and following confirmation, notifies FSMGP that the

data can be written down to the Low user. FSMGP also audits this event

which is then recorded into the FSM audit trail by FAD. The above

sequence is the "manuaL screening" mechanism provided by FSM. This set

of operations is continued until the WES user Logs off FSM. FSMGP noti-

fies FASSD of the logoff and then exits.

3-7
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As a final comment on the overall information flow of FSA, EM can also

peruse the FSM Audit Trail via the Audit TraiL Display Program (ATDP).

This program is called via the EMP as directed by the EM.

3.1.1.1 Programs. The FSM system consists of several different programs

which are divided into two classes: transient programs and daemon pro-

ai. grams. A transient program is normally brought into existence (i.e.,

becoming a process) via some external event. Following satisfaction of

this event the process usually exits, hence the name "transient". Daemon

programs are those programs which are usually brought into existence when

the system is brought up and remain active as a process until the system

is brought down. ALso, daemons usually perform functions which are not

tied directly to some external event (although almost always related
I'%

indirectly to some external event) and appear "invisible", hence the name

"daemon".

V 3.1.1.1.1 FSM Programs. Following is a list of FSM programs, each

accompanied with a short description of its function.

a. FSM Guardian Program (FSMGP)

The FSM Guardian Program (FSMGP) interfaces directly with a

Low WES site user and is responsible for monitoring all

information flowing from the WES user to the Top Secret

WWMCCS system and vice versa. FSMGP contains the WES user

"filtering" and "automatic screening" mechanisms of FSM.

FSMGP operates over a set of extensive data structures

3 -8



representing the user/system dialogue set for a WES user.

b. Screener Trusted Program (SCTP)

The Screener Trusted Program (SCTP) interfaces directly with

a FSM Screener. The SCTF provides a verifiabLy secure

mechanism oy which a Screener can review information coming

from the FORSCOM WWMCCS complex and accept/reject it for wri-

ting down to the Low security Level user. The process provi-

N aes a "manual" screening facility for FSM.

c. FSM Assignment Daemon (FASSD)

The FSM Assignment Daemon (FASSD) is responsible for making

initial Screener assignments to WES users. It also maintains

overall FSM Logon/logoff information in the GLobal Logon File

(GLF).

d. FSM Audit Daemon (FAD)

The FSM Audit Daemon (FAD) operates invisibly within the FSM

environment. It is responsible for maintaining the current

FSM audit trail. It receives audit requests from the other

processes of FSM and records these events onto the current

FSM Audit TraiL.

3-9 V '.? ,



e. Environment Manager Program (EMP)

The Environment Manager Program (EMP) interfaces directly

with the FSM Environment Manager (EM), performing specific

tasks as directed by the EM. These tasks include reassigning

FSM Screeners to WES site users, monitoring and modifying WES

user environment parameters, and monitoring WES user activity

profiles.

f. Audit Trail Display Program (ATDP)

The Audit Trail Display Program (ATDP) interfaces with the

FSM Environment Manager (EM). This program allows the EM to

selectively display portions of the FSM Audit Trail. Also,4 .a

4. ATDP provides an audit trail maintenance facility by which

the EM can save current FSM Audit Trails into other "time

V stamped" files.

g. Remote Network Processor Emulator (RNPE)

The Remote Network Processor Emulator (RNPE) is responsible

for communicating with the FORSCOM WWMCCS complex. It emula-

tes (by multiplexing/de-multiplexing WES users) a set of

users interfacing to the WWMCCS complex.

-10



3.1.1.1.2 GLobal Functions. This section provides descriptions of the

global functions implemented for the FSM. Functions are defined in the

- Literal sense as in the C Language, hence are not programs but are actual

. functions which are compiled with the individual programs requiring their

services. The globaL functions are described below.

3.1.1.1.2.1 Audit Function (GFAUDIT). To facilitate the Logging of

audit events, a global audit function is called by all event generators.
k-

The passed argument List is variable except that the first argument is

always the one-byte event code (FEVENT). GFAUDIT processes its arguments

and constructs an audit request file in the audit queue. It returns to

the event generator when this is done. Note: The event generator does

not wait for the event to be Logged, only entered into the audit queue.

Input Paramaters - Inputs to GFAUDIT consist of the passed arguments.

With the exception of the first argument (which is always the audit event

code, FEVENT), the argument List is of variable Length and format. See

Table 3-1 for the calling sequences to GFAUDIT, which are dependent upon

the event code; see also Appendix D for detailed event definitions.

These arguments are passed to GFAUDIT by any one of the four event gen-

erators (EMP, FASSD, FSMGP or SCTP):

a. FEVENT - The audit event code.

This one-byte quantity ranges from 01 to 19 and indicates

which event occurred. It is used by GFAUOIT to process the

remaining arguments passed to it.

.1



b. SUBSYS -- The current WWM[CCS subsystem code.

This one-byte quantity ranges from 1 to 8 and indicates the

WWMCCS subsystem currently in use. A value of zero indicates

all subsystems. See Table 3-2 for the subsystem names and

their values.
.,

c. SRCFLG - Text Source FLag

This flag indicates if the audit text pointer (TP) is a

character pointer into a buffer (0) or if it is a character

pointer to a filename (1) which contains the text to audit.

d. TP -- The audit text pointer or filename where text can be

found.

This character pointer is used to reference the beginning of

the audit text (system-output or user input). The event gen-

erator will set up this pointer and use a buffer for storage

of the text. ALternatively, if there is a Large amount of

text the event generator will write a disk file instead of

allocate in-core buffers. In this case, the SRCFLG will be

set to one, not zero, as in the case of buffers. Upon return

from GFAUDIT, the caller may de-allocate the buffer since the

text is copied by GFAUDIT into the Audit Request File.

.1



e. FAILEX -- The coded reason why user input was not sent.

This one-byte quantity ranges from 1 to 2 and indicates the

reason why user input was not sent to WWMCCS by FSMGP. A

value of 1 indicates no match was made with the user input,

while a vaLue of 2 indicates a match was made but the input

was disallowed. This value is onLy used in Event 02 (User

Input Not Sent).

f. SCRID - The FSM user ID of the Screener

This one-byte quantity is identical, in concept, to the UNIX

user ID and serves to uniquely identify the Screener involved

in this event.

g. STATUS -- The status of the subsystem initiation

This one-byte quantity indicates success (1) or faiLure (0)
when a user attempts to initiate a WWMCCS subsystem. Note:

Logon is not considered a valid WWMCCS subsystem in this con-

text. This argument is only used in Event 11 (User Initiated

WWMCCS Subsystem).

h. USERID - The FSM user ID of the WES user

Identical to the SCRID argument, except that it identifies

the WES user involved in the event. A value of -1 indicates

all users.

3 -13
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1. USRTTY -- The WES user's UNIX terminal identifier

This one-byte quantity identifies the user terminal involved

with this event. It is the last character of the user's UNIX

terminal name ("/dev/tty?").

j. SCRTTY -- The Screener's UNIX terminal identifier

This one-byte value is identical to the USRTTY argument, with

the exception that it identifies the Screener terminal invol-

ved in this event.

k. SCMOoE - The current screen mode

This one-byte quantity indicates whether no (0), normal (1)

or all (U) screening is now in effect. It is only passed for

Event 14 (Screen Mode Modified).
#N

L. RATE - The bandwidth threshold for messages

This one-byte quantity indicates the number of messages which

may be automatically downgraded without Screener interven-

tion. It must be a positive integer in the range of one to

127.

m. EMID - The FSM user ID of the Environment Manager
vS

This one-byte quantity is identical to the SCRID and USERID

arguments, with the exception that it identifies the Environ-

ment Manager involved in this event.
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n. E1rTTY - The Em's UNIX terminal identifier

This one-byte quantity is identical to the USRTTY and SCRTTY

agruments, with the exception that it identifies the EM ter-

minaL involved in this event.

Output Parameters - None.

Operation - GFAUDIT assumes that the first argument passed to it is the

one-byte event code (FEVENT). It uses this event code as a switch to

decode the remaining arguments. After the arguments are extracted, GFAU-

DIT must obtain additional event datat such as the DTG of the event and

its size. GFAUDIT then constructs an Audit Request filename from the

event DTG, the process ID of the event generator (EMP, FASSD, FSMGP or

SCTP) and a random character. This file is created in the Audit Request

Queue and the event record is written as record one. If there is also

text to audit (implies passing the TP and SRCFLG arguments), GFAUDIT

copies the text into the second and possibly additional records. The

text is copied "as is". It is null-terminated. GFAUDIT then closes the

Audit Request File and returns control to the calling process.
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Table 3-1. GFAUDIT Calling Sequences

Code Description Calling Sequence Caller

01 User Input Sent to WWMCCS gfaudit(01, userid, FSMGP
usrtty, srcftg, tp)

U2 User Input not Sent to WWMCCS gfaudit(02, userid, FSMGP
usrtty, subsys, faitex,
srcfLg, tp)

03 System Output Sent to User gfaudit(03, userid, FSMGP
usrtty, srcfLg, tp)

04 System Output not Sent to User gfaudit (04, userid, FSMGP
usrtty, subsys, srcftg,
tp)

05 System Output Accepted by Screener gfaudit(05, userid, FSMGP
usrtty, subsys, scrid,
scrtty, srcftg, tp)

06 System Output Rejected by Screener gfaudit(06, userid, FSMGP
usrtty, subsys, scrid,
scrtty, srcftg, tp)

07 Screener Logged onto FSM gfaudit(07, scrid, FASSD
scrtty)

08 Screener Logged off FSM gfaudit(08, scrid, FASSD
sc rt ty)

09 WES User Logged onto FSM gfaudit(09, userid, FSMGP
usrtty)

10 WES User Logged off FSM gfaudit (10, userid, FASSD
usrtty)

11 User Initiated WWMCCS Subsystem gfaudit(11, userid, FSMGP
usrtty, subsys, status)

12 User Assigned to Screener gfaudit(12, userid, FASSD
usrtty, scrid, scrtty)

13 User Input Simulated gfaudit(13, userid, FSMGP
usrtty, subsys, srcftg,
tp)

14 Screen Mode Modified gfaudit(14, subsys, EMP,
userid, scuode) FSMGiP

15 Bandwidth Threshold Modified gfaudit(15, userid, EMP
rate)

16 EM Logged onto FSN gfaudlt(16, emid, emtty) EMP

17 EM Logged off FSM gfaudit (17, emid, emtty) EMP

18 System Output Received by FSMGP gfaudit(18, userid, FSMGP
usrtty, subsys, srcfLg,
tp)

A19 Downgrade Request Review Begun gfaudit(19, scrid, SCTP
scrtty, subsys)
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3.1.1.1.2.2 Date Conversion Function (WFDTGTOA). Input Parameters -

GFDTGTOA requires a pointer to a buffer to store the converted ASCII

time.

Output Parameters - GFDTGTOA outputs a pointer to the null character that

terminates the converted ASCII string.

Operation - GFDTGTOA provides a common means for other processes to

obtain a null-terminated ASCII string of the current Date-Time Group.

GFDTGTOA uses a UNIX function to obtain the current date and then con- ,.

verts that to an ASCII string of the form MMDDHHmmss (Month, Day, Hours,

minutes, seconds).

3.1.1.1.2.3 String Match Function (WFEQUAL). Input Parameters - poin-

ters to two null-terminated strings to be tested for equality.

Output Parameters - GFEQUAL outputs a value of 1 if the strings are

equal, zero otherwise.

Operation - GFEQUAL does a character-by-character comparison of the two

strings untiL a mismatch occurs or the end of one is reached.

3.1.1.1.2.4 Error Function (GFERROR). Input Parameters - GFERROR

requires one input parameter - an error/message number. GFERROR will '

accept any number of variable Length null-terminated ASCII strings fol-

Lowing the error/message number. P

N
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Output Parameters - None.

Operation - GFERROR provides a common means for the output of

errors/messages to a user and system errors/messages to the system con-

sole. The first input parameter is an error/message number which speci-

fies the error/message to- be output. This number represents a canned

message. If the number is greater than 500, then the error/message will

be output to the system console and, in addition, if it is a system error

and the standard output (file descriptor 1) is a terminal, a standard

message will be output to the user indicating that a system error has

occurred. Any further parameters will be inserted into the error/message

at points where asterisks are encountered. Note: If GFERROR encounters

a system error itself, it will output that error instead of the one with

which it was called.

If the error is not a system error, the error message number indicates

the appropriate error description item in GFEDES (error description file)

which in turn contains pointers to the canned message text contained in

GFEMES. Any character strings also provided as input parameters will be

inserted in the canned message at points where asterisks are encountered.

After printing the message to the user's terminal (or the system console

for a system error/message), GFERROR returns to the calling function.

GFERROR uses Library functions GFLOCK and GFUNLOCK to Lock and unlock the

system console in order to output system errors/messages. For this

reason, it is mandatory that the calling program not have the system con-

sole locked when calling GFERROR.
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GFERROR aLso uses two internal functions. These are:

a. gfout - internal function which outputs a string.

b. gfia - internal function which converts integer to ASCII.

Input is an integer, output is a pointer to a nuLL-terminated

string in a fixed buffer (max of 9 characters).

3.1.1.1.2.5 Obtain User's Logon Name (GFGETNAME). Input Parameters -

UNIX user ID.
I

Output Parameters - GFGETNAME returns a pointer to the user's Logon name

or to the strings "none" or "unknown", depending upon the user ID passed.

Operation - GFGETNAME opens the UNIX password fiLe and searches for the

passed user ID. If found, GFGETNAME returns a pointer to the user's

Logon name. Otherwise, GFGETNAME returns a pointer to the string "unk-

nown". If no user ID is passed to GFGETNAME, it returns a pointer to the

string "none".

3.1.1.1.2.6 FiLe Copy Function (GFILECOPY). Input Parameters

GFILECOPY requires three input parameters:

a. A fLag with the foLLowing values:

0 - Create destination file.

1 - Append data to existing destination file.

b. Pathname of source file.

c. Pathname of destination fiLe.
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Output Parameters - GFILECOPY returns a null if the copy was successful,

or a positive system error number (with which to call GFERROR) if unsuc-

cessfuL.

Operation - GFILECOPY provides a mechanism for the copying of one file to

another. The first input parameter is a flag which specifies whether the

* destination file is to be created or not. If the flag is set, the des-

tination file is assumed to exist, and if it cannot be opened, GFILECOPY

will return with an error (Open error). The second input parameter is

the pathname of the source file, and the third input parameter is the

pathname of the destination file. GFILECOPY first attempts to open the

source file. If unsuccessful, then it returns an open error to the cal-

Ling function. Otherwise, GFILECOPY attempts to open/create the destina-

tion file, depending on the value of the input flag. If the action is

unsuccessful, GFILECOPY returns an open/create error to the calling pro-

cess. If append is indicated, GFILECOPY seeks to the end of the destina-

tion file before beginning the copy. It then reads blocks of data from

the source file and writes them to the destination file until the End-

Of-File (EOF) of the source file is reached. If a read or write error is

encountered at any time, GFILECOPY returns that error to the calling

function. Otherwise, after a successful copy, both files are closed and

GFILECOPY returns a successful value to the calling function.

3.1.1.1.2.7 Integer to ASCII Function (GFITOS). Input Parameters - an

integer to be converted to an ASCII string.

Output Parameters - GFITOS returns a pointer to the beginning of the
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ASCII string.

Operation - GFITOS allocates space for the ASCII string and then uses a

modulo operation to fill the buffer from the end to the beginning. If

the input integer was Less than zero, GFITOS prepends a minus sign

character to the ASCII string.

3.1.1.1.2.8 Lock Function (GFLOCK). Input Parameters - GFLOCK requires

one input parameter - a pathname of the file to be Locked.

Output Parameters - None.

Operation - GFLOCK provides a common means for the Locking of data files

which must be updated by more than one process. GFLOCK first builds a

"Lock-file" pathname by concatenating the string "-Lock" to the supplied

pathname. GFLOCK then attempts to create the Lock-file with a read-only

mode. If the file already exists, an error status is received. GFLOCK

then sleeps for one second and then attempts the create again. Eventu-

ally, the create is successful and GFLOCK returns to the calling func-

tion. At this point, the file is "Locked-out" from other read-for-update

attempts. Of course, this assumes the cooperation of other processes

which update this file to call GFLOCK prior to such updates. The file

can now be updated, and after the update is complete it is mandatory that

the calling process call the GFUNLOCK function to "unlock" the file.

Note: The user ID of the calling process must not be that of the

superuser since, in that case, the create is always successful even if

the file does already exist.
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3.1.1.1.2.9 Leading Zero Integer to ASCII Conversion Function (GFLZI-

TOA). Input Parameters - GFLZITOA requires three parameters:

a. Number of digits to convert to a string.

b. Integer vaLue to convert.

c. A pointer to a user suppLied buffer to pLace the converted

string in.

Output Parameters - None.

Operation - GFLZITOA first converts the integer to an ASCII string, using

the same technique as does GFITOS. It then checks the Leading characters

of the ASCII string and if they are bLank, GFLZITOA converts them to

character zeroes. Finally, the ASCII string is stored character-by-

character beginning at the buffer Location given by the third argument.

3.1.1.1.2.10 List Match Function (GFMATCHLIST). Input Parameters - a

pointer to an array of strings and a pointer to a string to match to the

array.

Output Parameters - GFMATCHLIST returns the index of the array string

matched, if found. Otherwise it returns a -1 for no match or a -2 if a

match was made to more than one array string.

Operation - GFMATCHLIST first makes certain both array and search string 3

are Lower case, and then searches the input array for any occurances of

the input string. If onLy one exact match is made, the index of the

3 -22
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matched array string is returned. Otherwise a -1 is returned if no match

is found or a -2 is returned if multiple array strings matched the input

st ring.

3.1.1.1.2.11 String Match Function (GFNEQUAL). Input Parameters - GFNE-

QUAL requires three input parameters:

a. Length of match.

b. Pointer to a string to match.

c. Pointer to a second string to match with.

Output Parameters - GFNEQUAL returns a 1 if both strings are equivalent

for the amount of characters specified, otherwise a zero is returned.
e.-

Operation - FNEQUAL compares the two strings character-by-character

until a mismatch is detected or the specified number of bytes have been

checked, whichever occurs first.

3.1.1.1.2.12 Read IPC Function (GFRIPC). Input Parameters - GFRIPC

requires three input parameters:

a. A file descriptor for the port.

b. A pointer to a user supplied buffer in which to store an IPC

0message.

C. A flag with the following value:

- Block on port read.

Poll on port read.
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2- BLock on port read, but return EOF if all

writers die.

'p.

Output Parameters - GFRIPC returns the number of bytes in the current IPC

message, 0 for EOF, or -1 if a read error has occurred.

Operation - GFRIPC provides a common means for the reading of ports. The

first input parameter is a file descriptor which the user obtained from a

successful port call. The second input parameter is the location of a

buffer into which the input IPC message will be placed. The third input

parameter is a flag with three values. The value of zero (0) indicates

that the caller wishes to block on port reads, i.e., does not want GFRIPC

to return until a message has been read. The value of one (1) indicates

that the caller does not want to block on reads, but wants GFRIPC to

return EOF if there is no data available. The value of two (2) indicates

that the caller wishes to block on port reads, but does want GFRIPC to

return EOF if all of its writers have died. GFRIPC returns one of three

values. A count is returned if an IPC message has been read. An EOF (0)

is returned if the user has indicated that polling is desired and there

is no data, or if the user has indicated that partial blocking is desired

and all writers have died. A minus one (-1) is returned if GFRIPC

encounters a read error from the port.

lFRIPC uses the alLoc and free system calls in order to buffer up IPC

messages from more than one writer.
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GFRIPC first checks if polling is wanted, and if so performs an EMPTY

call on the supplied file descriptor. If no data is available, GFRIPC

returns a no data value to the calling function. Otherwise, it reads on

the supplied file descriptor. If a system error occurs (read error), a

read error value is returned to the calling function. If an End-Of-File

. (EOF) is encountered (all writers have died) and partial blocking was

requested, a no data value is returned to the calling function. Oth-

erwise, GFRIPC reads an IPC header. If this is the first block for this

message (indicated by the Process ID (PID) in the header), then GFRIPC
1allocates enough core for an entire message. If this is not the first

segment of a message, then GFRIPC searches for the start of the message

in already allocated core. It then reads the block of data into the allo-

- cated core. If this is the end of a message, then GFRIPC moves the

entire message into the user supplied buffer, dealLocates the core and

returns the number of characters in the message to the calling function.

Otherwise, it reads again on the port for another message segment.

3.1.1.1.2.13 Compute String Size Function (GFSIZE). Input Parameters -

a pointer to a null-terminated string whose size is to be computed.

Output Parameters - the number of characters in the string.

Operation- GFSIZE steps through the string counting characters until it

finds a null character. It then returns the character count to the cal- U
ler. N4ote: the terminating null byte is not included in the count.
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3.1.1.1.2.14 String Copy Function (GFSTRCOPY). Input Parameters - a

pointer to a null-terminated string to be copied and a pointer to a buf-

fer in which to place the copy.

Output Parameters - a pointer to the terminating null byte in the des-

tination buffer.

Operation - GFSTRCOPY copies the input string character-by-character into

the destination buffer until it reaches the terminating null character in

the source string.

3.1.1.1.2.15 Unlock Function (GFUNLOCK). Input Parameters - GFUNLOCK

- . requires one input parameter - a pathname of the file to be unlocked.

Output Parameters - None.

Operation - GFUNLOCK provides a common means for the unlocking of data

files which must be updated by more than one process. GFUNLOCK first

builds a "lock-file" pathname by concatenating the string "-lock" to the

supplied pathname. (GFUNLOCK then untinks the lock-file, thus allowing

another process to create it and hence gaining control of the file. Of

course, failure of a process to call GFUNLOCK after successfully locking

out a file with GFLOCK would eventually bring the FSM to a halt.

3.1.1.1.2.16 Write IPC Function (GFWIPC). Input Parameters - GFWIPC

requires three input parameters. It will accept a variable number of

other parameters as specified below.
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a. A flag specifying interpretation of the second parameter:

U - second parameter is a pathname of a port

to open for write,

1 -second parameter is a file descriptor of a

port already opened.

b. Pathname of a port, or a file descriptor depending on the

value of the first parameter.

c. IPC message type as defined in the FSM global data.

d. Optional parameters, in the following order if present: User

ID, Bandwidth rate, Screen Mode, Subsystem index, user secu-

rity classification, pathname of a downgrade file, pathname

of a context file.

Output Parameters - GFWIPC returns the status of the write: 0 - suc-

cessful, positive error number with which to call GFERROR if write was

unsuccessful.

Operation - GFWIPC provides a common means for writing to ports. The

first input parameter is a fLag which tells GFWIPC whether the second

parameter is a pathname of a port to open or a file descriptor of an

already opened port. The second input parameter is then either a file

descriptor or a port pathname. The third input parameter is an IPC mes-

sage type which will be stored in the IPC port message structure. Any

other parameters are data to be stored in the IPC port message structure. I
3-27
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GFWIPC sets up the IPC message in the structure according to the input %

parameters which have been passed. If a pathname was input, then GFWIPC

opens the port. If the open is unsuccessful, an open error is returned

to the calling function. Otherwise, GFWIPC writes the IPC message to the

opened port. If a write error occurs, then GFWIPC returns a write error .

to the calling function. If a pathname was input, GFWIPC closes the

port. It then returns to the calling function with a successful value.

3.1.1.2 Data Structures. The state of FSM is contained in a set of data

structures which can be divided into two types:

a. non-volatile disk files

b. volatile message queues (i.e., ports)

Disk files are used to contain that information which must be saved

through continuous day-in and day-out operations of FSM. Audit trail

information is a good example of information contained in disk files. In

addition other system oriented information must be maintained in disk

files in order for FSM to operate correctly; i.e., predefined data which

represents the user/WWMCCS dialogue contexts. Volatile data is that data

which is not needed in FSM for long periods of time; message queues for

inter-process communication (IPC) are good examples of volatile data.

All message queues will be implemented in FSM via the port data struc-

ture. Ports provide sophisticated First-In, First-Out (FIFO) queues for

efficient inter-process communication between processes. In addition,

ports allow inter-process communication across different process fami-
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Lies, hence aLLow transient/daemon process communication.

Figure 3-2 illustrates the entire FSM directory/data structure hierarchy.

Before describing this structure the notational conventions used in this
.

figure wiLL be defined. ,.

a. Rectangles represent files or directories with the

fiLe/directory name appearing on top. The name is foLLowed

by "(d)" if it represents a UNIX directory, and "(f)" if it

is a disk file.

b. Disk fiLes entered in a directory have their names inside the

rectangle representing their presence.

c. CircLes represent ports, with the port name appearing inside

the circle.

d. UNIX C-structure names appear in capitaL Letters (e.g.,

6PROF).

e. SpeciaL Lock-fiLes are denoted as dashed-Line entries in

directories (e.g., gaud-Lock).

f. Symbolic names are employed to depict multiple occurrences of

a' a name. For example "user-l" through "user-n" is used to

depict different FSM WES users.

'
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To determine the entire UNIX pathname of any given data structure, each

directory-to-directory/file/port must be concatenated together. For

example, the pathname for the profile file of WES user-i is "/fsm/usr/

user-i/gprof". Similarly, the absolute pathname for the Assignment Dae-

mon (FASSD) input port is "/fsm/port/faport".

Before going into the detailed descriptions of the individual data struc-

tures depicted in Figure 3-2 a general overview will be given on the

entire directory/data structure hierarchy.

ALL directory/data structures originate directly or indirectly from the

UNIX "root" directory, termed "". FSN will have its own directory with

the absolute pathname of "/fsm". It contains system Level data structure

entries and other related directories. System Level data structures are

the user Logon file ("/fsm/gLf") which contains information on all FSM

personnel and WES users currently Logged onto FSM; the system Level

environment file ("/fsm/genv") which contains information currently

representing system-wide FSM environment values; the user/system dialog

context structures for teletypewriter ("/fsm/gcont.tty", "/fsm/ghdeL.tty"

and "/fsm/gtext.tty") and VIP ("/fsm/gcont.vip", "/fsm/ghdeL.vip" and

"/fsm/gtext.vip") terminals which control the automatic output screening

and input fiLtering mechanisms of FSM; the error description file

("/fsm/gedes") which contains a pointer to the first character of an

error message text and number of characters in the message (used by GFER-

ROR); the error messages themselves ("/fsm/gemes"); and finaLLy, the gLo-

baL terminal file ("/fsm/gttys") which is used by the FSMGTTY program to

6%
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start up a Guardian Process for specified WES terminals.

The FSH directory contains three directories relevant to data structures:

the Low user directory ('/fsm/usr"), the FSM audit traiL directory

("/fsm/fsat") and the IPC port directory ("/fsm/port"). The user direc-

tory contains entries to individual directories for each WES user Logged

on to FSM. Individual directories exist regardless of whether the user

is Logged on or not. For user-i, the directory "/fsm/usr/user-i" would

contain four data structure references; the user profile fiLe

("/fsm/usr/user-i/gprof"), the user environment file ("/fsm/usr/user-

i/genv"), the downgrade file ("/fsm/usr/user-i/gdown") and the user down-

grade context information fiLe ('/fsm/usr/user-i/ginfo"). The FSM audit

trail directory, "/fsm/fsat", contains the entire FSM audit trail

environment. This directory resides on a separate file system to ensure

the security of the generated audit trail, since it will contain Top

Secret data. The directory contains one directory and two classes of

audit trail events/texts, and one lock-file. The primary audit file data

structure is "/fsm/fsat/gaud" which contains information describing the

current state of the FSom audit trail. Directory "/fsm/fsat/auditq" is

used by FSM processes for registering audit trail events. For example,

the FSM Guardian Program (FSMGP) in auditing an event wouLd insert an

entry into this directory using the current Date-Time Group (DTU), its

process identifier (PID) and a random character as a file name. This

combination ensures uniqueness within the directory "/fsm/fsat/auditq".

Data structure "/fsm/fsat/current.e" and "/fsm/fsat/current.t" contain

the event and text information respectively of the current audit trail.
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SimiLarLy, data structure entries "/fsm/fsat/dtg.ei" and

"/fsm/fsat/dtg.ti" contain previously saved audit trails and are identi-

fied by a unique DTG. Finally, the Lock-file, "/fsm/fsat/gaud-Lock" is

used when the audit trail file is being updated (i.e., the file

"/fsmlfsatlgaud").

*]u The Last directory in the main FSM directo,'y is the port directory

("/fsm/port"). This directory contains all FSM ports. FSM utilizes
jS

five basic ports, the FSM Assignment Daemon (FASSD) port ("/fsm/port/

faport"), the FSM Screener assignment port ("/fsm/port/fsagn-i"), the

Screener request port ("/fsm/portlscreq-i"), Screener reply port

("/fsm/port/fsrLy-i") and the Screener Logoff port ("/fsm/port/scLog-i").

The fsagn and fsrLy ports exist for each Logged on WES user, while the

screq and scLog ports exist for each Screener that is Logged on. These

four portnames are constructed for uniqueness using the owner's FSM user

ID (hence the "-i"). ALL ports only exist when the reading process is

activated within FSM. Note, since FASSD is a daemon the faport is always

present.

3.1.1.2.1 Disk File Descriptions. Each disk file that appears in Figure

3-2 will be described in detail in the following sections.

3.1.1.2.1.1 GCONT (GLobal Context File). This structure provides the

information FSMGP needs to follow a user's progress through the various

WWMCCS subsystems allowed in the restricted environment. It is tree-Like

in its structure, since any given item will reference several other items

in the file. The file contains a series of CONTEXT items. A CONTEXT
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item (termed "CONTEXT') represents aLL possible recognizabLe user inputs

and/or system outputs at a branch of the input/output dialog tree.

Each CONTEXT item contains a HEADER item and one or more SUBCONTEXT

items. A HEADER and SUBCONTEXT define a CONTEXT. See Figure 3-3 for a

depiction of their reLationship. The HEADER supplies information that is

applicable to the entire CONTEXT while SUBCONTEXTs supply information

relevant to a given user input or system output. The HEADER allows FSMGP

to know when to stop accumulating system output or user input. It also
"V

provides default actions on error conditions. Figure 3-4 shows a HEADER

item. A CONTEXT can have one or more SUBCONTEXTs, depending on the pos-

. sibLe recognizable user inputs/system outputs at this stage of the

.-$ *user/system dialog. ALL SUBCONTEXTs, whether user input or system output

are the same size. See Figure 3-5 for a SUBCONTEXT item description.

HEADER Field Descriptions

GPOPTR The pop-up context pointer points to a recovery CONTEXT item when

FS IGP encounters an error condition or a user-entered break.

* ~ Error conditions include a no match condition between current

SUBCONTEXT items and system output, a time-out condition on sys-

tem reads, and Screener rejection of system output. FSMGP

usuaLLy performs some action (i.e. simulate user input) to resyn-

chronize its processing with the next system output and then pro-

ceeds to the appropriate CONTEXT. GPOPTR points to this item, in

_ general a higher Level within a given WWMCCS subsystem.
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Word 0 GPOPTR 4

Word 1 GDLIMP

Word 2 GNSUBS GCONFL

Word 3 GFUNX GSYSX

BITO BITi 81T2 81T3 BIT4 BIT5 BIT6 BIT7

I I BOTH IUSRIRPT FIX IAUD I

GCONFL (from above)

Figure 3-4. GCON Header Item
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Word 0 GSTRP

Word 1 GNEXT

Word 2 SXGUF

Word 3 GSTART

Word 4 GLENG

BITO BITi BIT2 BIT3 SIT4 BIT5 BIT6 BIT7

FX- SUB IUN VAL 1 UjI IBEG -I

GSUBFL (from above)

Figure 3-5. GCON Subcontext Item
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GDLIMP The delimiter set pointer points to a byte offset in the Halting

Delimiter fiLe at which the particular delimiter set for this

CONTEXT resides. FSMGP reads user input or system output until

one of these strings is matched.

GNSUBS The number of subcontexts field specifies the number of SUBCON-

TEXTs comprising this CONTEXT. Since SUBCONTEXTs are of a fixed

size, this value can be used in reading the complete CONTEXT for r

processing by FSMGP.

* GCONFL The header flags field contains various bit settings representing

conditions of the CONTEXT as a whole, in contrast to states

specific to individual SUBCONTEXTs. The following bit settings

are used:

BOTH User Input and System Output (1). This bit, when set, sig-

nifies that either user input or system output can be

expected next. When this bit is set, FSMGP must poll both

the user and the system for the next data. Note: when

this bit is set, the USR bit is ignored.

USR User input(l) / System Output (0). This bit signifies

whether the CONTEXT represents user input or system output.

g It is only used when the BOTH bit is zero.

* RPT Repeating CONTEXT (1) / Non-repeating CONTEXT (0). This

bit signifies whether the CONTEXT requires multiple itera-

tions of the FSMGP Read System Output (RSO) function in

order to satisfy a single SUBCONTEXT.

FIX Fixed Repeating CONTEXT (1) / Variable Repeating CONTEXT
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* (0). Only applicable when the RPT bit is set to one. In

either situation of this bit setting, multiple calls to the

, RSO function are required in order to satisfy this CONTEXT.

* For fixed CONTEXTs, FSMGP will call the Read System Output

function repeatedly, doing a continuous match on the indi-

cated search string specified by the single SUBCONTEXT. *.

This will allow, for example, a simple delimiter string set

for halting by the RSO function (probably Line-by-Line for

some Lengthy output; e.g., TCON skeletons). For variable

CONTEXTs, FSMGP will accumulate the variable data until a

match is made by one of the SUBCONTEXTs. This mechanism is

applicable, for example, to TLCF message texts.

AUD Audit subsystem entry (1) / no audit required (0). This

bit signifies that an audit trail event is required because

the user just entered another WWMCCS subsystem. The sub-

system entered is specified in field GSYSX (see beLow).

GFUNX This entry indexes a function in FSMGP which will generate the

appropriate simulated user input required to place FSMGP (and the

WES user) back to the "pop-up" Level as specified in fieLd %41

(iPOPTR. Different sequences are required for different subsys-

tems.

GSYSX This field specifies which subsystem the CONTEXT is concerned

with. It will be filled with an index that identifies the sub-

system name. See Table 3-2 for subsystem names and their values.
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A~J SUBCONTEXT Field Descriptions

GSTRP This field is an offset into the GTEXT data structure which

specifies the string to be searched against for this particuLar

SUBCONTEXT. The SUB bit field in GSUBFL controls how this search

is performed.

GNEXT This fieLd is an offset into GCONT specifying the next valid CON-

TEXT to transfer to if this SUBCONTEXT satisfies the given user

input/system output.

GSFX This field indexes a function in FSMGP and indicates that a

special function is required to validate user input parameters or

to modify system output.

GSUBFL This field contains a set of bit flags which represent various

conditions of this particular SUBCONTEXT. The following bits are

defined:

FX Fixed data (1) / Variable data (0). This bit in conjunc-

tion with the SUB bit indicates the type of match algorithm

to use. Fixed data (whether user input or system output)

has two cases: substring and no substring. Fixed, no sub-

string matching is perhaps the easiest to comprehend since

it involves a character-by-character comparison between the

input data and the text string in GTEXT. Fixed, substring

-. on the other hand utilizes two additional values (GSTART

and GLENG) to define a window, or substring, within the

"TEXT text string to match against. This window is com-

pared against the input data and if a match occurs, the
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5TEXT string is written to the user, not the input data.

If this bit is not set (i.e. variable), again there are two

cases to consider: substring and no substring. Variable,

substring is very similar to fixed, substring with the

exception that the text string in GTEXT is not further

defined and is assumed to be the substring with which to

match. Variable, no substring (otherwise known as a "null

subcontext") is a wildcard and will match any input data.

If the screen mode is normal, fixed data is a candidate for

automatic screening by FSMGP, while variable data must be

visually inspected by the Screener.

SUB Input data requires Substring match (1) / no substring

match (0). Used in conjunction with the FX bit, see

description given above.

FUNC This bit signifies that sa special function is required (1)

/ function not required (0). Field GSFX contains the index

of the special function if this bit is set.

VAL This bit signifies that a user's matched input is invalid

(1) / matched input is valid (0). This provides a finer

granularity on the filtering of user input.

USI This bit signifies the subcontext as user input (1) / sys-

tem output (0). It is used only if the BOTH bit flag in

the CONTEXT header is set.

BEG This bit signifies that the halting delimiter for the sub-

context is the beginning of the next subcontext (1) / the
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end of the current subcontext (0). Since system output

strings may terminate with unmatchable variable data, a

given halting deLimiter may apply to the beginning of the

string expected next.

6START This field is a byte offset into a fixed system output at which

to begin the subcontext match. This field is relevant for fixed,

substring system outputs only.

GLENG This field specifies the Length of the system output to be

matched. It is used in conjunction with GSTART to make an exact

match on the substring at the specified Location within the sys-

tem output. This field, Like GSTART, is relevant for fixed, sub-

Sstring system outputs only.

3.1.1.2.1.2 GTEXT (Global Text File). This structure contains the

* actual text strings of user input and system output. These text strings

are used by FSMGP when it is identifying the user/system context. When

FSMGP has obtained a user input or system output, it must identify it to

recognize the user's place in the particular WWMCCS subsystem. This is

accomplished by comparing the system output or user input with a subcon-

text string. Strings in GTEXT are referenced by the GSTRP field in the

SUBCONTEXT item. GTEXT is thus simply a concatenation of all possible

user input/system output strings in one file, each terminated by a null

character. When a particular SUBCONTEXT is checked to see if it matches

a particular system output or user input, the SUBCONTEXT field GSTRP

-points to the appropriate string to match. FSMGP then obtains that

string and makes a comparison.
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3.1.1.2.1.3 GHDEL (Global Halting Delimiter File). This structure con-

tains all the character strings required by FSMGP to determine when it

has accumulated enough system output or user input to satisfy a particu-

lar CONTEXT. These delimiter strings are arranged in sets, since the

SUBCONTEXTS of a given CONTEXT may be terminated differently. Each del-

imiter string in the file is terminated by a null character, and the

final string in each set of delimiter strings is terminated by two null

characters. This allows FSMGP to know when it has reached the end of a

particular set.

FSMGP must read system output and user input, but in order for it to know

when enough data has been read (and therefore to stop) it must be aware

of the possible terminating sequences of any given CONTEXT. GHDEL provi-

des this information. After a new CONTEXT is established by FSMGP (poin-

ted to by the old one), it must read data (system or user) to find a

match to one of the particular SUBCONTEXT strings in the current CONTEXT.

A read will continue until one of the delimiter strings is found (or an

error occurs). The particular string set that FSMGP searches against is

pointed to by the GOLIMP field in the current CONTEXT's HEADER.

3.1.1.2.1.4 GDOWN (GLobal Downgrade File). This structure contains the

text of the system output that is to be examined by the Screener. It is

created by FSMGP and written to each time a downgrade is required. When

a system output is recognized as requiring screening (either because it

is variable data or because the current screen mode is set for all data

to be screened), FSMGP sends an IPC message to SCTP requesting a down-

'-43



grade. In this message is the pathname of the user's GDOWN (uniquely

identified by user) which SCTP displays to the Screener to accept or

reject.

3.1.1.2.1.5 GINFO (GLobal Downgrade Context File). This structure con-

tains the Latest user/system interactions so that the Screener may make

his downgrade decision in concert with the current user/system dialog.

It contains recent user input and system output text strings in the order

of their occurrence. Whenever a downgrade is required FSMGP writes the

data from the Downgrade Context (GINFO) Buffer to this file. The

Screener may peruse this file if he/she desires.

3.1.1.2.1.6 GLobal Logon File (GLF). The GLobal Logon File is esta-

blished at system generation time and contains one record for each FSM

user. The record contains user identification (in the form of FSM logon

name) and bit-flags denoting if the user is a Screener, an EM or a WES

user and if the user is currently logged on. A user's FSM user ID is

obtained by noting the Location of the user's record in the file. For

example, the user described by record 14 has a FSM user ID of 14. In

this way, the normal UNIX user ID is not used. Since the FSM user ID is

a one-byte quantity, GLF must contains no more than 127 records (the

h-a., zeroth record is not used). This file will be updated by the Guardian

Process (FSMGP), FSM Assignment Daemon (FASSD), Environment Manager Pro-

cess (EMP), Screener Trusted Process (SCTP) and by a stand-alone program

USER (see Appendix E). In Light of the number of potential writers, GLF

has an associated Lock file ("/fsm/glf-lock') which must be created prior
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to writing. When a user Logs onto the FSM, the user's process (whether

EMP, SCTP or FSMGP) checks this file for a record containing the user's

name. If there is no match found or a match is made and either the

DEFINED bit is not set or the user-type bit (DHI-EN, DHI-SCR or DLO-USR)

is not proper, the user cannot proceed and his process is terminated. If

a record is found and all bit settings are correct, the user's process

marks the record active by setting the DLOGDON bit to one. When a

Screener or WES user Logs off FSM, FASSD is notified and resets the

user's terminal ID to zero and marks the record inactive by setting the

DLOGDON bit to zero. EM logoff is taken care of by the EMP. Whenever

FASSD makes a WES user/Screener assignment, the WES user's record is

modified to contain the assigned Screener's FSM user ID. Finally, when

the EM manually reassigns a WES user to a Screener, FASSD modifies GLF.

EMP reads this file when processing its commands. See Figure 3-6 for a

record Layout of the GLF file. The corresponding fields are describea

beLow:

LFLAG A collection of bit flags that have the following meanings:

DEFINED This bit signifies that the user which this record

describes is a valid FSM user. In this way, records are

never removed from GLF (thus altering a user's FSM user

ID), but are marked as not-DEFINED, when a user is.

deleted from FSM participation.
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Word 0 GLFLAG GLUSRID

Word 1 GLTTYID

Word 2

Word 3 GLUSRNAM

Wod'

Word 4

Word 5

Word 6

Word 7

BITO BIT1 BIT2 BIT3 BIT4 BIT5 BIT6 BIT7

I i I DLOG- DHI- DHI- DLO-
I FINEDJ DON EM SCR USR

LFLAG (from above)

Figure 3-6. A GLF Record
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DLOGDON This bit signifies that this user is currently Logged

onto FSM. During Logon, this bit is checked and set by

the user's process (EMP, SCTP or FSMGP). During Logoff,

FASSD resets the bit for WES users and Fcreeners, whiLe

EMP resets it for the EM. Its purpose is to prevent

users with the same name from being Logged on simul-

taneousLy.
I.

DHI-EM This bit indicates that this GLF record describes a

"high-side" Environment Manager. OnLy one record shouLd

be marked as an EM.

DHI-SCR This bit indicates that this GLF record describes a

"high-side" Screener.

DLO-USR This bit indicates that this GLF record describes a

"Low-side" WES user.

LUSRID The FSM user ID of this WES user's currently assigned Screener.

If there is no Screener currentLy assigned, the fieLd wiLL be

zero. This fieLd is undefined (not used) for Screener and EM

records.

LTTYID The UNIX identifier of the terminal this user is Logged onto or

zero if the user is not Logged on.

LUSRNAM The eight-byte UNIX Logon name of this Screener or EM; or the

tweLve-byte WWMCCS user ID of this WES user.

4
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3.1.1.2.1.7 GLobal Logon File Lock (GLF-LOCK). Because FSMUP, FASSD,

SCTP, EMP and USER aLL modify the GLobal Logon File (GLF), the standard

Lock mechanism is used during writes to GLF. The existence of the Lock

file indicates that a process is currently updating GLF. The Lock file

has no records, it is merely an entry in the /fsm directory so that its

presence or absence may be easiLy checked.

3.1.1.2.1.8 System GLobal Environment (GENV) File. EstabLished at FSM

initialization is the System GLobal Environment File. When a WES user

Logs onto FSM, he is given a copy of the system default values. Subse-

quent changes in the environment can be made by either the EMP, at the

behest of the EM, or by the FSMGP, following detection of bandwidth over-

flow. The file contains one record with values which indicate bandwidth

threshold and subsystem screen modes. Updates occur when the EM, via the

EMP, modifies system-wide or user-specific environment values. See

Figure 3-7 for a GENV record Layout. The corresponding fields are

described below:

UANDW The bandwidth threshold. Indicates number of messages per minute

which are allowed to be automatically downgraded.

ACCSM The ACCESS subsystem screen mode. A screen mode has one of three

discrete values: OFF (no screening is done), NORMAL (FSMGP deter-

mines what system outputs need to be sent to the Screener for

manual downgrading) or ALL (all output is manually screened).

LSTSM The LIST subsystem screen mode. Screen mode can be OFF (0), NOR-

MAL (1) or ALL (2).
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Word 0 BANDW ACCSM

Word 1 LSTSM SIOSM

Word 2 TCNSM TLCSM

Word 3 TSSSM WDMSM

Figure 3-7. A GENV Record
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SIOSM The SIOS subsystem screen mode. Screen mode can be OFF (0), NOR-

MAL (1) or ALL (2).

TCNSM The TCON subsystem screen mode. Screen mode can be OFF (0), NOR-

MAL (1) or ALL (2).

TLCSM The TLCF subsystem screen mode. Screen mode can be OFF (0), NOR-

MAL (1) or ALL (2).

TSSSM The TSS subsystem screen mode. Screen mode can be OFF (0), NORMAL

(1) or ALL (2).

WDMSM The WWDMS subsystem screen mode. Screen mode can be OFF (0), NOR-

MAL (1) or ALL (2).

3.1.1.2.1.9 User Global Environment (GENV) File. Associated with every

'-.U Logged-on WES user is a GENV file which contains environment values for

the specific user. The file is created when the user Logs onto FSM. The

user's FSMGP copies the system GENV into the user's GENV. The file is

contained in the user's directory ("/fsm/usr/user-i"). The file is modi-

fied, when environment values change, by FSMGP. The format of the file

follows the system GENV exactly (refer to Figure 3-7). FSMGP modifies

this file when the EM makes environment changes pertinent to this WES

user and when bandrate overflow has been detected. EMP reads this file

when displaying a current WES user's environment to the EM.

3.1.1.2.1.10 GLobal Profile (GPROF) File. Associated with each WES user

is a user profile file. This file is created and updated by the user's

FS,%IGP. The file contains only one record which identifies the user (with

FSM user ID and UNIX terminal ID), indicates the current WWMCCS subsys-
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tern, user's status and the Date-Time Group (DTG) of the status. Status

in this sense refers to potential delays. There are six conditions that

can cause delay:

" waiting on user input

" waiting on system output

. waiting for Screener response

" waiting on polling text (user input or system output)

" waiting on Screener assignment

" waiting for RNPE connection

Each time the WES user's delay state changes, FSMGP updates the user's

GPIOF file. This file is read by EIP whenever the EM requests a user

profile. See Figure 3-8 for a GPROF record.

Each record has the following fields:

PUSR The one-byte FSM user ID.

PTTY The UNIX terminal ID.

PSUB The WWMCCS subsystem in use at the time the status was recorded.

PSTAT The user's status. VaLues are 0 (waiting on user input), 1

(waiting on system output), 2 (waiting on Screener response), 3

(waiting on polling text), 4 (waiting on Screener assignment) and

5 (waiting on RNPE/Honeywell H6000 connection).

PDTG The four-byte DTG of the status.

.1
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Word 0 PIJSR PTTY

Word 1 PSUB PSTAT

Word 2

PDTG
Word 3

Figue 3-. A ROF ecoI
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3.1.1.2.1.11 GLobal Audit Description (GAUD) File. In order for ATDP to

know quickly what audit files are present, in addition to the total time

"I range they cover, a file exists which contains all audit file-pairs (one

entry per pair), including the current pair, their DTG of creation and

DTG of Last entry. Each time FAD Logs an audit event in the current

file-pair, it must also update the corresponding GAUD record with the new

"Last entry" DTG. Since the description record (in GAUD) for the current

file-pair is always the Last record in the file, FAD has no problem upda-

ting it.
.4,.

4''

* The description file contains fixed-length sequential records; one record

per audit file-pair. Each record follows this format:

AUDFN Audit file-pair name (14 bytes).

CRET Date-time group of creation (4 bytes).

LMOD Date-time group of Last entry (4 bytes).

4, .4.

In addition to FAD, the description file is also updated by ATDP. When

ATDP saves the current file-pair, it modifies the description record of
-. 4,

the current file-pair by changing the filename from "current" to the DTG

of the save. It also writes a new record with a filename of "current" 4'

and the DTG of creation. Notice, ATDP does NOT modify the DTG of Last

entry on the old current file. This data is only modified by FAD. Simi-

LarLy, FAD never modifies the fiLename or the DTG of creation. Since

N.. both FAD and ATDP have write-access to this file, it must be locked

oefore writing. See Figure 3-9 for a GAUD record.
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Word 0
..

Word 1

Word 2

AUDFN

Word 3

Word 4

Word 5

Word 6

Word 7

CRET

Word 8

Word 9

LMOD
Word 10

Figure 3-9. A GAUD Record
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3.1.1.2.1.12 Audit File Lock (GAUD-LOCK). As mentioned previously, to

protect audit files from being simultaneously write-accessed, FSM employs

* a standard lock-for-writing mechanism. The mechanism involves requiring

all writing processes to lock the file before writing and unlocking it

after. The existence of the lock file signifies a process is currently

updating an audit file. The two file sets which are of concern are the

Current Audit File-Pair and the GAUD file. Both are updated by ATDP and

FAD. The lock file has no records, it is merely an entry in the audit

directory so that its presence or absence can be detected easily.

3.1.1.2.1.13 Current Global Audit Event (GAEV) Files. The Global Audit

* Event Files are pairs of sequential files which contain records of

varying format and length. All audit events are written to the GAEV

files. These events can be generated by any one of the four FSM pro-

cesses: FSM Guardian Process (FSMGP), Environment Manager Process (EMP),

Screener Trusted Process (SCTP) or FSM Assignment Daemon (FASSD). Audit

events are actually audited (written to the GAEV files) by the FSM Audit

Daemon (FAD). User-oriented formatting and display of GAEV records is

*. performed by the Audit Trail Display Program (ATDP).
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There are nineteen events Logged by FAD:

Event Code Event Description

01 User input sent to system (WWrMCCS)

02 User input not sent to system

03 System output matched and sent to user

U4 System output not matched

05 System output accepted by Screener

U6 System output rejected by Screener

07 Screener Logged onto FSM

08 Screener Logged off FSM

U9 User Logged onto FSM

10 User Logged off FSM

11 User initiated a WWMCCS subsystem

12 User assigned to Screener

13 User input simuLated (resynch)

14 Screen mode modified

15 Bandwidth threshoLd modified

16 EM Logged onto FSM

17 EM Logged off FSM

18 System output received from WWMCCS

19 Screener begins downgrade request

The GAEV fiLe-pair consist of two fiLes: the Event file and the Text

* file. Every audit event causes a record to be written to the Event file.

AdditionaLLy, some audit events will write ASCII strings to the Text
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fiLe. ALL auditabLe user input and system output wiLL be written to the

Text fiLe with the appropriate offset and Length entered with the

corresponding Event fiLe record. For exampLe, consider audit event 01

(User input sent to system). This event causes a record to be written in

the Event fiLe containing usefuL data (user ID, DTG and so on), as weLL

as the offset in the Text fiLe where the user input can be found and its

Length. The motivation behind two fiLes, as opposed to one, stems from

the potentiaL size of user inputs and system outputs; as weLL as the fact

that not aLL audit events have text to audit.

ALL of the foLLowing event records are written to the Event fiLe. ALso,

the foLLowing descriptions pertain onLy to the Event fiLe, NOT the Text

fiLe. Records in the Text fiLe are format-Less; that is, they are

variabLe-Length ASCII strings.

Each audit event record contains a fixed-size header bLock foLLowed by a

variabLe Length Event Description. Figure 3-10 illustrates an audit

event record.

The header is the same for aLL audit events and contains these fieLds:

FEVENT The Event Code (01-19).

FEVSIZ The number of bytes in the Event Description. NOTE: This does

not incLude the size of the header.

FEVTI The Date-Time Group (DTG) of this event in standard UNIX two

integer (four bytes) format.

Figure 3-11 is an Event fiLe Record Header Description.
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HEADER

EVENT DESCRIPTION

Figure 3-10. An Audit Event Record (written to Event FiLe)
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Word 0 FEVENT FVI

Word 1

FEVTIPI

Word 2
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The following paragraphs provide a description of the content and format

of the audit event record for each of the nineteen events recorded in the

GAEV fiLes.

EVENT 01 (User input sent to system)

FSMGP will generate this audit event whenever the FSM has recognized and

allowed user input to be sent to a WWMCCS subsystem. The user input will

be copied to the Text file with the text file offset and text length

entered in the Event file. Figure 3-12 is an Event 01 record description

to be written to the Event file.

Field Descriptions

USERID The one byte FSM user ID.

USRTTY The UNIX identifier of the terminal from which the input was

sent.

SUBSYS The current WWMCCS subsystem in use. See Table 3-2 for the

OFFSET The byte offset from the beginning of the Text file where the

user input is written.

LENGTH The byte Length of the user input.
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Word 0 FEVENT FEVSIZ

Word 1

FEVTIM
Word 2

Word 3 USERID USRTTY

Word 4 SUBSYS

Word 5

OFFSET
Word 6

Word 7

LENGTH

Word 8

Figure 3-12. Description of Event 01, 03, 04 , 13 and 18 Records
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TabLe 3-2. WWMCCS Subsystems and their FSM codes

Subsystem Code WWMCCS Subsystem

0 ALL subsystems

1 ACCESS

2 LIST

3 SIOS (Standard Input/Output System)

4 TCON (Transaction Constructor)

5 TLCF (TeLeconferencing)

6 TSS (Timesharing System)

7 WWDMS (WorLd-Wide Data Management System)

8 Logon

EVENT 02 (User input not sent to system)

Whenever FSMGP cannot recognize the user input or the user attempts to

use a priviLeged WWMCCS facility that is not aLLowed, FSMGP wiLL generate

this audit event. The user input wiLL be written to the Text file.

Figure 3-13 is an Event 02 record description to be written to the Event

fiLe.

FieLd Descriptions

USERID The one byte FSM user ID. 14

,..

3 -62

If Uga



Word 0 FEVENT FVI

Word 1

Word 2

Word 3 USERID USRTTY

Word 4 SUBSYS FAILEX

Word 5

OFFSET

Wod

Word 6

LENGTH

Word 8

Figure 3-13. Description of Event 02 RecordI
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USRTTY The UNIX identifier of the terminal from which the input was

sent.

SUBSYS The current WWMCCS subsystem in use. Refer to Table 3-2 for code

expLanations.

FAILEX The coded reason why the input was not sent. Codes are: 1=No

match (unrecognizable input) and 2=Match but disalLowed.

OFFSET The byte offset from the beginning of the Text fiLe where the

user input can be found.

LENGTH The byte Length of the user input.

EVENT 03 (System output matched and sent to user)

Whenever system output is matched (recognized) by the FSMGP and sent to

the user, thereby bypassing the Screener, FSIiP generates this audit

event. The system output is written to the Text file. Refer to Figure

3-12 for an Event 03 record description to be written to the Event file.

Field Descriptions

USERID The one byte FSM user ID.

USRTTY The UNIX identifier of the terminal to which the output was sent.

SUBSYS The current WWMCCS subsystem in use. Refer to Table 3-2 for code

explanations.

OFFSET The byte offset from the beginning of the Text file where the

system output was written.

LENGTH The byte Length of the system output.
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EVENT 04 (System output not matched)

In the course of a system-user dialogue, whenever the system responds

with unrecognizable output, FSMGP wiLL generate this audit event. The

system output wiLL be written to the Text fiLe. Refer to Figure 3-12 for

an Event 04 record description to be written to the Event file.

FieLd Descriptions

USERID The one byte FSM user ID.

USRTTY The UNIX identifier of the terminal to which the output would

have been sent.

SUBSYS The current WWMCCS subsystem in use. Refer to TabLe 3-2 for code

explanations.

OFFSET The byte offset from the beginning of the Text file where the

system output was written.

LENGTH The byte Length of the system output.

EVENT 05 (System output accepted by the Screener)

When a WWNCCS subsystem returns output which must be visuaLLy inspected

by a Screener for downgrading and the output was accepted for downgra-

ding, FSMGP generates this audit event. The accepted system output is

written to the Text file. See Figure 3-14 for an Event 05 record

description to be written to the Event file.
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.' Figure 3-14. Description of an Event 05 and 06 Records
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FieLd Descriptions

USERID The one byte FSM user ID.

USRTTY The UNIX identifier of the terminal to which the accepted output

was sent.

SUBSYS The current WWMCCS subsystem in use. Refer to Table 3-2 for code

explanations.

SCRID The one byte FSM user ID of the Screener.

OFFSET The byte offset from the beginning of the Text file where the

system output is written.

LENGTH The byte Length of the accepted system output.

EVENT 06 (System output rejected by Screener)

In this case, a WWMCCS subsystem output was visualLy inspected by a

Screener and the downgrade request was refused. FSMGP will be notified

of the downgrade rejection and will then generate this audit event. The

rejected system output is written to the Text file. Refer to Figure 3-14

for an Event 06 record description to be written to the Event file.

Field Descriptions

USERID The one byte FSM user ID.

'55
USRTTY The UNIX identifier of the terminal to which the output was to be

sent. S.

SUBSYS The current WWMCCS subsystem in use. Refer to Table 3-2 for code

explanations.
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SCRID The one byte FSM user ID of the Screener.

OFFSET The byte offset from the beginning of the Text file where the

rejected system output is written.

LENGTH The byte length of the rejected system output.

EVENT 07 (Screener logon to FSM)

Whenever a Screener logs onto the FSM (through a new instance of SCTP),

SCTP wilL generate this audit event. See Figure 3-15 for an Event 07

record description to be written to the Event file.

Field Descriptions

SCRID The one byte FSM user ID of the Screener.

SCRTTY The UNIX identifier of the Screener terminal Logging on.

EVENT 08 (Screener logoff of FSM)

When a Screener logs off of the FSM, FASSD will generate this audit

* event. Refer to Figure 3-15 for an Event 08 record description to be

written to the Event file.

Field Descriptions

SCRID The one byte FSM user ID of the Screener.

SCRTTY The UNIX identifier of the Screener terminal logging off.
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EVENT 09 (User Logon to FSM)

When a WES user begins a terminal session (which incLudes Logon sequence)

FSM6P wiLL generate this audit event. See Figure 3-16 for an Event 09

record description to be written to the Event fiLe.

FieLd Descriptions -4%

USERLD The one byte FSM user ID.

USRTTY The UNIX identifier of the user terminal Logging on.

NOTE: A user who fails the initial Logon sequence may not have any audit

events generated.
4-

EVENT 10 (User logoff of FSR)
-,

;hen a WES user ends a terminaL session, FASSD wiLL generate this audit

event. This event involves two cases: explicit user Logoff and user

Logoff due to error conditions. Refer to Figure 3-16 for an Event 10

record description to be written to the Event fiLe.

FieLd Descriptions

USERID The one byte FSM user ID.

USRTTY The UNIX identifier of the terminal Logging off.
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Figure 3-16. Description of Event 09 and 10 Records
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EVENT 11 (User initiates a WWMCCS subsystem)

When a user initiates a WWMCCS subsystem, FSMGP wiLl generate this audit

event. A WWMCCS subsystem can be initiated in response to the "SYSTEM ?"

prompt or at other Less weLL-defined times. For instance, if the user is

currently using the TCON subsystem, he can invoke the LIST subsystem at

any time. NOTE: Logon is not considered a vaLid WWMCCS subsystem for

this event. See Figure 3-17 for an Event 11 record description to be

written to the Event fiLe.

Field Descriptions

USERID The one byte FSM user ID.

USRTTY The UNIX identifier of the terminal initiating a WWMCCS subsys-

tem.

SUBSYS The initiated subsystem code. Refer to TabLe 3-2 for code

explanations.

STATUS The status of the initiation attempt (O=FaiLure, 1=Success).

Note: If STATUS=O, SUBSYS will be undefined.

3I

'A.



Word 0 FEVENT FEVSIZ

Word 1 Word 2FEVTIM

Word 2

Word 3 USERID USRTTY

Word 4 SUBSYS STATUS

Figure 3-17. Description of Event 11 Record
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EVENT 12 (User assigned to Screener)

Whenever the FASSD makes an initial WES user/Screener assignment or the

EM (via the EMP) reasssigns a WES user to a Screener, FASSD generates

this audit event. See Figure 3-18 for an Event 12 record description to

be written to the Event file.

FieLd Descriptions

USERID The one byte FSM user ID of the assigned user.

USRTTY The UNIX identifier of the assigned user terminaL.

SCRID The one byte FSM user ID of the assigned Screener.

SCRTTY The UNIX identifier of the assigned Screener terminal.
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Figure 3-18. Description of Event 12 Record
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EVENT 13 (User input simulated)

When the FSMUP receives system output that is unrecognizable, FSMGP will

simuLate user input to the WWMCCS subsystem in use in order for FSMGP to

keep from getting Lost in the context tabLes. This usually invoLves

"popping up" to the next higher Level within WWMCCS. This could ter-

minate the current subsystem (thus, returning the user to the "SYSTEM?"

prompt) or return to a well-defined point within the current subsystem

(eg. the "NEXT?" prompt in TCON). The simulated user input is written to

the Text fiLe. Refer to Figure 3-12 for an Event 13 record description

to be written to the Event file.

Field Descriptions

USERID The one byte FSM user ID.

USRTTY The UNIX identifier of the terminal from which input is being

simulated.

SUBSYS The current WWMCCS subsystem in use. Refer to Table 3-2 for code

explanations.

OFFSET The byte offset from the oeginning of the Text file where the

simulated user input is written.

LENGTH The byte Length of the simulated user input.

.1

EVENT 14 (Screen mode modified)

when the EM (via the EMP) modifies the downgrade screening mode, EMP gen-

erates this audit event; or if a WES user's FSMGP detects that the user's
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bandwidth threshoLd has been exceeded, FSMGP modifies the user's screen

mode (to ALL) and generates this event. Screen mode may be set to any

one of three vaLues:

NONE No output is inspected by the Screener.

NORMAL OnLy output FSMGP cannot match is inspected by the Screener.

ALL ALL output is inspected by the Screener.

AdditionalLy, the screen mode may be set for a user, for a subsystem or

for a user/subsystem. See Figure 3-19 for an Event 14 record description

to be written to the Event fiLe.

FieLd Descriptions

USERID The one byte FSM user ID. If ALL users are affected, this vaLue

wiLl be set to -1.

USRTTY The UNIX identifier of the user's terminal. This value is unde-

fined if USERID is -1.

SUBSYS The WWMCCS subsystem(s) for whi'ch the screen mode was modified.

Refer to TabLe 3-2 for code explanations. The Logon subsystem is

not affected by the screening mode.

SCMODE The new screen mode (O=NONE, 1=NORMAL and 2=ALL).

3 - 77



Word 0 FEVENT FEVSIZ

Word 1

FEVTIM

Word 2

Word 3 USERID USRTTY

Word 4 SUBSYS SCMODE

'S

Figure 3-19. Description of Event 14 Record
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EVENT 15 (Bandwidth ThreshoLd modified)

When the EM (via the EMP) modifies the bandwidth threshold for a user,

EMP generates this audit event. The bandwidth threshold is defined as

the number of messages aLLowed to be automaticaLLy downgraded for a user

each minute. If the bandwidth threshold is surpassed, screen mode is

automaticaLLy modified to ALL for the particular user (by FSMGP). See

Figure 3-20 for an Event 15 record to be written to the Event file.

FieLd Descriptions

USERID The one byte FSM user ID. If ALL users are affected, this vaLue

wiLL be -1.

RATE The number of messages per minute which may automaticaLLy bypass

the Screener. The rate must be a positive integer in the range

of one to 127.

EVENT 16 (EM Logon to FSM)

When the EM Logs onto FSM, EMP generates this audit event. See Figure

3-21 for an Event 16 record to be written to the Event file.

FieLd Descriptions

EMID The one byte FSM user ID of the Environment Manager.

EMTTY The UNIX identifier of the EM's terminaL.
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EVENT 17 (EM Logoff of FSM)

When the EM Logs off of FS', EMP generates this audit event. See Figure

S3-21 for an Event 17 record to be written to the Event file.

Field Descriptions

EMID The one byte FSM user ID of the Environment Manager.

EMTTY The UNIX identifier of the EM's terminaL.

EVENT 18 (System output received by FSMGP)

when FSMGP receives a system output from WWMCCS, via the RNPE, and has

matched a halting delimiter (the output may or may not subsequently match

a SUBCONTEXT), this event is generated. The system output received is

written to the Text file. Refer to Figure 3-12 for an Event 18 record

description.

Field Descriptions

USERID The one byte FSM user ID of the user.

USRTTY The UNIX identifier of the user's terminal.

SUBSYS The current WWMCCS subsystem in use. Refer to Table 3-2 for code

explanations.

OFFSET The byte offset from the beginning of the Text file where the

system output can be found.

LENGTH The byte Length of the user input.
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EVENT 19 (Downgrade request received by Screener)

When the Screener begins reviewing a downgrade request from a WES user

this event is generated by SCTP. The time of this event in conjunction

with the time of the subsequent event 05 (accept) or 06 (reject) yieLds

the time needed by the Screener to make his decision. See Figure 3-22

for an Event 19 record description.

FieLd Descriptions

SCRID The one byte FSM user ID of the Screener.

SCRTTY The UNIX identifier of the Screener's terminaL.

SUBSYS The current WWMCCS subsystem in use. Refer to TabLe 3-2 for code

expLanations.

USERID The one byte FSM user ID of the WES user requesting the down-

grade.

3.1.1.2.1.14 Current Audit Text FiLe. When audit events are Logged

which contain audit text (system output or user input), the text is writ-

(ten in the current audit text fiLe. It has no format. Text is written

to the fiLe, by being appended, as ASCII strings. The starting Location

(OFFSET) and LENGTH of each event's text is recorded with the correspon-

ding event record in the current GAEV fiLe.
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Figure 3-22. Description of Event 19 Record
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3.1.1.2.1.15 Saved GLobal Audit Environment (GAEV) Files. ATDP can save

the current audit file-pair and initialize a new pair. Once a file-pair

has been saved, it can be accessed only by ATDP and only for reading.

Therefore, saved audit files (i.e. non-current) need no corresponding

Lock files. A saved audit file-pair is renamed to the DTG of the save

operation. For example, saving a current file-pair on April 2 at

12:05:30 has the effect of renaming the current Event file from

"current.e" to "0402120530.e" and the current Text file from "current.t"

* to "0402120530.t". The new current file-pair exists with the same name

as before but now with zero Length. NOTE: Do not confuse the saved DTG

with the DTG of the Last-entered audit event. Records in the saved Event

files have formats as described above in the GLobal Audit Event (GAEV)

file description. Records in the saved Text files are format-Less.

3.1.1.2.1.16 Saved Audit Text Files. Saved audit text files have no

format. They contain ASCII strings which were audit text. Associated

with each saved text file is a saved GAEV file.

*3.1.1.2.1.17 Audit Request Files. After an audit event has been genera-

ted by one of the four primary FSM processes, GFAUDIT is called by the

generating process and passed pertinent event data items. It processes

its arguments and writes a file containing an audit request into the

audit queue. The audit request file contains all known event data that

is needed by FAD to Log the audit event into the current audit files.

The file has a name composed of the Date-Time Group (DTG) of the audit

event, the process ID of the event generator (one of FSMGP, EMP, SCTP or
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FASSD) and a random alphanumeric character. This format guarantees uni-

que fiLenames in the queue. Specifically, the fiLename format is:

MMDDhhmmsspppr

where,

MM is the month (01-12)

DD is the day (01-31)

hh is the hour (00-23)

mm is the minute (00-59)

4 ss is the second (00-59)

ppp is the process ID of the event generator (000-999)

r is a random alphanumeric character

The audit request file written by GFAUDIT is composed of one or more

records. The first record of every file will follow the format of the

audit event it represents. These follow the formats described above in

the Global Audit Event (GAEV) file description. If the particular event

also contains text, in the form of system output or user input, there

will be a second and possibly additional records which contain the text.

The text has no format; that is, it is composed of ASCII strings and is

guaranteed to be terminated by a UNIX null byte ('0').

All audit request files are written into an audit request queue by the

global audit function GFAUDIT. Audit request files are processed (the

events are Logged) by the audit daemon FAD. The audit request queue is

implemented as a directory entry in the main audit directory "/fsm/fsat".
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The queue pathname is "/fsm/fsat/auditq".

An empty audit queue directory (i.e. no files) signifies that there are

no pending audit requests. Similarly, n files signifies n pending audit

requests. Audit requests are handled in a strict First-in, First-out

(FIFO) basis and are unlinked by FAD as the specified event is recorded

in the current audit files.

3.1.1.2.1.18 Lock-File scLog-i. This Lock-file provides a means for

SCTP to inform assigned FSMGPs that a Screener is Logging off or has Log-

ged off. This prevents downgrade requests from being sent to Logged-off

Screeners. Prior to requesting a downgrade, FSMGP checks for the

presence of this Lock-file. If the Lock-file is not present, the down-

grade request is sent to the assigned Screener. If the port exists, the

downgrade request is deferred untiL a new Screener is assigned. In the

*Latter case, the user is also notified that no Screener is available.

The Lock-file name consists of the characters "sclog" followed by the

Screener's FSM user ID as a five character string with Leading zeroes.

3.1.1.2.2 Port Descriptions. The inter-process communication (UPC)

ports used by FSM are for the use of FSMGP, FASSD, EMP and SCTP. Ports

are used to pass IPC messages indicating various events applicable to

FSM, such as Screener assignments, Screener Logon/Logoff notifications,

environment changes, and so on. Following are descriptions of the indi-

vidual ports implemented in FSM and corresponding message formats.
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3.1.1.2.2.1 Port Message Descriptions. The FSM port messages wiLL con-

sist of structured data, both binary and ASCII. See TabLe 3-3 for a sum-

mary of the message types. Figure 3-23 describes the actual structure of

the message.

FieLd Descriptions

GMTYP One byte Message Type.

GiUID One byte FSM user ID.

GECNG A one byte environmental change value (bypass rate or screen

mode); or a second FSM user ID.

GSSI One byte subsystem index (refer to TabLe 3-2 for code expLana-

tions).

GCLAS Integer security classification code.

LiDPTH Pathname of a downgrade fiLe.

GCPTH Pathname of a context fiLe.
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TabLe 3-3. Summary of IPC Messages

General Format:

<mtyp>[<uid>] <ecng>C<ssinx>[<sc><dgfn><ctxfn>]

where:

* Items encLosed in 0 are optionaL.

* "mtyp" represents the IPC message type (byte).

* "uid" represents a user ID (byte).

* "ecng" represents an environment change, a bypass rate

change (number of messages per minute), a screen mode

change (0 - none, 1 - normaL, 2 - aLL); or a second

4 user ID (aLL values one byte).

* "ssinx" represents a subsystem index for a screen mode

change (byte).

0 - ALL subsystems

1 - ACCESS

"e - LIST

3 - SIOS

4 - TLCF
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5 - TLCF

6 - TSS

7 - WWOMS

8 - LogonA1
* "sc" represents the security classification of the user (byte).

1 - unclassified

2 - confidential

3 - officaL use only

4 - secret working papers

5 - secret

* "dgfn" represents the pathname of a file to be downgraded.

" "ctxfn" represents the pathname of a context file associated

with a downgrade file.

IPC Message Types are:

UAREQ <uid>Cecng> User assignment request.

UALGO <uid> User Logoff notification.

SCASS <uid)<ecng> Screener assigned.
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SCNAV Screener not avaiLable.

SCCNG <uid><ecng> Screener assignment change.

BRCNG <ecng> Bypass rate change.

SMCNG <ecng><ssinx> Screen mode change.

DGREQ <uid><ecng><sc)<dgfn><ctxfn> Downgrade request.

DGACC <uid> Downgrade accepted.

DGREJ <uid> Downgrade rejected.

DRRDY <uid)'ecng> Screener ready (Logon).

DRLGO <uid> Screener Logoff notification.

3.1.1.2.2.2 Port faport. This port provides a means for a FSMGP to

request a Screener assignment for a newly Logged on WES user. FSMGP wri-

tes a UAREQ message to FASSD. FASSD writes a reply (SCASS or SCNAV) on

the appropriate fsagn-i port. SCTP aLso uses the faport to notify FASSD

of Screener Logons/Logoffs (DRRDY/DRLGO). FinaLLy, EMP utilizes this

port to notify FASSD of Screener reassignments (SCCNG).

3.1.1.2.2.3 Port fsagn-l. This port provides a means for FASSO and EMP

to communicate with an FSMGP. The port name consists of the characters

"fsagn" followed by the WES user's FSM ID as a five character string with

Leading zeros. FASSD writes messages SCASS and SCNAV on this port to one

or more of the currently running FSMGPs. Messages SCASS and SCNAV are
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replies to the request message UAHEQ which FASSD reads from its input

port faport. Messages BRCNG and SMCNG can be written at any time on this

port by the EMP.

3.1.1.2.2.4 Port screq-i. This port provides a means for a FSMGP to

request a downgrade (DGREQ). The port name consists of the characters

"screq" followed by the Screener's user ID as a five character string

with Leading zeroes. The FSMGP writes a DGREQ message to the appropriate

SCTP using this port. The SCTP will write a reply message (DGACC, DGREJ

or DRLGO) on the appropriate fsrLy-i port.

3.1.1.2.2.5 Port fsrLy-i. This port provides a means for a SCTP to com-

municate with a FSMGP. The port name consists of the characters "fsrLy"

followed by the WES user's FSM ID as a five character string with Leading

zeroes. The SCTP writes messages DGACC, DGREJ and DRLGO on this port to

the appropriate FSMGP. These are reply messages to a DGREQ message which

the SCTP read from its input port screq-i.

3.1.2 Process/Data Structure Interfaces

To this point we have described FSM's data structures in great detail but

have onLy given a simplistic view of how they are manipulated by FSM pro-

cesses. In this subsection we now describe how and when processes access

FSM data structures and/or communicate using them (from a data structure

viewpoint). For particulars of data access from the process view, see

Section 3.2. The descriptions presented below refer to Figures 3-24 and

3-25, disk files and ports, respectively.
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3.1.2.1 Disk File Interfaces. ALL FSM disk file data structures wilt be

described with respect to process manipulation. These disk files are:

a. Context Data (GCONT)

b. Context Text Data (GTEXT)

c. Context Halting Delimiter Data (GHDEL)

d. User Profile Data (GPROF)

e. System Environment Data (GENV)

f. User Environment Data (GENV)

g. User Logon File ((LF)

h. Downgrade File (GDOWN)

i. Downgrade Context Information FiLe (GINFO)

j. Audit Request Data

k. Audit File (GAUD)

L. Audit Event Data (GAEV)

M. Audit Text Data

n. Screener Lock-File (scLog-i)

.4
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3.1.Z.1.1 Context Data (GCONT). FSM Context Data (GCONT) is manipulated

by only one FSM process type, the FSM Guardian Program (FSMGP). This

data structure contains the entire user/WWMCCS dialogue context and con-

troLs all automatic/manual screening and filtering decisions. It is

read-only and is used to control the referencing of its related data

*structures, the Context Text Data (GTEXT) and the Context Halting Delimi-

ter Data (GHDEL). Since this data structure is read-only it does not

need to be locked during FSM operation.

3.1.2.1.2 Context Text Data (GTEXT). FSM Context Text Data (GTEXT) is

manipulated by only one FSM process type, FSMGP. This data structure

contains the textual data of the user/WWMCCS dialogue context and is

pointed to by appropriate entries in GCONT. Since this data structure is

*read-only it does not require Locking sequences.

3.1.2.1.3 Context Halting Delimiter Data (GHDEL). FSM Context Halting

Delimiter Data (GHDEL) is referenced by only one FSM process type, FSMGP.

This data structure contains halting delimiter strings utilized by FSMGP

in recognizing user/system data sequences. As with its related data

structures GCONT and GTEXT, this data structure does not require Locking

sequences.

3.1.2.1.4 User Profile Data (GPROF). The User Profile Data (GPROF)

structure is created by FSMGP for each WES user Logged onto FSM. GPROF

contains the current state the WES user is in during his dialogue with

WWMCCS. GPROF is updated by FSMGP each time the WES user enters anotherd
profile state. The Environment Manager Program (EMP) reads GPROF when
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the Environment Manager (EM) wishes to view the profile of some WES user

Logged onto FSM.

3.1.2.1.5 System Environment Data (GENV). The Environment Data (system)

(GENV) structure is created when the FSM is initiated and contains a set

of default environment values. The Environment Manager Program (EMP),

under direction of the EM, updates this data structure to reflect new

system-wide environment values. EMP also displays GENV to the EM. FSMGP

utilizes the system GENV to establish initial local environment values

for its Local user (it is used to build the user Level GENV).

3.1.2.1.6 User Environment Data (GENV). The Environment Data (user)

Structure is created by FSMGP when a WES user logs onto FSM. FSMGP uses

the system GENV data structure to initialize the user's Local GENV. As

FSMGP receives" new environment values from EMP, it updates the user's

GENV accordingly.

3.1.2.1.7 Global Logon File (GLF). The Global Logon File (GLF) exists

when FSM is initiated and is updated by the FSM Guardian Process (FSMGP),

FSM Assignment Daemon (FASSD), Screener Trusted Process (SCTP), Environ-

ment Manager Process (EMP) and a stand-alone maintenance program, USER

(see Appendix E). When a WES user Logs onto FSM, FSMGP updates GLF to

reflect that fact. SCTP operates similarly when a Screener Logs on.

FASSD modifies GLF when WES users or Screeners Log off. When an EM Logs

on or off, EMP modifies GLF. Additionally, FASSD modifies GL when an

assignment is made and when an EM-directed reassignment occurs. USER

modifies GLF whenever it is directed to do so.
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3.1.2.1.8 Downgrade File (GDOWN). The Downgrade File (GDOWN) is created

by the FSM Guardian Program (FSMGP) when a user Logs onto FSM. This data

structure contains WWMCCS output for manual screening by the FSN Screener

assigned to the WES user. Therefore the Screener Trusted Process (SCTP)

must read GDOWN.

3.1.2.1.9 Downgrade Context File (GINFO). The Downgrade Context File

(GINFO) is created by FSMGP when a WES user Logs onto FSN. This data

structure contains diaLogue context data used by the FSM Screener in mak-

ing a decision as to the sensitivity of the downgrade data (i.e., GDOWN).

Under Screener controL, SCTP reads GINFO, displaying a screen at a time

to the Screener.

3.1.2.1.10 Audit Request Data. Audit Request Data is created as

separate event/text file entries by four FSM processes: the FSM Guardian

Program (FSMGP), the Environment Manager Program (EMP), the Screener

Trusted Program (SCTP) and the FSM Assignment Daemon (FASSD). FSMGP
-1

builds event/text entries for many different audit events, such as enter-

ing new WWMCCS subsystems, inputting commands, and so on. EMP creates

audit event entries when the EM alters the environment. SCTP audits

Screener Logon and whenever a downgrade request is accepted for inspec-

tion. FASSD creates audit events when a WES user or Screener Logs off of

FSM or a WES user/Screener assignment is made. The FSM Audit Daemon

(FAD) is responsible for updating the current FSM Audit Trail with these P

audit request data. FAD deletes the request data after it is recorded in

the current audit traiL.
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3.1.2.1.11 Audit FiLe (GAUD). The Audit FiLe (GAUD) exists when FSM is

initiated and is updated by the Audit Trait DispLay Program (ATDP) under

direction of the EM. GAUD refLects the current and oLd (saved) audit

traiL events/texts. When the EM desires to save the current audit trait,

EMP updates GAUD to refLect the saved event/text pair. FAD aLso updates b.

GAUD to refLect information concerning the current audit trait event/text

pair. Since both ATDP and FAD update GAUD, it requires a Lock sequence.

3.1.2.1.12 Audit Trait Event Data (GAEV) Structure. The Audit Trait

N 1 Event Data (GAEV) Structure is created by the FSM Audit Daemon (FAD) and

contains current audit trait events. EMP, under direction of the EM, can

dispLay this data in concert with its text fiLe counterpart. When the EM

wishes to save the current audit trait event/text pair, EMP creates

another copy of these data structures and recreates the current GAEV to

zero Length. ALthough both ATDP and FAD have write access to the current

GAEV, a Lock sequence prevents an update confLict.

3.1.2.1.13 Audit Trait Text Data Structure. The Audit Trait Text Data

Structure is handLed identicaLLy as GAEV. It is created by FAD and is

dispLayed by ATDP. ATDP aLso deLetes the current version of this data

structure when the EM commands it to be saved.

4t3.1.2.1.14 Screener Lock-FiLe (scLog-i). The scLog-i Lock-fiLe is

created when an active Screener is Logging off. Its presence indicates

that the owner (Screener) is unavaiLabte for any further downgrade

requests. Prior to sending his assigned Screener a downgrade request IPC

message, FSMGP checks for the existence of this port (the "-i" is the
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Screener's FSM ID and uniquely identifies the fiLe). If it is present,

FSMGP must defer its downgrade request untiL another Screener is assig-

*ned. Otherwise, the downgrade request can be made as usuaL.

5.1.2.2 Port Interfaces. Figure 3-25 iLLustrates the FSM port/process

interface. Ports are used in FSM as FIFO message queues and provide an

efficient mechanism for inter-process communication (PC). FSM ports

are:

a. FSM Assignment Daemon (faport) Port

b. Screener Assignment (fsagn-i) Port

c. Screener Request (screq-i) Port

-r

d. Screener RepLy (fsrly-i) Port

FoLLowing is a description of these ports with respect to their utiLiza-

tion by FSM processes.

3.1.2.2.1 FSM Assignment Daemon (faport) Port. The faport port is

created by the FSM Assignment Daemon (FASSD) and is utilized by existing

FSM Guardian Processes (FSMGP) for requesting WES user/Screener

assignments, Screener Trusted Processes (SCTP) for Screener

Logons/Logoffs, and Environment Manager Process (EAP) for reassignment

requests.
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3.1.d.2.2 Screener Assignment (fsagn-i) Port. The fsagn-i port is

created by FSMGP when it is invoked by a WES user. This port is written

to by FASSD to pass WES user/Screener assignments and by EMP to indicate

new environment vaLues for the WES user. This port type exists for each

WES user Logged onto FSM and therefore utilizes the user's identifier in

its name (i.e., "-i" means the "ith" WES user user ID). Port fsagn-i is

deleted from FSM when the WES user Logs off of FSM and FSMGP exits.

3.1.2.2.3 Screener Request (screq-i) Port. The screq-i port is created

by the Screener Trusted Process (SCTP) and is written to by an assigned

FSMGP for Screener requests. Since a FSM Screener can service more than

one WES user, potentiaLLy many FSMGPs wilL be writing on any individual

screq-i port. Note here, since more than one Screener can be Logged onto

FSM, the Screener's user ID is used in the port name (i.e., -i"

represents the "ith" Screener user ID). This port is deleted from the

system when the Screener Logs off of FSM and SCTP exits.

3.1.2.2.4 Screener RepLy (fsrLy-i) Port. The fsrly-i port is created by

FSrGP and is written to-by an assigned SCTP. In this situation, since a

WES user can only have one Screener assigned to him at any one time, only

one SCTP wilL be writing on this port. SCTP uses this port to inform the

FSMGP of the Screener's downgrade decision (i.e., accept/reject) or of

Screener logoff. This port is deleted from the system when the WES user

Logs off of FSM and FSMGP exits.

3 - 102

. .*



3.2 DETAILED FUNCTIONAL REQUIREMENTS

This section provides descriptions of the programs comprising the FORSCOM

Security Monitor (FSM). Each program description is organized as foL-

Lows. A short generaL description is foLLowed by a List of the FSM gLo-

baL data used. Then, if appLicable, a List of pertinent LocaL data con-

tained in the program is provided. A generaL process flow detaiLs the

major paths the program traverses in accomplishing its task(s), with

references to gLobaL and Local data as well as major functions. The

descriptions of major functions, if any, used in the general process flow

discussion compLete the program description.

The FSM programs described include:

a. FORSCOM Security Monitor Guardian Program (FSMGP)

b. Screener Trusted Program (SCTP)

c. FSM Assignment Daemon (FASSD)

d. FSM Audit Daemon (FAD)

e. Environment Manager Program (EMP)
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f. Audit Trail Display Program (ATDP)

Notice, the Remote Network Processor Emulator (RNPE) is not described

since it is furnished by a subcontractor and its internal operations are

unknown.

3.2.1 FORSCOM Security Monitor Guardian Program (FSMGP)

The FORSCOM Security Monitor Guardian Program (FSMGP) is responsible for

foLLowing user/system interactions in the restricted WWMCCS environment.

It must know exactly where a user is in any given subsystem so that down-

grade decisions can be made. Any given user input can be identified only

in the context of what system output preceeded it and what is to follow

it. Conversely, any given system output can be understood only in terms

of what has happened before and what the possible future events are. To

do this tracking FSMGP must rely on a disk file, the context file, which

contains all user inputs and system outputs, Linked together in a tree-

Like structure. FSMGP is thus table driven, and its processing depends

heavily on the information contained in the context file.

3.2.1.1 GLobaL Data Usage. FSMGP uses the following gLobaL data files:

GCONT Context items and associated subcontexts.

GHDEL Context halting delimiter strings.

GTEXT Context text strings.

I ENV System environment values.

GINFO Downgrade context information buffer.
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GLF GLobal Logon file.

(PROF Current processing state buffer.

3.2.1.2 Local Data Usage. FSMGP uses the following pertinent Local

data:

18 Working input buffer.

3.2.1.3 General Process Flow. The FORSCOM Security Monitor Guardian

Process (FSMGP) is activated when its parent process, FSMGTTY, receives

user input from the terminal keyboard. FSMGP follows the standard WWMCCS

TSS and TLCF logon procedures in the LOGON function which also esta-

blishes initial conditions. FSMGP receives the terminal identification

as an argument and following LocaL vaLidation of the Low-side WES user's

WWMCCS userid, communicates to the FSM Assignment Daemon (FASSD), via an

Inter-Process Communication (IPC) message on the port faport, requesting

that a Screener be assigned to this user. FASSD communicates to FSMGP

via the port fsagn, which is read only by the FSMGP for this user (the

portname has a user identifier appended to it making it unique for this

FSMGP). If there is no Screener available, the user is allowed to pro-

ceed until one is needed. Otherwise the Screener identification, user

identification and terminal identification are written to the Global

Logon File (GLF), using a Lock mechanism. FSMGP then reads the system

default Environment Values file (GENV) to determine the current default

screen mode and bandwidth. This information is then written to the

user's copy of the GENV, created by LOGON, so that FSMGP can update these

values if the Environment Manager decides to change them. An audit event
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is then passed to the Audit Function, GFAUDIT, indicating that a user has

logged onto FSM. LOGON also creates the user Profile file (GPROF), Down-

grade file (GDOWN) and the Downgrade Context file (GINFO).

LOGON processing then continues as if for a normal Logon to WWMCCS TSS or

TLCF systems. Upon successful completion of the Logon sequence an event

is passed to GFAUDIT recording that fact.

FSMGP then enters the main Loop of its processing which continues until

the user Logs off. Since the Loop is iterated each time a user input or

a system output occurs, a new context must be established with each

iteration. This is accomplished by reading the context file GCONT at the

point established by the Last context. The current context, with header

and a variable amount of subcontexts, is copied into a buffer local to

FS,*GP so that quick access can be made to the information. Processing

then takes alternate paths depending on whether the current context is

system output or user input.

If it is a user context a Loop is entered which reads inputs from the

user until a match is made to one of the subcontext strings in the

current context. Before FSMGP reads user input the GPROF file is updated

to reflect that fact. If no match is found, an error message

*** UNRECOGNIZABLE OR DISALLOWED INPUT - PLEASE TRY AGAIN ***

is issued to the user, the previous system output is re-written to the

terminal, an audit event is recorded indicating invalid user input and

the user is expected to enter new input. If a match is made the particu-

Lar subcontext is checked for the presence of a special function. Special
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functions for user subcontexts perform command syntax verification. If a -.

special function is present it is executed. If the user's syntax was

incorrect, it is treated the same as if it was invalid input (see above).

If no error is detected the Loop is exited and the user input is moved to

the GINFO buffer, a Local buffer to FSMGP that is continually written in

a circular fashion enabling the most current user/system interactions to

be saved. FSMGP then writes the matched user input to the system, audits

that fact and establishes a new context in preparation for the system

response.

,%

If the current context is a set of expected system outputs, the System

Output Match (SOM) function is called. This function updates GPROF to

reflect the fact that FSMGP is waiting for system output, and reads sys-

tem output from the Remote Network Processor Emulator (RNPE), comparing

it to the set of subcontexts in the current context. If a match is

found, the system output is written to the user's Downgrade file (GDOWN),

which eventually is written to the user (if the system output is fixed),

or the Screener (if the system output is variable) for downgrading. Sys-

tem output may be repeating or nonrepeating, which simply serves to indi-
In..

cate the size of a particular expected system output. Contexts of the

repeating type are expected to be Large, as in the case of TCON skeletons

or TLCF messages, and oftentimes there is only one subcontext item. If

the context indicates that the expected system output is repeating, SOM

may make repeated reads to acquire the entire system output text. If the

current context is variable repeating (e.g. TCON skeleton with data or a

TLCF message), SOM accumulates system output Line-by-Line. If the
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current context is fixed repeating (e.g. TCON skeleton without data), SOM

acquires the entire system output matching each character until the ter-

minating delimiter sequence is encountered.

If the current context is nonrepeating, system outputs are expected to be

smaller and there may be more than one subcontext item. In this case SOM

Loops for the number of subcontexts or until a match is found to the

current system output. If no match is found to the system output, SOM

returns that fact.

If SOM returns with no match to a system output FSMGP audits the no match

condition. Then a special function is executed which sends a simulated

, user input to the system to get FSMGP back in synchronization. This sen-

ding of simulated user input is known as a "pop-up". The special func-

tion used is indexed by the current context and performs a specific

action depending on the particular place FSNGP is in the current subsys-

tem. The current context also contains a pointer to the next context in

the event that SOM returns no match. This resynchronization event is

audited and FSRGP continues execution at the next context.

If SOM finds a match to the system outut FSMGP must then decide whether

or not it is to be sent to the Screener. System output may or may not be

-p automatically screened by FSMGP. This depends on the current screen mode
'p."-'

and bandwidth. FSRGP determines these values by first checking the port

Rfsagn to see if the EM has changed either of these values. If so, the

p... user's EnvironmentaL Values file (GENV) is updated. FSMGP switches on

a..-I ' the screen mode vaLue.
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If the current screen mode is for no messages to be sent to the Screener,

the system output contained in the GDOWN file is sent to the user's ter-

minal. FSMGP then audits that fact, establishes a new context, and

repeats its main execution Loop.

If the current screen mode is for all messages to be sent to the

Screener, the user's GPROF is updated to show that FSMGP is waiting for

the Screener's decision, and a message is sent to SCTP via its port

screq, requesting a downgrade. This message contains the name of the

user's GDOWN, as well as the name of the user's GINFO. FSMGP then waits

for the Screener's reply on the fsrLy port, which contains the

accept/reject decision. If the Screener accepts the system output, an

audit event of that fact is recorded, the system output is sent to the

user, a new context is established and FSMGP~continues at the top of its

main processing Loop. If the Screener rejects the system output, an audit

*. event is recorded, an error message is sent to the user, and the special

function that resynchronizes FSMGP is executed.

If the current screen mode is for normal and the matched subcontext indi-

cates that the current system output is fixed, the bandwidth rate is

checked. This is accomplished in the CBR function, which computes a rate

for the number of automatically screened messages that have occurred in a

specific amount of time. If this bandwidth has been exceeded, the user's

screen mode is automatically changed to "all", and his GENV is updated to

reflect that fact. The system output is then sent to the Screener, and

processing continues as above. If the bandwidth rate was not exceeded,
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the system output is written to the user, an audit event is recorded, and

processing continues in the main Loop with a new context. Finally, if

the current system output is variable, it is sent to the Screener and

processing continues as above.

When the user terminates his session with WWMCCS, the LOGOFF function is

called to terminate the program's execution. This function is invoked as

a special function when the user enters a terminating sequence (e.g. bye)

at an appropriate point. LOGOFF sends a logoff notification to FASSD,

via the faport, so that FASSD may change GLF accordingly.

* 3.2.1.4 Major Functions.

LOGON

The LOGON function is responsible for establishing FSMGP initial condi-

tions and for tracking a user's progress through the WWMCCS TLCF and TSS

logon procedures. LOGON writes an IPC to the FASSD, via the port faport,

requesting that a Screener be assigned to the FSMGP's user. LOGON

receives FASSD's reply on the port fsagn, and allows the user to continue

until a Screener is necessary. (At that time, if there is no Screener

available, the user is given the option of waiting for a Screener

assignment (and subsequent downgrade decision) or logging off.) If a

Screener has been assigned, this information, as well as the user's ter-

minal identification, is written to GLF - a Global Logon File with

records for each valid user. Since this file is written to by every

FSMGP during a user logon, a lock mechanism must be used. LOGON then

reads the system defauLt Environment Values file (GENV) to determine the
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system-wide current screen mode and bandwidth rate. This infor- mation

is then written to the user's copy of GENV. The user's GENV is main-

tained by FSMGP and is updated when it is discovered that the Environment

Manager has changed one of these values. L(JGON then calls the the global

function GFAUDIT so that an audit event indicating that the user has Log-

ged on to WWMCCS can be recorded in the audit fiLe. LOGON then processes

a user's Logon to WWMCCS TLCF or TSS systems in the normal fashion with

two exceptions. The user's response to the "IDENT?" question is used to

Look-up this user's User Master Catalog (UMC) designation. ALL subse-

quent references to user-owned files, regardless of the WWMCCS subsystem

involved, must be preceeded by this UMC. ALso, the response "zzz" to the

system query "CLASSIFICATION OF YOUR OUTPUT?" is substituted for the

user's response so that the paging and classification headers are not

displayed by the system. LOGON also creates the user's copy of the

Environment Values file (GENV), the user's Profile file (GPROF), the

Downgrade file that is sent to the Screener (GDOWN), and the Downgrade

Context file that the Screener may peruse during a downgrade (GINFO).

UIM

The User Input Match function (UIM) searches the subcontexts of the

current context for a match to the user input that it reads upon its

invocation. UIM Loops for the number of subcontexts. If a match is .

found to the user's input the Loop is exited. If a null subcontext is

encountered it is saved so that it may be returned as a default match.

OnLy one nuLL subcontext per context set is allowed. A matched user

input is moved to the Downgrade Context Buffer (GINFO), as well as
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returned to FSMGP so that it can be written to the system. If no match

is found, this fact is returned to FSMGP. FSMGP then issues an error

message to the user and calls UIM again.

WTP

The Write to Profile function, WTP, updates the user's GPROF whenever

FSMGP is waiting for the next user input, system output or Screener

action. Additionally, during logon only, WTP is called to record the

fact that FSMGP is waiting for an RNPE connection. Under normal cir-

cumstances, this event will occur once for a very short duration. WTP is

called when a user input match search is made (by UIM), when a system

output match search is made (by SOM), or when a downgrade request is made

to the Screener (by STS). GPROF is created for the user by LOGON upon

invocation of FSMGP. WTP opens GPROF, writes the index of the appropri-

ate event (passed to it by FSMGP) as well as the current subsystem index

(also passed to it by FSM'GP) and current DTG. WTP then closes GPROF and

exits.

WCB

The Write Context Buffer function, WCB, maintains the Downgrade Context

Buffer (GINFO) in preparation for its eventual transferrence to the GINFO

file for the Screener's perusal during a downgrade. ALL user inputs and

system outputs are moved to GINFO by WCB, but GINFO is written to the

.INFO file only when a downgrade request occurs, thus ensuring that the

V.' most current information is in the file. WCB maintains GINFO in a wrap

around fashion, moving data to GINFO until the end of the buffer is
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reached, and then overwriting old data at the beginning of the buffer.

When data is written to the GINFO file from GINFO, the start of transfer-

rence in GINFO is that point at which data was Last moved into GINFO.

SOM

The System Output Match function (SOM) searches the current context for a

match to the current system output. System output contexts may be fixed

or variable depending on whether or not the system output that matches

them is to be sent to the Screener. System ouput contexts may also be

repeating or non-repeating, which provides an indication of expected sys-

tem output size. Repeating contexts are used when larger system output

is expected (e.g. TLCF messages or TCON skeletons). When a system output

is matched to a subcontext, the output is written to GDOWN, and SON

returns a match found condition. If no match is made, SOM returns that

fact to FSMGP.

Repeating contexts wiLL contain only one subcontext. If the current con-

text is variable repeating SOM Looks for the terminating sequence (from

the place in the GHDEL file pointed to by the context) in the system out-

put returned by the Read System Output function (RSO). If the termina-

ting sequence is not found, the searched data is written to GDOWN and

another caLL to RSO is made. This sequence of events is continued untiL

a match is made or a read error occurs, either of which is returned to

FSMGP.
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If the current context is fixed repeating RSO is called and the system

output is matched character-for-character to the subcontext until its end

or until the system output is exhausted. In the Latter case the system

output is written to GOOWN and more system output is read and the process

continues. In the former SON writes to GDOWN and returns that a match

has been found.

If the current context is non-repeating there may be several subcontexts

to compare against the current system output, and SOM Loops for the num-

ber of subcontexts. ALso, one of the subcontexts could be nuLL, which

indicates that any system output is to be accepted. If a fixed subcon-

text is encountered in the Loop SON attempts an exact match. If a match

is found, it is written to GDOWN and SON exits. If not, the search con-

tinues. If a subcontext is encountered that is null, it is saved as a

default match. If a subcontext is encountered that is variable, a sub-

string match is attempted on the system output. If a match is found,

GDOWN is written and SON returns to FSNGP. Otherwise the search con-

tinues.

At the end of the Loop the presence of a null subcontext is determined.

If so, a match to the system output is assumed and it is written to GDOWN

and SON returns. If no nuLL subcontext was flagged SON returns a no

match condition.

'(SO

,9 The Read System Output (RSO) function is responsible for reading WWMCCS

system outputs through the Remote Network Processor Emulator (RNPE).
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This function must initiate reads from WWMCCS and buffer them so that SOM

can attempt a subcontext match. RSO must therefore stop reading when one

of the delimiter strings is encountered or a time-out has occurred. The

RSO function maintains a Local buffer, the input buffer (IB), in which it

puts data from RNPE. HSO is passed the delimiter set by SOM (i.e. a

pointer to it) so that it may search for these characters in IB. RSO

begins searching in IB where it Last Left off from a previous invocation.

RSO searches the buffer until a match is found to one of the delimiter

strings or until the end of the system output in IB is encountered. If

this is the first invocation of RSO the end of the system output will be

found at the outset so that an initial read will occur. The read may

result in normal completion with the number of characters read returned,

an I/0 error from RNPE or a time-out error. RSO returns to SOM when

either error condition results. After a read, RSO's buffer pointers are

- updated and an end of read marker is placed in the buffer indicating the

end of the system output, and the search is continued. If a match is

found to one of the delimiter strings, pointers to the beginning and end

of the system output are returned to SON.

CES

The Check Environment Set function (CES) determines current values for

the Screener identification, bandwidth rate and screen mode. Screener

identification is used in communicating with SCTP when a downgrade

request is made by FSMGP. Since a Screener is not permanently assigned

to any given user (the Screener may Log off or be reassigned by an EM),

4% FSMGP must know the assigned Screener before a request is made. Bandwidth
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rate determines the rate at which messages are allowed to be automati-

caLLy screened. If this rate is exceeded, FSMGP must change its user's

screen mode to 'all', which requires all messages to be screened by the

Screener. Screen mode is checked by FSMGP to help it decide whether or

not a particular system output is to go to the Screener.

CES must first examine the port fsagn (uniquely identified by the user's

identification appended to the port name) to see if the Screener

assignment, the bandwidth rate, or the screen mode has been changed. If

there is data on the port, the appropriate Local FSMGP variabLes are

updated. In addition, if one of the changes involves an environmental

value (screen mode or bandwidth), the user's GENV is opened, updated to

reflect the change(s), and closed. If there is no data on the port, CES

must read the current environment values from GENV and set the appropri-

ate Local variables. In either case, CES returns to FSMGP.

STS

The Send to Screener function sends a downgrade request to the Screener

and takes appropriate action depending on the Screener's decision. The

function actually encompasses several logical tasks, but has common entry

from several places in FSMUP. If the screen mode mandates all system

output must be screened, or if the screen mode is normal and a particular

system output is tagged as variable by its matching subcontext, or if the

screen mode is normal and the system output is fixed but the bandwidth

; ' has been exceeded, the STS function is executed.
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When a downgrade is to go to the Screener, STS writes the information in

the local buffer GINFO to the GINFO file. GINFO is the downgrade context

buffer and is updated with each user input and system output. The GINFO

fiLe allows the Screener to view the downgrade material in context to the

current user/system interactions. STS then sends a request message to

SCTP via the port screq. This port is uniquely identified to SCTP (so it

knows where to send the reply) by STS appending the Screener's identifier

to the port name. This message contains the name of the user's GDOWN,

which is a text file of the information to be downgraded, and the name of

the user's GINFO. STS then waits for a reply to the downgrade request.

This reply is delivered on the port fsrly, uniquely identified by appen-

ding the user's identifier to the port name. If the Screener accepted

the material, STS calls the global function GFAUDIT to record that fact

on the audit file GFAUDIT. STS then writes the information in GDOWN to

the user and returns to FSMGP.

If the Screener rejected the downgrade material, STS audits that fact and

sends a message to the user stating the decision. STS must then esta-

blish a new context to proceed. This is accomplished by calling a

special function that is pointed to by the current context. Since the

particular point in the current subsystem is implicit in the current con-
'I

text, the function that it points to will know the appropriate action to

take to "pop-up" FSMGP to a Level from which to proceed safely. The

current context also contains a pointer to another context appropriate to

the special function. Therefore STS sets a new context and calls the

special function. This function must send an appropriate simulated user
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input to the WWMCCS system to resynchronize FSMGP. This is accomplished

by sending a canned message to the current WWMCCS subsytem via RNPE. The

special function then records the fact that simulated user input has been

sent with a call to GFAUDIT.

CBR

The Check Bandwidth Rate function determines a dynamic rate of messages

automatically screened by FSMGP and compares it to the current setting of

the FSM-wide rate. If the dynamic rate is greater than or equal to the

set rate, FSMGP returns this fact to FSMGP which must then change the

screen mode of its user to "all". If the dynamic rate is Less than the

set rate, CBR returns this fact to FSMGP and no special action need be

taken.

CBR calcuLates the dynamic rate by keeping track of the time the Last

system output was sent to the user (the last invocation of CBR), and the

number of system outputs automatically bypassed to date. If the time the

last system output was sent to the user was sufficiently Long ago

(defined by some default time set at FSM initiation), a rate is calcula-

ted by dividing the number of system outputs that have been automatically

screened by the amount of time. If this rate is greater than the

system-wide set rate, CBR returns that value, otherwise CBR returns

nothing. In either case CBR must reinitialize its counters before retur-

ning. If the time was not sufficiently Long ago to calculate a rate, no

counters are changed and CBR returns nothing. On its initial invocation,

CBR establishes its counters and returns nothing.

-118



LOGOFF ,

The LOGOFF function performs clean-up activities when the user Logs off

the WWECCS system. It must make sure that the assignment daemon knows

about the Logoff. LOGOFF is invoked when the user indicates he is Log-

ging off, for example entering 'bye'. When this occurs, a pointer in the

context with the user's input will direct FSMGP to execute LOGOFF. LOGOFF

communicates with FASSD over its port FAPORT, informing it that the user

has Logged off.

4.

3.2.2 Screener Trusted Program (SCTP)

The Screener Trusted Program (SCTP) interfaces directly with the FSM
I

Screener when the Screener logs onto FSM. SCTP is responsible for

displaying downgrade information to the Screener in order for the

Screener to determine if the information to be written down to the Low

security domain of FSM contains sensitive high security Level data. This

information is presented to the Screener one screen at a time. Any time

during this data review sequence the Screener can reject the data for

downgrading. However, the entire downgrade file must be displayed to the

Screener before he can accept it for downgrade. An additional downgrade

context information file is also available to the Screener in order to

assist in determining if the downgrade information contains sensitive

data. This downgrade context file contains two screen fulls of informa-

tion reflecting the user/system dialogue just prior to the downgrade

data. This data can be perused by the Screener following the inspection

of the downgrade information. During the perusal of the downgrade
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context file, the Screener can accept/reject the downgrade request.

3.2.2.1 GLobaL Data Usage. SCTP utilizes the following FSM global data

structures in performing its function:

(LF SCTP updates the Logon file (GLF) when a Screener Logs onto FSM.

GDOWN SCTP reads in the downgrade file (GDOWN) and displays its contents

to the Screener for review.

GINFO SCTP reads in the downgrade context information file (GINFO) and

displays its contents to the Screener for review.

Audit Requests SCTP builds audit trail requests whenever the Screener

Logs onto FSM and when the Screener begins reviewing a downgrade

request.

* 3.2.2.2 Local Data Usage. SCTP uses no pertinent Local data structures.

3.2.2.3 General Processing FLow. The Screener Trusted Program (SCTP) is

invoked when a FSM Screener Logs onto FSM. There is a separate copy of

SCTP for each Screener Logged onto FSM. As soon as SCTP is initiated it

Locks, opens and reads in the Global Logon File (GLF), updates its con-

tents reflecting the Screener Logon, writes GLF out, then closes and

unlocks the file. SCTP audits the Screener Logon event via the global

function GFAUDIT.

Following Screener registration into GLF, SCTP creates its screening

request port based on the Screener's user ID. This port will be utilized

in receiving screening requests from the zero or more FSM Guardian Pro-

cesses assigned to this Screener. I
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Next SCTP checks the screening request port for possibLe screen requests.
4%

If requests are not present then SCTP outputs to the Screener a set of

.4 prompts stating that there are no pending screening requests and he may

Log out if he wishes. Then SCTP checks for both Screener Logout requests

or potential screening requests. If neither event occurs for some

-* predetermined time SCTP again outputs no screening request/Logout prompts

to the Screener. This sequence continues indefinitely until either the

Screener Logs out or a screening request appears.

If the Screener Logs out, SCTP deregisters the Screener from GLF by wri-

ting a message to FASSD via its port (faport).

* If a screening request is present then SCTP notifies the Screener with

' the prompt options to continue with the screen request or logout.

* Assuming the Screener decides to continue with the screen request, SCTP

then reads in the downgrade file (GDOWN) indicated in the request port

message and displays the first page to the Screener. Following this page

of data are one of two possible prompts: If this is not the only page of L

data then SCTP prompts the Screener with a reject/continue option; if
I,

this is the first and Last page of downgrade information, SCTP prompts

the Screener with accept/reject/continue options. For the first situa-

tion, the Screener continues screening the downgrade information by con-

tinuing for each subsequent page. Following complete display of the

downgrade file, the Screener has the option of viewing a downgrade con- .

text information file (GINFO). This is accomplished by continuing past

the downgrade file. For each page of context data, SCTP prompts the

V..
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Screener with an accept/reject/continue option. If the Screener con-

tinues through and past the context information file, SCTP wilL cycle

.4 back to the downgrade file, ad infinitum.

During the above sequence the Screener will eventually either accept the

downgrade or reject it. If the Screener accepts the downgrade request

SCTP requests that he confirm his action. If the Screener does not con-
L%

firm the accept, SCTP continues displaying information at the point where

it left off. If the Screener does confirm the accept action, SCTP noti-

fies the appropriate FSMGP through the screening reply port (fsrly-i).

Then SCTP notifies the Screener that the confirmation has been acted upon

and continues at the beginning of its cycle looking for another screening

request. ".

If the Screener decides to reject the downgrade, SCTP requests that he

confirm the rejection. If the Screener does not confirm the rejection,

SCTP continues displaying data. If the Screener confirms the rejection,."4

SCTP notifies the appropriate FSMGP of the rejection through the screen-

.4, ing reply port (fsrly-i). Then SCTP notifies the Screener that the

rejection has been acted upon and then proceeds to obtain another screen-

ing request.

3.2.2.4 Major Functions. Following are a set of salient functions

important to SCTP operation.

5, SCUGLF

The Update GLF function is responsible for processing the Global Logon

12-. -

-122i



FiLe (GLF). This function operates on an input parameter specifying the

Screener's Logon name. It Locks GLF (using globaL function GFLOCK). The

Screener's GLF record is sought and, if found, is checked to see if this

Screener is currentLy Logged on. If so, the Screener is informed and his

SCTP terminates. If the found record indicates an inactive record (not

Logged-on), SCTP marks it active and updates GLF with it (the file is

still write-Locked). If no GLF record is found for this Screener, he is

informed and his SCTP terminates. The GLF file is unlocked folLowing

this sequence, regardless of the outcome of the Logon.

SCPROMPT

The Screener Prompt Function is responsbile for determining the appropri-

ate user prompt based on the current state of SCTP. Prior to outputting

the next appropriate prompt, SCPROMPT flushes the Screener's terminal

input in order to remove superfluous characters that the Screener may

have entered. Then SCPROMPT determines the prompt on the following SCTP 4

states. If the current SCTP state is proceed, then valid prompts are

"Logout (M)" or "continue (<CR>)"; if the current state is continue, then

valid prompts are "continue (<CR>)" and "accept (a)", and "reject (r)".

If the Screener has not seen all downgrade information and the state is

*. continue, then "continue (<CR>)" and "reject (r)" are valid prompts. If

the state is accept, then "confirm-yes" and "confirm-no" are valid

prompts. If the state is reject, then "confirm-yes" and "confirm-no" are

valid prompts.
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3.2.3 FSM Assignment Daemon (FASSD)

NThe FSM Assignment Daemon (FASSD) is responsibLe for automatic WES

user/Screener assignments within the FSM. The Environment Manager (EM),

via the EMP, can manually reassign users and Screeners as desired.

However, since the EMP is not always expected to be running, FASSD makes

all initial assignments as WES users and Screeners Log on and off.

3.2.3.1 GLobaL Data Usage. FASSD uses the following global data struc-

tures:

6LF FSM global Logon file.

GAEV Current audit event files.

FSAGN-i FSMGP assignment reply port.

FAPORT FASSD assignment request port.

3.2.3.2 Local Data Usage. FASSD uses no pertinent Local data struc-

tures.

3.2.3.3 GeneraL Process FLow. FASSD is a daemon which is initiated at

FSM system startup. FASSD reads its input port, faport, for an IPC mes-

sage and blocks on it if empty. If there is at Least one port message in

faport, FASSD reads the message and checks the message type.

IPC messages from EMP can only be WES user/Screener reassignments (SCCNG)

followed by the WES user ID and Screener ID to reassign. FASSD reads the

GLobal Logon File (GLF) searching for the WES user ID. When the user's

record is found, the Screener ID for this WES user is changed to reflect

S3- 124



the new Screener that the EM reassigned. The record is updated in GLF

(after GLF is Locked) and FASSD generates an audit event indicating a WES

user/Screener assignment has taken pLace. FASSO checks its port for more

messages and if none, bLocks.

IPC messages originating from SCTP can either be Screener Logon (DRRDY)

or Screener Logoff (DRLGO), foLLowed by the Screener ID and (for DRRDY

messages onLy) the Screener's UNIX terminaL ID. If the port message is

DRRDY, FASSD may make WES user/Screener assignments if this is the onLy

Screener currentLy Logged onto FSM. If the port message is DRLGO, FASSD

searches the GLF for a record with the FSM ID the same as the passed

Screener ID and marks the record inactive. Then, FASSD searches GLF

j-. Looking for active WES users which are assigned to this Screener. If

there are any, FASSD uses its assignment aLgorithm to reassign WES users

to other Screeners. If there are no other Screeners avaiLabLe, FASSD

sends a port message to the FSMGP of each WES user denoting that no

Screeners are avaiLabLe (SCNAV). FASSD generates an audit event when the

Screener Logs off and whenever a WES user/Screener assignment occurs.

IPC messages from FSMGP can be either User Logon (UAREQ) or User Logoff

(UALGO) foLLowed by the user ID and terminaL ID. SimiLar to SCTP message

types, FASSD searches GLF for a user ID that matches the passed user ID.

In the UAREQ case, FASSD assigns the WES user to a Logged-on Screener, if

any. FASSD notifies FSMGP of the assignment by sending a Screener Assig-

2 ned (SCASS) message and the assigned Screener's ID to the FSMGP's port,

fsagn-i. If no Screener is avaiLable, FASSD sends the SCNAV message to
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this port. An audit event is generated if an assignment occurs. In the

UALGO case, FASSD marks the WES user's GLF record inactive. FASSD gen-

erates an audit event indicating that the WES user has Logged off of FSM.

3.2.3.3.1 Specification of Assignment ALgorithm. Four cases need to be

*considered with the assignment algorithm:

1. Screener Logs On

2. Screener Logs Off

3. User Logs On

4. User Logs Off

3.2.3.3.1.1 Screener Logs On. FASSD makes no assignment changes in this

case. Even though there may be a heavy Load on another Screener, no

users are automatically assigned to the new Screener, in the interest of

user/Screener stability. The new Screener will be the prime candidate

for future assignments however.

3.2.3.3.1.2 Screener Logs off. This is the most serious case since it

is Likely that at Least one WES user, and possbiLy more, will need reas-

signment. If no other Screeners are available, the port message No

Screeners Available (SCNAV) is sent to each FSMGP's fsagn-i port. FSMGP

allows the user to proceed until a Screener is needed, at which time the
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user has the option of Logging off or waiting for either a Screener

assignment or screen mode change (via the EMP) to occur.

If other Screeners are available, FASSD chooses the Screener with the

smallest current Load (fewest users assigned) to reassign the user to.

This step may be repeated multiple times in order to reassign all WES

users who were assigned to the Logged-off Screener. Each time, the

Screener with the smallest current Load is chosen. in the case of ties

(multiple Screeners with the same Load), FASSD chooses the Screener who

most recently Logged on. This is done because the most recently Logged-

on Screener will probably remain Logged-on longer than the other

Screener(s). This scheme requires that FASSD record the Screener Logon

DTG in a Local data structure (following a DRRDY port message from a

SCTP).

..2.3.3.1.3 User Logs On. Similar to the previous case, FASSD chooses

the Screener with the smallest current load to assign the WES user to.

Ties are resolved as stated above. This case will require at most one

assignment. As before, there may be no Screeners avaiLabLe.

3.2.3.3.1.4 User Logs Off. FASSD makes no assignment changes when a WES

user logs off. The reasoning foLLows that discussed in "Screener Logs

On". The EM may manually reassign users and Screeners; however, in the

Light of user/Screener stability, FASSD makes no assignments.
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3.2.4 FSM Audit Daemon (FAD)

FAD Logs audit events in the current audit files based on requests in the

audit queue. Audit requests are processed on a strict FIFO scheme.

Audit request files are opened, processed and unLinked as the audit event

specified is actually Logged in the audit files.

3.2.4.1 GLobal Data Used. The following global data is used by FAD:

Audit Request Files Contains audit events to Log.

AUDITQ Directory contains all audit request files.

Current Audit File-Pair Contains Logged audit events.

bAUD Audit description file.

(AUD-LOCK Write-Lock mechanism for audit files.

3.2.4.2 LocaL Data Used. FAD uses the UNIX file status buffer returned

oy the "stat" call.

3.2.4.3 General Process FLow. Due to the Large volume of audit events,

FAD is implemented as a daemon, rather than a callable process or func-

tion. As such, it has no input or output parameters. ALL data that FAD

uses in Logging an audit event is either contained in the audit request

file(s) or is obtained by FAD. FAD will sleep for 30 seconds, wake up

and examine its queue, "/fsm/fsat/auditq", for pending requests. If

*there are no file entries in the Audit Queue directory, FAD returns to

the sleep state and repeats this process again upon waking. If there are

pending audit requests, FAD must find their fiLenames and Date-Time Group

(DTG) of Last modification. The fiLenames and DTGs of Last modification
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are entered in a List and are sorted on the DTG using the UNIX qsort

function. The filename with the Least recent Last modification (the

oldest file) appears first in the List, followed by the second oldest

file and so on.

FAD Locks the audit files (GAUD) for writing by calling GFLOCK. Then, it

opens the current audit file-pair and the next oldest audit request file.

FAD increments the pointer into its sorted filename List, so on the next

pass it will pick up the next oldest file. After reading the event

record and saving it, FAD reads the text record(s), if any, and copies

them byte-by-byte to the current Text file; remembering the beginning

Location of the text (OFFSET) and keeping a count of the number of bytes

transferred. FAD sets up the event record, updates it (with OFFSET and

LENGTH) if necessary, and writes it to the current Event file. The event

has now been logged, so FAD closes the current audit file-pair. FAD sig-

nifies successful event logging by closing and unlinking the audit

request file just processed from the audit queue.

FAD must update the Audit Description (GAUD) file, as well, with the new

"last entry" DTG for the current audit file-pair. FAD opens GAUD (the

audit files are still write-locked), Locates the last record in the file

and reads it into a small buffer. The DTG of Last entry is updated and

the record is written back to the GAUD file. FAD closes and unlocks the

audit files for writing by calling GFUNLOCK.

If there are any files Left in the sorted List, FAD repeats the sequence

described above until there are no files Left in the List. Then, FAD
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re-examines the audit queue and if there are any files, continues as

described above. Otherwise, FAD wilL sleep before repeating this entire

process.

3.2.5 Environment Manager Program (EMP)

The Environment Manager Program (EMP) permits monitoring and alteration

of the FSM operating environment. EMP performs manual WES user/Screener

assignments, profiles WES user's status and modifies FSM screen modes and

bandwidth thresholds. The EMP is run by the Environment Manager (EAI).

3.2.5.1 Global Data Usage. EMP uses the following global data:

GENV System (default) and user's environment files.

GLF FSM global logon file.

GPROF User profile file.

3.2.5.2 Local Data Usage. The following local data is used by EMP:

1. Screener List - a variable-Length list whose entries each

contain a one-byte Screener ID and an eight-byte Screener

logon name.

Z. User List - a variable-length list whose entries each contain

a one-byte user ID, a one-byte Screener ID (who the user is

currently assigned to) and a twelve-byte WWMCCS user ID.

S3 -130



3.2.5.3 General Process FLow. When invoked by the EM, EMP checks the

GLobal Logon File (GLF) to verify the Logon name that was entered and to

ensure that the EM is not currently Logged on. Only one EMP can exist

[v at any given time, and therefore only one EM record can be defined in

GLF. If the EM name is valid and not Logged on, EMP marks the record as

active and updates GLF (after Locking it for writing). Then, the EMP

help file is displayed which briefly describes available EMP commands.

Following this display, the EM is placed at the EMP's command Level, sig-

*. nified by an asterisk on the EM's terminal. EMP commands are valid at

this point. See Appendix B for detailed command information.

If the assignments command is entered, the EMP prints the current List of

user/Screener assignments. This is done by reading each Global Logon

File (GLF) record and checking the Logged Sit FLag (DLOGDON) for Logged-

on users. Records of users that are not Logged onto FSM are not con-

sidered. For each active (Logged-on) record, EMP also checks whether

this user is a WES user or a Screener. If the active record indicates a

WES user, the FSM user ID, user's WWMCCS user ID and the Screener ID are

stored in the user List. If the active record indicates a Screener, the

Screener ID and the Screener's Logon name are stored in the Screener

List. After all GLF records have been read, EMP checks each record in

the Screener List. The Screener ID of each record in the Screener List

is compared with each Screener ID in the user List. When a match is

found (there may be more than one), the Screener user logon name from the

Screener List is printed on the EM's terminal, followed by the user's

Logon name from the user List. Each record in the user List is compared "
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with records in the Screener list. For each Screener List record, if a

match occurs a flag is set. After all user List records have been com-

pared with a Screener list record, the flag is checked. If it was never

set, the Screener associated with this Screener List record is not assig-

ned to any users. This information is important for future EM-directed

-WES user/Screener reassignments, hence the Screener's user logon name

from the Screener list is printed on the terminal followed by the string

"- none assigned -". When the Screener list is exhausted, EMP returns to

command level.

If the EM enters the display command at EMP command level, EMP prints out

current system/user environment values. Display entered without

arguments causes the current system environment values to be Listed, fol-

Lowed by the current environment values of every Logged-on WES user. If

optional names follow the display command, they must be names of Logged-

on WES users or the keyword "SYSTEM". This causes EMP to only display

those user's status. If no arguments followed the command name, EMP

reads the system Global Environment (GENV) file and displays the

bandwidth threshold and the WWMCCS subsystem screen modes. Additionally,

EMP reads each GLF record and keeps counts of the number of Logged-on WES

users and Screeners. This information is printed out on the terminal.

Following the system display, each GLF record is read. For each Logged-

on WES user, the user ID is used to form a filename of the form

"/fsm/usr/user-i/genv". This file contains the user's current environ-

ment values. EMP reads it and displays the information on the EM's ter-

minal. When all GLF records have been read, EMP returns to the command
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Level. If optional names follow the display command, each name is com-

pared with the string "SYSTEM". If a match occurs, the procedure descri-

bed above for displaying system environment values is performed. If the

name does not match "SYSTEM", then each Logged-on WES GLF record is

checked with the user name. If there is no match for a name, EMP warns

the EM and requests a replacement user name. If there is none, EMP con-

tinues with the next name following the display command, otherwise, it

repeats the process for the replacement user name. Each name is pro-

cessed identically in sequential fashion. The WES user's GENV fiLe is

read and the contents formatted for display. When there are no more

names remaining, EMP returns to the command Level. The display command

has a Limit of five user names and if this number is exceeded, EMP prints

a message and ignores the remaining names.

If the history command is entered at the command Level, EMP fork/executes

the Audit Trail Display Program (ATOP). This command enables the EM to

view previous audit events. The audit event information may aid the EM

in making a FSM environment change. When the EM terminates ATOP (by

using the quit command), EMP returns to the command Level. See Appendix

D for detailed ATOP command formats.

If the modify command is entered at the command Level, EMP parses and

saves any optional arguments. The modify command has both Long and short

command forms and depending upon which is used, various displays and

prompts appear. In the case of no command arguments, EMP prints a menu

of valid modification actions and then prompts the EM for the action
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desired. The selected action then causes a new menu to be dispLayed and

the EM is prompted to enter the new environment value(s). When finished

with this modification action, the EM is returned to the initial menu

which details modification actions. This was done so that the EM can

modify multiple values with one modify command. If command arguments are

.9 present, they are parsed syntactically and errors cause EMP to re-prompt

for the bad value(s). When the modification has been made, in this case,

the EM is returned to the command Level. This is an important distinc-

tion between the Long and short command forms. The short form enables

multiple changes to be made with a single modify command, with the EM

being prompted from menus. The long form validates the command

arguments, modifies the desired value(s) and returns to the command

Level. Except for this external distinction, the two command forms

operate identically. If the system-wide environment values are modified,

EMP writes the new values in the system GLobal Environment (GENV) file.

The values in this file are given to each WES user at logon. To alter

currently Logged-on user's values, a port message (BRCNG or SMCNG) is

-. sent to each FSMGP noting that an environment value has changed and indi-

cating the new value(s). System-wide values that can change include

bandwidth threshold and subsystem screening status. Notice, EMP does not

update each WES user's GENV file. Following the system-wide change, EMP

generates an audit event which details the change and new values. If a

specific user's environment values are modified, EMP writes a port mes-

sage to the user's FSMGP, via the fsagn-i port, noting the change and new

* value(s). User environment values, like system-wide values, which can be
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altered are bandwidth threshold and subsystem screening modes. Again,

the EMP does not alter the WES user's GENV file. EMP generates an audit

event which details the change and new values. The final type of modifi-

cation that can occur is WES user/Screener reassignment. EMP verifies

that both the WES user and Screener specified by the EM are Logged onto

FSM. If they are not, EMP messages and re-prompts for user names. If

ooth names are valid and Logged-on, EMP sends a port message (SCCNG), via

the faport, to the FSM Assignment Daemon (FASSD) indicating the user ID

and Screener ID to reassign. There is no communication between the

user's FSMbP and EMP in this case. EMP returns to command Level after

the port message has been sent. Notice, EMP does not directly reassign

WES users and Screeners and it does not generate an audit event.

If the profile command is entered at the command Level, EMP displays the

WES user's profile. Profile followed by no optional command arguments

causes EMP to read the GLF and for each Logged-on WES user, to form the

fiLename "/fsm/usr/user-i/gprof". This file contains the Last wait con-

dition for this user. Additionally, the file contains the WES user's

terminal ID, WWMCCS subsystem and DTG of the wait. This information is

displayed, one Line per user, on the EM's terminal. When the GLF file

has been exhausted, the EMP returns to command Level. If optional com-
'5q

mand arguments follow the command, EMP checks the GLF for a match between

.' each argument and GLF WES user names (if the argument is Longer than one

byte) or GLF terminal IDs (if the argument is a single byte). If no

match is found, the EMP prints a warning message and the EM is prompted

for a replacement name. If a match is found, the user ID of the GLF
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A record is used to form the filename shown above and the file contents are

formatted and displayed on the EM's terminal. As with the display com-

a nd, there is. a Limit of five names following the command and remaining

names are ignored with a message.

The final EMP command is one to terminate the program. Since EMP has no "

input ports and automatic WES user/Screener assignments are performed by

the FSM Assignment Daemon (FASSD), the EMP does not always need to be

running during FSM operation. If the EM enters the quit command, EMP

exits. The EMP can be run at any future time the EM desires.

. 3.2.6 Audit Trail Display Program (ATDP)

' ATDP performs all formatting and display of generated audit events. It

also is used to prevent the current audit file-pair from growing to an

unmanageable size. ATDP is invoked by using the HISTORY command in the
A,

Environment Manager Program (EMP).

3.2.6.1 GLobal Data Usage. The following global data is used by ATDP:

Current Audit File-Pair Contains Logged audit events.

(AUD-LOCK Audit files lock mechanism.

Saved Audit File-Pair(s) Contains previously logged audit events.

GAUD Audit description file.

a.
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3.2.6.2 Local Data Usage. ATDP does not use any pertinent Local data.

3.2.6.3 GeneraL Process FLow. After ATDP has prompted the EM for com-

mand input (signified by ATDP printing a ">' on the EM's terminal) and

has read it, argument parsing begins. This is a major phase of ATDP

since at least one command has several optional variables, with many

variables also taking several optional arguments. The only restrictions

on command input are argument ordering. See Appendix D for detailed com-

mand syntax and descriptions. The ATDP command name is always the first

argument. In the LIST command, the flag variable is always second (if

* present), followed by the event-name (if present) and the time-range (if

present). Several non-fatal errors may be detected during this parsing

phase and if an unrecognizable argument is decoded, ATDP prompts for the

value again after printing a warning message detailing the problem.

If the command to ATDP is END, ATDP write-locks the audit files by cal-

Ling GFLOCK. This is necessary since ATDP renames the current audit

file-pair and updates GAUD. ATDP renames the current audit file-pair

from "current" to the DTG of the END operation. For example, ENDing the

current audit file-pair on April 2 at 12:05:30 causes a rename from

"current.e" to "0402120530.e" for the Event file and a rename from

"current.t" to "0402120530.t" for the Text file to take place. ATDP then

updates GAUD (audit files are still write-locked) to change the filename

of the old current file to the new DTG and to create a new current record

with the filename of current and the DTG of file creation. Then, ATUP

V q unlocks the audit files by calling GFUNLOCK.
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If the command is QUIT, ATDP exits back to the Environment Manager Pro-

cess from which it was fork/executed.

If the command is LIST, ATDP checks the second argument for a flag value.

If it is a flag argument, it must be preceeded by a "-". The flag indi-

cates method and destination of the output. Methods include paging and

no paging. Destinations include terminal and printer. If the second

argument is preceeded by a "-" and the remaining character is not a valid

flag argument, a warning message is printed and the fLag is ignored.

ATDP checks the next argument, if any, for an event name keyword. If a

valid event keyword is found, and there is no valid event type following

it, ATDP prompts the user for a List of event types. Otherwise, ATDP

decodes the event type and sets the appropriate internal flags. Event

types include FSM user names, WWMCCS subsystem names and event codes.

This argument serves to Limit ATDP output to a selected subset.

ATDP checks the next argument(s), if any, and expects to find valid time

ranges or time keywords. A time range is a numeric string indicating

month, day, hour and minute or a time keyword. If the remaining

argument(s) are not valid time ranges, a warning message is printed.

ATDP aLso reprompts the user for the correct time range. Time ranges,

Like event types, serve to limit the output to a selected subset of

events.

Once all arguments for LIST have been parsed, validated and internal pro-

gram flags set, ATDP reads the GAUD file from the beginning, searching
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for the first audit fiLe-pair whose date of Last modification is greater

than the LIST start-time. By defauLt, the start-time is midnight on the

current day. Once a file has been found, ATOP opens it for read-onLy.

Each event is read from the Event fiLe and its FEVTIM (DTG of the event)

is compared with the start- and end-times to List. If the record is

within the specified time range, ATDP checks the event name condition(s),

if any. By defauLt, aLL event types are chosen. If the event record

satisfies the event name condition(s), it is printed out. The event's

text, if any, is read and written to the output destination in a byte-

by-byte fashion. When the current event is done, ATOP reads the next

Event fiLe record. At end of file, ATOP gets the next audit fiLe-pair in

the GAUD file. ATOP stops looking for next event records (fiLes) when

the DTG of the event is greater than the end-time.
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SECTION 4

QUALITY ASSURANCE

This section is not appLicabLe to this document.
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SECTION 5

PREPARATION FOR DELIVERY

This section is not appLicabLe to this document.
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SECTION 6

NOTES

This section is not appLicabLe to this document.
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APPENDIX A

FSM CONTEXT TABLES

A.1 OVERVIEW

The Low-Level context tables which are used by the FORSCOM Security Moni-

tor (FSM) are produced from high-Level files created with the UNIX text

*' editor, ed. A C program named ConbuiLd exists which makes the transfor-

*mation from the human-oriented, high-level files to the machine-oriented,

Low-level files.

Using ConbuiLd offers many advantages in context table construction. ALL

Labels used are symbolic and thus do not require alteration if the file

is changed. Non-printing ASCII characters can be easily entered and

visually checked. In addition to generating correct Low-level tables,

ConbuiLd checks and verifies high-level values. Errors detected in the

high-level tables can be quickly pinpointed and corrected.

ConbuiLd accepts three high-Level files and produces three Low-level

files: context, halting delimiter and text. The formats of the high-

Level files are detailed below. The halting delimiter and text files

make use of special symbols to visualize non-printing or hard to see

characters. Special symbols are character strings preceeded and followed

A-i
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by a vertical bar ("I"). ConbuiLd translates the special symbols into

the appropriate character sequence. Special symbols include:

I I one blank
IbellI terminal bell
Icrl carriage return
IctL-Al controL-A
Ilfi Line feed
Inli new line (carriage return, Line feed)
II nuLL byte

A.2 CONTEXT

The high-Level context file follows this format:

Cs Cp Dh bf ss [pfl C!comment]
Ts Cn bf gs gL Esf) [!comment]

Ts Cn bf gs gL Lsf] E!comment3

The first Line of every context is the context header. The fields are:

1. Cs -- The context Label

This symbolic Label serves to identify this context. It can

be used by other contexts (as a pop-up reference, following

an abnormal match) and subcontexts (as a go-to context, foL-

Lowing a match).

2. Cp - Pop-up context

If, during normal context processing, an input is received

from the user or system which cannot be matched in any of the

AT
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subcontexts, a "pop-up" is effected. This Label serves to

symbolically identify the context to process next, in the

event of a pop-up.

3. Dh -- Halting delimiter set

The halting delimiter set is identified by this symboLic

Label. It is an offset into the halting delimiter file where
h~.

the desired delimiter set can be found.

4. bf -- Context header bit flags

The header bit flags are positional and represent the fol-

Lowing:

i. Source of next input

This bit flag can take the value "U" (user

input), "S" (system output) or "B" (both). This

flag identifies the location of the next input to

process. In the degenerate case of both, polling

is done and the first input received is pro- 4
cessed.

ii. Length of next input

This bit flag can take the value "R" (repeating)

or "N" (non-repeating). In the case of multi-

Line system outputs, such as bare TCON skeletons,

A- 3

%
-.S, ,



multiple reads will need to be performed to

obtain the entire output. This occurs because

the read function stops reading when a halting

delimiter is encountered. One Logical system

output may contain many halting delimiters.

iii. Matching of next input

This bit flag can take the value "F" (fixed) or

"V" (variable). The flag identifies the type of

matching to be performed, during repeating reads

only. This flag does not supercede the subcon-

text fixed/variable bit flag.

iv. Subsystem entry to audit

This bit flag can take the value "A" (audit) or

"N" (no audit). The flag, if "A", causes an

audit event to be generated that records the fact

that a new WWMCCS subsystem was entered.

5. ss - Subsystem name

This field contains the name of the WWMCCS subsystem which

this context item pertains to. The field is used for audit

purposes when the audit bit flag is set.
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6. pf -- Pop-up function name

This optional field, if present, contains the name of a C

function to execute which will simulate user input, so as to S

effect a pop-up to the pop-up context.

7. !comment

*An exclamation mark foLLowed by anything can appear at the

end of any context header Line. It is ignored by all pro-

grams. ALL comments are optional.

Each Line of input following the context header is a subcontext item that

is part of the context item. The fields are:

1. Ts -- Text string to match on

This symbolic Label identifies the text string to use when

matching input. It is an offset in the text file of a null-

terminated string.

2. Cn -- Next context if match made

If this subcontext's text matched the input, use this sym-

bolic Label as the next context to process. It is an offset

in the context file of a context item.

A-5
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3. bf - Subcontext bit flags

The subcontext bit flags are positional and represent the

folLowing:

i. Type of matcning to perform

This bit flag can take the value "F" (fixed) or

"V" (variable). The value determines the type of

matching to perform on the input received. A

fixed match compares the input against the text

string byte-by-byte. A variable match compares

the text string against the input, Looking for a

Smatch anywhere.

ii. All or partial match

This bit flag can take the value "S" (substring)

or "N" (no-substring). Used in combination with

the previous bit flag, it denotes whether the

entire input is to be matched against, or only

part of it. Fixed no-substring requires that the

input and the text string be of equivalent sizes,

order and each byte matches (i.e. an exact

match). Fixed substring requires that a small

part of the text string match the input exactly.

Following a match, the text string is used and

not the input that was received. Variable no-

A- 6
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substring involves no matching and is otherwise

termed a "null subcontext". This can be thought

of as a "wiLdcard" and will match any input.

Variable substring is similar to fixed substring,

with the exception that the input is used, rather

than the text string.

iii. Special function necessary

This bit flag can take the value "F" (function

required) or "N" (no function required). This

flag denotes whether the optional field "sf" will

be present or not.

iv. Validity of input

This bit flag can take the value "V" (valid

input) or "I" (invalid input). Following a match

between the received input and the text string,

this bit is checked and if not set, the input is V.

not allowed to proceed due to its invalidity.

p" This occurs in subsystems which have commands

that FSMGP does not allow to be used. For exam-

pLe, the TCON OLD command is a valid WWMCCS

input, but is not part of the subset of WWMCCS

operations that FSM allows.

A-?
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v. Source of input

This bit flag can take the value "U" (user input)

or "S" (system output). In the event that the

header bit flag was "Both", this bit flag identi-

fies whether this subcontext pertains to the

received input or not.

vi. Disposition of input following match

This bit flag can take the value "E" (end of

current input) or "B" (beginning of next input).

Its use is limited to variable substring matches

and serves to identify whether the substring

matched is part of the current input, to be down-

graded, or is the beginning of the succeeding

input. The flag will normalLy be "E", signifying

that the substring matched is to be downgraded

with the rest of the input received.

4. gs -- Start of fixed substring match

This fieLd pertains only to fixed suostring matches and in

that event, gives an offset into the text string to use in

matching. The length of the substring, since it is not

. null-terminated, is given by the next field, "gl".

A"
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5. gL -- Length of fixed substring match

This fieLd pertains onLy to fixed substring matches and in

that event, gives a Length from the start of the substring to

use in matching. In the event that the substring defined by

these two fieLds is matched, the input received is discarded

and the entire text string is used as the input.

6. sf - Special function name

This optional field, if present, contains the name of a C

function which can be to perform special actions in regard to

the input received, folLowing a successfuL match. InitiaLLy,

this field only pertained to user input and was Limited to

vaLidating compLex user inputs so as to reduce the possible

number of error messages received. Since that time, the con-

cept has been generaLized to include system output as weLL.

The special function can implement any special actions that

are not normally performed during the FSMGP's processing

Loop.

7. !comment

An exclamation mark foLLowed by anything which appears at the

end of a subcontext input Line is regarded as a comment and

is ignored by aLL programs. It is optionaL.
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Context items, which incLude the single context header foLLowed by zero

or more subcontext items, are delimited from each other by a blank Line.

A.3 HALTING DELIMITER

The halting delimiter file foLLows this format:

Ds dl~d2^ ... di-

or

Ds dl

d2^

di^^

Each halting delimiter set contains one or more halting delimiters. Hal-

ting delimiters are delimited from each other by a special character that

is called a "pseudo-null". This character will be recognized as a meta-

symbol and translated to a null byte everywhere it is encountered. The

pseudo-null character is a carret (""). This indirection is necessary

due to the editor's inability to insert nulls in a file. Each halting

delimiter set is doubly null-terminated.

The fields in a halting delimiter set are:

'A1. Ds -- The delimiter set label

This symbolic Label is used in the context file as a

reference to a delimiter set.
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2. dj - The haLting delimiters

Each halting delimiter is null terminated and can contain any

meaningful characters that are Legitimate halting delimiters.

Typically, halting delimiters will be new-lines or carriage

returns.

A halting delimiter set can be entered on a single Line or on multiple

Lines, as desired. It is best NOT to split a halting delimiter across

new-Lines, however, it will be interpreted correctly. In the event

multi-line input is used, following the new-line there must appear a tab.

This serves to denote that the set is not yet terminated, as well as pro-

viding a visual mnemonic to that effect.

Halting delimiter sets are delimited from each other by a blank Line.

A.4 TEXT STRING

The text string fiLe foLLows a similar format to the halting delimiter

file. The format is:

Ts ttttttt ... ttto

Ts ttt
tttt

' ttt"

w w

t --
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Each text string contains zero or more characters and is terminated by

the "pseudo-nuLL" character, as described above. Each text string

requires a unique Label and is delimited from other text strings by a

bLank Line.

The fieLds are:

1. Ts -- The text string Label

This symbolic Label identifies the text string and is used in

the context fiLe. It must be unique.

Z. t -- The text string

The text string must be nuLL-terminated and can be entered on

a single input Line or on muLtiple Lines. If using muLti-

Line input, following a new-Line there must be a tab. Simi-

lar to the halting deLimiter file, this provides an indica-

tion that the text string is not terminated.

A.5 SOURCE CONTEXT TABLES

Following is a Listing of the source context files for the teletypewriter

and wang terminals which were used during the PROUD SPIRIT exercise.

A- 12



A.5.1 Source Context FiLe (GCONT)

The context fiLe which foLLows has had its comments truncated to eighty

columns in order to fit onto the page. ALL essentiaL data is otherwise

intact.

Cl C999 Dl SRVN LOGON outnup ! begin tty/wang Logon
"2 CIO VSNVSE 0 0 ! "1316400" (Line number)
Ti CIO VNNVSE 0 0 ! (anything else)

C1O C999 D20 SNVN LOGON outnup ! system prompts for subsystem
T10 C20 VSNVSE 0 0 ! "PROGRAM NAME -"

C20 C999 D40 UNFN LOGON outnup ! user enters subsystem
T20 C30 FNNVUE 0 0 ! "tss"

T21 C200 FNNVUE 0 0 ! "tLcf"

C30 C999 D30 SNFN LOGON outnup ! Begin TSS Logon
130 C40 FNNVSE 0 0 ! "TERMINAL "

C40 C999 Dl SNVN LOGON outnup ! system identifies terminaL
T40 C50 VSFVSE 0 0 termid ! "nn" (terminaL id)

C50 C999 D50 SNFN LOGON outnup ! system prompts for userid
150 C60 FNNVSE 0 0 ! "USERID$PASSWORD ...
T51 C999 FNFVSE 0 0 Locked ! "LOCKED" (terminaL is Locked)

C60 C70 040 UNVN LOGON outnup ! user enters userid
T60 C60 VSNIUE 0 0 ! <uid>$<pw>/scc/scc rinvaLid]
T61 C90 VSFVUE 0 0 getuid ! <uid>S<pw>

C70 C999 D40 SRFN LOGON outnup ! system re-prompts for userid
T50 C80 FNNVSE 0 0 ! "USERIDSPASSWORD ...

C80 C999 D40 UNVN LOGON outnup ! user enters userid (Last chan
T60 C80 VSNIUE 0 0 ! <uld>$<pw>/scc/scc tinvaLid)
T61 C90 VSFVUE 0 0 getuld ! <uid>S<pw>

C90 C999 D1 SRFN TSS outnup ! system prompts for ident
T90 Cloo FNNVSE 0 0 I "IDENT?"

C100 C999 D40 UNVN TSS outnup ! user enters identifier

TlOO Clio VSNVUE 0 0 1 <ident>

Cio C999 D110 SNFA TSS outnup I system responds to ident
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T110 C120 FNNVSE 0 0 ! "CLASSIFICATION OF YOUR OUTPUT?"
T110 C120 VSNVSE 0 0 ! "CLASSIFICATION OF YOUR OUTPUT?" +
Till C1iO FNNVSE 0 0 ! "classification of your output?"
Till C120 VSNVSE 0 0 ! "classification of your output?" +
T90 ClOG FNNVSE 0 0 ! "IDENT?" (previous one bad)

C120 C999 D40 UNFN TSS outnup ! user enters output class
T121 C130 FNFVUE 0 0 getcLs ! uzz
T122 C130 FNFVUE 0 0 getcLs ! ufo
T123 C130 FNFVUE 0 0 getcLs ! czz
TIZ4 C130 FNFVUE 0 0 getcLs ! szz ,
T1Z5 C130 FNFVUE 0 0 getcLs ! swp

C130 C999 D130 SNFN TSS outnup ! system responds to output cLa
T130 C140 FNNVSE 0 0 ! "CLASSIFICATION OF FILES
T131 C140 FNNVSE 0 0 ! "cLassification of files
T132 Cilo FNNVSE 0 U ! "ILLEGAL CLASSIFICATION CODE"
T133 Cl.10 FNNVSE 0 0 ! "illegal classification code"

C140 C999 D40 UNFN TSS outnup ! user enters file class
T121 C150 FNNVUE 0 0 ! uzz
T122 C150 FNNVUE 0 0 ! ufo
T123 C150 FNNVUE 0 0 ! czz
T124 C150 FNNVUE 0 0 ! szz
T125 C150 FNNVUE 0 0 ! swp

C150 C150 D150 SNVN TSS outnup ! system responds to file class
T150 C160 FNNVSE 0 0 ! "SYSTEM ?" (only)
T151 C160 FNNVSE 0 0 ! "SYSTEM ?" (after pop-up)
T150 C160 VSNVSE 0 0 ! "SYSTEM ?" (preceded by message)
T132 C130 FNNVSE 0 0 o "ILLEGAL CLASSIFICATION CODE"
T133 C130 FNNVSE 0 0 o "illegal classification code"

C160 C150 D40 UNVN TSS outnup ! user enters TSS subsystem
T160 C1000 FNNVUE 0 0 ! acce (ss)

T161 C1000 FNNVUE 0 0 ! acces (s)
T162 C1000 FNNVUE 0 0 ! access
T170 C7000 FNNVUE 0 0 ! List (with no arguments)
T163 C7000 VSFVUE 0 0 vumcL List
T164 C6000 FNNVUE 0 0 ! sios
T165 C2000 FNNVUE 0 0 ! tcon
T166 C9000 FNNVUE 0 0 ! wwdm (s)
T167 C9000 FNNVUE 0 0 ! wwdms
T168 C990 FNNVUE 0 0 ! bye (logoff)
T171 C7000 FNNVUE 0 0 ! listl (with no arguments)
T169 C7000 VSFVUE 0 0 vumcL L ListL
T172 C9020 FNNVUE 0 0 ! wwdm n(ew)
T173 C9U0 FNNVUE 0 0 ! wwdms n(ew)
T174 C9020 FNNVUE 0 0 ! wwdm new
T175 C9020 FNNVUE 0 0 ! wwdms new
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C200 C999 D30 SNFN LOGiON outnup ! Begin TLCF Logon
T30 C~iO FNNVSE 0 0 ! "TERMINAL "

C41O C999 Dl SNVN LOGON outnup ! system identifies terminal
T40 C220 VSFVSE 0 0 termid ! "nn" (terminal id)

C220 C999 D50 SNFN LOGON outnup ! system prompts for userid
T50 C230 FNNVSE 0 0 ! "USERIDSPASSWO)RD ...
T51 C999 FNFVSE 0 0 Locked ! "LOCKED" (terminal is Locked)

C23U C240 D40 UNVN LOGON outnup ! user enters userid
T60 C230 VSNIUE 0 0 < <uid>$<pw>/scc/scc [invaLidi
T61 C260 VSFVUE 0 0 getuid ! <uid>S<pw>

C240 C999 D40 SRFN LOGON outnup ! system re-prompts for userid
T50 C25U FNNVSE 0 0 ! "USERIDSPASSWORD ...

C250 C999 D40 UNVN LOGON outnup ! user enters userid (Last chan
T60 C250 VSNIUE 0 0 0 <uid>S<pw>/scc/scc EinvaLid]
T61 C260 VSFVUE 0 0 getuid ! <uid>$<pw>

C260 C999 Dl SRFN LOGON outnup ! system prompts for ident
T90 C70 FNNVSE 0 0 "IDENT?"

C270 C999 D40 UNVN LOGON outnup ! user enters identifier
T1O0 C280 VSNVUE 0 0 1 <ident>

CZ80 C999 D110 SNFA TLCF outnup ! system responds to ident
Tl10 C290 FNNVSE 0 0 ! "CLASSIFICATION OF YOUR OUTPUT?"
Tlll C290 FNNVSE 0 0 ! "cLassification of your output?"
T90 C270 FNNVSE 0 0 ! "IDENT?" (previous one bad)

C290 C999 D40 UNFN TLCF outnup ! user enters output cLass
T121 Cl1000 FNFVUE 0 0 getcLs ! uzz
T122 C11000 FNFVUE 0 0 getcLs ! ufo
T123 C11000 FNFVUE 0 0 getcLs ! czz
T1Z4 C11000 FNFVUE 0 0 getcLs ! szz
T125 C11000 FNFVUE 0 0 getcLs ! swp

C990 C999 D990 SNVN TSS exit ! system accounting info
T995 C999 VSNVSE 0 0 1 "**on at
T991 C990 FSNVSE 0 0 i "LINE TERMINATED CP"

C999 C999 D999 SNVN TSS exit I end of the Line
Ti C999 VNFVSE 0 0 exit I fsmgp termination !

C1000 C150 D1000 SNFA ACCESS outnup I begin access
TiO00 C1020 FNNVSE 0 0 ° "FUNCTION?"

C1010 C150 D1000 SNFN ACCESS outnup I system prompt for 2nd+ passes
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T1000 ClOZO FNNVSE 0 0 '"FUNCTION?"

C1020 C150 040 UNFN ACCESS outnup ! user enters acecess function
TIOZO C1030 FNNVUE 0 0 ! mf (modify fiLe)
T1021 C1030 FNNVUE 0 0 ! fm (file modify)
T1022 C150 FNNVUE 0 0 ! done
T1023 C150 FNNVUE 0 0 ! <carriage return>

C1030 C150 01030 SRFN ACCESS outnup ! prompt user for catalog
T1030 C1040 FNNVSE 0 0 ' "CATALOG STRUCTURE TO WORKING LEVEL?"

C1040 C150 D40 UNVN ACCESS outnup ! user inputs catalog string
T1040 C1050 VNFVUE 0 0 vumcl ! <cat string>
T1023 C1050 FNNVUE 0 0 ! <carriage return> (only)

C1050 C150 D1050 SNFN ACCESS outnup ! system prompts for fiLe
T1050 C1060 FNNVSE 0 0 ! "FILE TO BE MODIFIED?"
TIU51 C1030 VSNVSE 0 0 ! "ERR-FIELD STARTING WITH...TOO LONG"

C1060 C150 D40 UNVN ACCESS outnup ! user enters file name
T1040 C1070 VNNVUE 0 0 ! <fiLename>
T1023 C1010 FNNVUE 0 0 ! <carriage return>
T1060 C1060 VSNIUE 0 0 ! / Cinvalidl

C1070 C150 01050 SNFN ACCESS outnup ! system prompts for new file n
T1070 C1080 FNNVSE 0 0 "NEW NAME?"
T1051 C1050 VSNVSE 0 0 ' "ERR-FIELD STARTING WITH...TOO LONG"

C1080 C150 D40 UNVN ACCESS outnup ! user enters new file name
T1040 C1090 VNNVUE 0 0 ! <new fiLename>

p.

C1090 C150 D1050 SNFN ACCESS outnup ! system prompts for fiLe size
T1090 C1100 FNNVSE 0 0 ! "NEW MAX SIZE IN LLINKS?"
T1051 C1070 VSNVSE 0 0 ! "ERR-FIELD STARTING WITH...TOO LONG"

C1100 C150 D40 UNVN ACCESS outnup ! user enters file's new size
T1040 C1200 VNNVUE 0 0 ! <new file size>

C1200 C150 01200 SNFN ACCESS outnup ! system prompts for new passwo
T120U C1210 FNNVSE 0 0 1 "NEW PASSWORD?"
T1201 C1090 FNNVSE 0 0 I "ERR-MAX SIZE ILLEGALLY STATED"

C1210 C150 040 UNVN ACCESS outnup ! user enters new password
T1040 C1220 VNNVUE 0 0 ! <new password>

C1220 C150 01050 SNVN ACCESS outnup ! system prompts for general pe
T1220 C1230 FNNVSE 0 0 I "(ENERAL PERMISSIONS?"
T1051 C120U VSNVSE 0 0 "ERR-FIELD STARTING WITH...TO0 LONG"

C1230 C150 D40 UNFN ACCESS outnup I user enters general permissio
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T1230 C1240 FNNVUE 0 0 ! read
T1231 C1240 FNNVUE 0 0 ! r (read)
T1232 C1240 FNNVUE 0 0 ! execute
T1U33 C1240 FNNVUE 0 0 ! e (execute)
T1234 C1240 FNNVUE 0 0 ! write
T1235 C1240 FNNVUE 0 0 ! w (write)
T1236 C1240 FNNVUE 0 0 append
T1237 C1240 FNNVUE 0 0 ! a (append)
T1238 C1240 FNNVUE 0 0 ! modify
T1239 C1240 FNNVUE 0 0 ! m (modify)
T1023 C1240 FNNVUE 0 0 ! <carriage return>

C124U C150 D1240 SNVN ACCESS outnup ! system prompts user for speci
T1240 C1250 FNNVSE 0 0 ! "SPECIFIC PERMISSIONS?"
T1051 CIZZO VbNVSE 0 0 ! "ERR-..." (several types)

C1250 C150 D40 UNVN ACCESS outnup ! user inputs specific permissi
T1250 C1300 VSNVUE U 0 ! read/
T1251 C1300 VSNVUE 0 0 ! r/ (read)
T1252 C1300 VSNVUE 0 0 ! write/
T1253 C1300 VSNVUE 0 0 ! w/ (write)
TI254 C1300 VSNVUE 0 0 ! append/
T1255 C1300 VSNVUE 0 0 ! a/ (append)
T1256 C1300 VSNVUE 0 0 ! execute/
T1257 C1300 VSNVUE 0 0 ! e/ (execute)
T1258 C1300 VSNVUE 0 0 ! modify/
T1259 C1300 VSNVUE 0 0 ! m/ (modify)
T1023 C1300 FNNVUE 0 0 ! <carriage return> (end specific permi

C1300 C150 01300 SNFN ACCESS outnup ! response to above permissions
T1240 C1250 FNNVSE 0 0 ! "SPECIFIC PERMISSIONS?"
T1300 C1310 FNNVSE 0 0 ! "MORE?"
T1301 C1320 FNNVSE 0 0 ! "SUCCESSFUL."
T1302 C1240 FNNVSE 0 0 ! "ERR-PERMISSIONS ILLEGALLY STATED"
T1051 C1240 VSNVSE 0 0 ! "ERR-..." (severaL types)
T1303 C1010 VSNVSE 0 0 ! "REQUEST DENIED-"

C1310 C150 D40 UNVN ACCESS outnup ! user enters more names
T1040 C1300 VNNVUE 0 0 ! (anything)

C1320 C150 D581 SNFN ACCESS outnup ! system prompts for fiLe name
T1320 C1060 FNNVSE 0 0 1 "FILE TO BE MODIFIED?"

C2000 C2004 D510 SNVA TCON outnup !tcon start1
T2002 C2010 FNNVSE 0 0 !<aLL>TCON VERSION 6.3, JUNE 1976<SP><C
T2020 C150 VSNVSE 0 0 !NO TEMPORARY FILE SPACE CODE

C2001 C2004 D501 SNFN TCON outnup !tcon first question N
T2001 C2010 FNNVSE 0 0 !<aLL>FUNCTIONAL AREA?
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C2003 C2004 D4U UNFN TCON outnup !user hits <nL>

T2100 C2001 FNNVUE 0 0 !<aLL><CR>

C2004 C2O04 D509 SNVN TCON outnup !back to system or top
T150 C160 FNNVSE 0 0 !SYSTEM ?
T150 C160 VSNVSE 0 0 !SYSTEM ? preceded by message
T2000 C2003 FNNVSE 0 0 !TCON VERSION 6.3, JUNE 1976

C2010 C2004 D40 UNFN TCON outnup !user input functional area
T2030 C2020 FNNVUE 0 0 !<aLl>fs
T2040 C4020 FNNVUE 0 0 !<aLL>dem
T2100 C150 FNNVUE 0 0 !<aLL><CR>

C2015 C2015 D509 SNVN TCON outnup !back to system, top or type?
T150 C160 FNNVSE 0 0 !SYSTEM ?
T150 C160 VSNVSE 0 0 !SYSTEM ? preceded by message
T2000 C2016 FNNVSE 0 0 !TCON VERSION 6.3, JUNE 1976
T2201 C2070 FNNVSE 0 0 !<CR><NL> TRANSACTION TYPE ?<SP><SP>

C2016 C2015 D40 UNFN TCON outnup !user hits <nL>
T2100 C2017 FNNVUE 0 0 !<CR>

C2017 C2015 D501 SNFN TCON outnup !tcon first question
T2001 C2018 FNNVSE 0 0 !FUNCTIONAL AREA?

C2018 C2015 D40 UNFN TCON outnup !user input functional area
T2030 CZO0 FNNVUE 0 0 !fs
T2040 C4020 FNNVUE 0 0 !dem
TZ100 C150 FNNVUE 0 0 !<CR>

C200 C2015 D520 SNFN TCON outnup !system asks for old or new
T2110 C2030 FNNVSE 0 0 !<cZOlO(t2O30)>OLD OR NEW-
T2110 C2030 VSNVSE 0 0 !OLD OR NEW-
T2190 C2020 FNNVSE 0 0 !<c2030(t2140)>READY
T2200 C2070 FNNVSE 0 0 !<aLL><CR><NL><NL><CR><NL>TRANSACTION T
TZ01 C2070 FNNVSE 0 0 !<aLL><CR><NL> TRANSACTION TYPE ?<SP
T2120 C150 FNNVSE 0 0 !FUNCTIONAL AREA BUSY

C2030 C2015 D40 UNVN TCON outnup !user response to oLd or new
T2130 C2020 FNNVUE 0 0 !<aLL>new<CR>

* T2140 C2020 FNNVUE 0 0 !<aLL>n<CR>
T2640 C3000 FNNVUE 0 0 !<alL>old<CR>
T2645 C3000 FNNVUE 0 0 !<aLL>o<CR>
TZ162 C2800 VSFVUE 0 0 vumc2 !<aLL>oLd <fiLename>
T2160 C2800 VSFVUE 0 0 vumc2 !<aLL>o <fiLename>
12180 C2042 FNNVUE 0 0 !<aLL>same<CR>
T2181 C2042 FNNVUE 0 0 !<aLL>s<CR>
T2100 C150 FNNVUE 0 0 !<all><CR>

C2042 C2015 D530 SNFN TCON outnup !sys resp to same
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T2210 C2020 FNNVSE 0 0 !<aLL>YOU PRESENTLY O0 NOT HAVE A CURRE
T2190 C2800 FNNVSE 0 0 !READY

C2050 C2015 D510 SNVN TCON outnup !tcon start2
T2002 C2018 FNNVSE U 0 !TCON VERSION 6.3, JUNE 1976
T2020 C150 VSNVSE 0 0 !NO TEMPORARY FILE SPACE CODE

C2070 C2015 D40 UNVN TCON outnup !user input transaction type
T2290 C2692 FNNVUE 0 0 !<cZ020(t2200)>a
TZ300 C2692 FNNVUE 0 0 !<c202O(t2200)>a a
T2310 C2692 FNNVUE 0 0 !<c2020(t22OO)>aal
T2320 C2692 FNNVUE 0 0 ]<c2020(t2200)>d
T2330 C2692 FNNVUE 0 0 !<c2020(t2200)>e
T2340 C2692 FNNVUE 0 0 !<cZO2O(t2200)>h
12350 C2692 FNNVUE 0 0 !j
T2360 C2692 FNNVUE 0 0 !k
T2370 C2692 FNNVUE U 0 !kal
T2380 Ce692 FNNVUE 0 0 !L
T2390 C2692 FNNVUE 0 0 U.
T2400 C2692 FNNVUE 0 0 !m
T2410 C2692 FNNVUE 0 0 !n
12420 C2692 FNNVUE 0 0 !r-1
T2430 C2692 FNNVUE 0 0 !r-2
T2430 C2692 FNNVUE 0 0 !rll
"2440 C2692 FNNVUE 0 0 !rll
T2450 C2692 FNNVUE 0 0 !r2
T2460 C2692 FNNVUE 0 0 !aa4
T2470 C2692 FNNVUE 0 0 !ka2
T2480 C2692 FNNVUE 0 0 !v
T2490 C2692 FNNVUE 0 0 !v
T2500 C2692 FNNVUE 0 0 !x
T2510 C2692 FNNVUE 0 0 !z a
T2512 C2692 FNNVUE 0 0 !jsb
T2514 C2692 FNNVUE 0 0 !j b
12516 C2692 FNNVUE 0 0 !n a
12518 C2692 FNNVUE 0 0 !n b
T2519 C2692 FNNVUE 0 0 ! xx
T3030 C990 FNNVUE 0 0 !<c2040>bye
T2100 C2050 FNNVUE 0 0 !<c2040 c2O7Z c2020(t2201)><CR>
T2540 C2072 VSNVUE 0 0 !<c2040 c2072>deLe(te) <transaction>
T2520 C150 FNNVUE 0 0 !<c2O04O>done<CR>
2610 C2071 FNNVUE 0 0 !<c2040>List<CR>
2612 C2071 FNNVUE 0 0 !ListL<CR>
T2611 C2071 VSFVUE 0 0 vumcL !<c2040>List <fiLename>
2613 C2071 VSFVUE 0 0 vumcL !listl <filename>
12640 C3000 FNNVUE 0 0 !<c2072(t2202)>oLd<CR>
2162 C2800 VSFVUE 0 0 vumc2 !old <filename>
T2550 C2072 FNNVUE U 0 !<c2072>remove cLearfiLes
12555 C2072 FNNVUE 0 0 !<c2072 c2040>remov cLearfiLes
T2560 C2072 FNNVUE 0 0 !<c2040 c2072>remo clearfiles
12630 C2075 FNNVUE 0 0 !<c2072(t2202)>resave<CR>
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T2631 C2075 FNNVUE 0 0 !<c2072(t2202)>resa<CR>
T2632 C2077 VSFVUE 0 0 vumc2 !<c2077>resave <filename>
T2633 C2077 VSFVUE 0 0 vumc2 !<c2077>resa <fiLename>
T2580 C2072 VSNVUE 0 0 !<c2074>rese(quence)
T2600 C2074 VSNVUE 0 0 !<c2020(t2200) c2072(t2202)>retr

V C2071 C2015 0506 SNVN TCON outnup !sys resp to List
T2280 C2072 FNNVSE 0 0 !<aLL>ready
2281 C2072 VSNVSE 0 0 !ready preceded by data/error

C2072 C2072 01000 SNFN TCON outnup !sys resp after ready(List), re
12201 C2070 FNNVSE 0 0 !<c2070(t2540)><CR><NL> TRANSACTION
T2202 C2070 FNNVSE 0 0 !<c2060 c2070(t2560,t2555,t2550,t2580)

C2074 C2072 D599 SNVN TCON outnup !sys resp after retr
12250 C2072 FNNVSE 0 0 !<CR>NL>ILLEGAL PARAMETER<SP><SP><SP>
T2202 C2070 VSNVSE 0 0 !<aLL><CRXNL>TRANSACTION TYPE ?<SP><SP

C2075 C2072 D581 SNFN TCON outnup !file name for resave

12211 C2076 FNNVSE 0 0 !<aLL><CR><NL>FILE NAME?<SP>

C2076 C2072 D40 UNVN TCON outnup !user input file name
T2100 C2072 FNNVUE 0 0 !<aLL><CR>
T210 C2077 VSFVUE 0 0 vumcl !<aLL><fiLename>

C2077 C2072 0502 SNVN TCON outnup !sys resp to file name
T2221 C2072 FNNVSE 0 0 !<c2070(t2633)><CR><NL><NL>ERR-FILE NAM
T2202 CZ070 VSNVSE 0 0 !<c2076 c207O(t2632)><CR><NL>TRANSACTIO

C2080 C2691 0560 SRFN TCON outnup !a skeleton
T2660 C2690 FNNVSE 0 0 !<aLL>a skeLeton

CZ0 C2691 D560 SRFN TCON outnup !a a skeleton
T2670 C2690 FNNVSE 0 0 !<aLl>a a skeLeton

C2120 C2691 0560 SRFN TCON outnup !aal skeleton
12680 C2690 F'INVSE 0 0 !aal skeLeton

C2140 C2691 0560 SRFN TCON outnup !d skeleton
T2690 C2690 FNNVSE 0 0 !<aLL>d skeleton

C2160 C2691 D560 SRFN TCON outnup !e skeleton
T2700 C2690 FNNVSE 0 0 !<alL>e skeleton

C2180 C2691 D560 SRFN TCON outnup !h skeleton
12710 C2690 FNNVSE 0 0 !<alL>h skeleton

C2200 C2691 D560 SRFN TCON outnup !j skeleton
T2720 C2690 FNNVSE 0 0 !<all>skeleton
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C2220 C2691 0560 SRFN TCON outnup !k skeleton

T2730 C2690 FNNVSE 0 0 !<all>skeLeton

C2240 C2691 D560 SRFN TCON outnup !kal skeleton

C2260 C2691 0560 SRFN TCON outnup !l skeleton
T2750 C2690 FNNVSE 0 0 !<all>skeleton

C2280 C2691 D560 SRFN TCON outnup !m skeleton
T2760 C2690 FNNVSE 0 0 !<all>skeleton

C2300 C2691 0560 SRFN TCON outnup !n skeleton
T2770 C2690 FNNVSE 0 0 !<all>skeleton

C2320 C2691 0560 SRFN TCON outnup !p skeleton
T2780 C2690 FNNVSE 0 0 !<aLL>skeLeton

C2340 C2691 0560 SRFN TCON outnup !r-1 skeleton
T2790 C2690 FNNVSE 0 0 !<all>skeleton

C2360 C2691 0560 SRFN TCON outnup !r-2 skeleton
T2800 C2690 FNNVSE 0 0 !skeleton

C2380 C2691 0560 SRFN TCON outnup !rll skeleton
t. T2810 C2690 FNNVSE 0 0 !skeleton

C2400 C2691 D560 SRFN TCON outnup !rl2 skeleton
T2820 C2690 FNNVSE 0 0 !skeLeton

C2420 C2691 0560 SRFN TCON outnup !aa4 skeleton
* T2830 C2690 FNNVSE 0 0 !skeleton

C2440 C2691 0560 SRFN TCON outnup !ka2 skeleton
T2840 C2690 FNNVSE 0 0 !skeleton

C2460 C2691 0560 SRFN TCON outnup !t skeleton
T2850 C2690 FNNVSE 0 0 !skeleton

C2480 C2691 0560 SRFN TCON outnup !v skeleton
T2860 C2690 FNNVSE 0 0 !skeleton

C250 C2691 0560 SRFN TCON outnup !x skeleton

T_ 2870 C2690 FNNVSE 0 0 !skeleton

C2520 C2691 0560 SRFN TCON outnup !z a skeleton
T2880 C2690 FNNVSE 0 0 !skeleton

C254U C2691 0560 SRFN TCON outnup !jsb skeleton
T3140 C2690 FNNVSE 0 0 !skeleton
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C2560 C2691 D560 SRFN TCON outnup !j b skeleton
T3150 C2690 FNNVSE U 0 5 skeleton

C2580 C2691 D56U SRFN TC0N outnup !n a skeleton
T3160 C2690 FNNVSE 0 0 5 skeleton

C2600 C2691 D560 SRFN TCON outnup Sn b skeleton
T3170 C2690 FNNVSE 0 0 5 skeleton

C2620 C2691 D560 SRFN TCON outnup !xxx skeleton
13180 C2690 FNNVSE 0 0 5 skeleton

C2690 C2691 D550 SNFN TCON outnup !end of skeletons
T307U C2700 FNNVSE 0 0 !<c208Oc2l00c2l2Oc2l40c2l60 2180c2200c2

C2691 C2710 D560 SRVN TCON outnup !remnants of skeleton after <br
T2050 C2691 VSNVSE 0 0 !<CR><NL>

C2692 C2710 D560 SRVN TCON outnup !variable skeleton
T3070 C2700 VSNVSE 0 0 !<c2070Ct2290t23O0t23l0t2320t233Ot2340)

C2700 C2710 D40 UNVN TCON outnup ! user skeleton data entry
T3030 C990 FNNVUE 0 0 !<c2710(t2050)c2720(t3070)>bye
13040 C2800 FNNVUE 0 0 !<c2690 c2710(t2050)c3071>d (done with
T2520 C150 FNNVUE 0 0 !<c2690>done<CR>
T2610 C2730 FNNVUE 0 0 !<c2710(t2050)c3071>List<CR>
12612 C2730 FNNVUE U 0 !<c307l(t3070)>ListL<CR>
12640 C3000 FNNVUE 0 0 !<c2692c2710(t2050)>oLd<CR>
12550 C2710 FNNVUE 0 0 !<c2692c2721(t3070)>remove cLearfiLes
T2555 C21 -VE00!c70(25Urmvcerie

T2560 C2710 FNNVUE 0 0 !<c2710(t2050)>remov clearfiLes
T260 C2711 FNNVUE 0 0 !rsac270(t05>relocerie
T2631 C2711 FNNVUE 0 0 !resav<CR>
12631 C2700 FrNVUE 0 0 !r<cR>0tOO>sse<R
T3011 C2700 FNNIUE 0 0 !<c2701(t2050)>systemCR>

13000 C2720 FNNVUE 0 0 !<c2710(t2050)>testZCR>
VT3OU1 C2720 FNNVUE 0 0 !<c2710(t2050)>t<CR>

T2890 C2720 FNNVUE 0 0 !<c2690>tn<CR>
T3020 C2720 FNNVUE 0 0 !<c2720(t3070)c2732>xmit<CR>
13021 C2720 FNNVUE 0 0 !<c2710(t2050)>x<CR>
T3010 C2710 FNNVUE 0 0 !<c2690 c2720(t3070)c307>*ZCR>
T2100 C2720 FNNVUE 0 0 !<c2690 c271Q(t2050)><CR>
T2960 C2720 VSNVUE 0 0 !<c2710(t2050)c2690>backward
T2540 C2800 VSNVUE 0 0 !<c2692c3071>deLe(te)
T2541 C2700 VSNIUE 0 0 !<aLL>feed~back)
T2940 C2720 VSNVUE 0 0 !<c2721(t308O)>forward
T2980 C2720 VSNVUE 0 0 !<c2710(t2050)c2721(t3070)>gett<SP>
T2547 C2700 VSNIUE 0 0 !<aLL>heLp :
12611 C2730 VSFVUE 0 0 vumcL !<c2720(t3070)>List (filename>
12613 C2730 VSFVUE 0 0 vumcL !<c2710(t2050)>ListL (filename>
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T2542 C2700 VSNIUE 0 0 !<aLL>next
T2543 C2700 VSNIUE 0 0 !<a~L>nofe(ed)
12162 C2800 VSFVLJE 0 0 vumc2 !<c2692c2721(t3080)c3071>oLd <f
T2544 C2700 VSNIUE 0 0 !<aLL>pass
T2545 C2700 VSNItJE 0 0 !<aLL>rewi(nd)
12546 C2700 VSNIUE 0 0 !<aLL>skip
T2548 C2700 VSNIUE 0 0 !<aLL>voca(buLary)
T2632 C2713 VSFVUE 0 0 vumc2 !resave <filename>
T2633 C2713 VSFVUE 0 0 vumc2 !resa <filename>
T2580 C2710 VSNVUE 0 0 !<aLL>rese(quence)
T2600 C2731 VSNVUE 0 0 !<c2692c2710(t2050)c2721(t3080)c307l>re
T2161 C2710 VSNVUE 0 0 !<c2690>oL <filename>
T2981 C2720 VSNVUE 0 0 !<c2721(3070)>g<SP>
T2160 C2710 VSNVUE 0 0 !<c2690>o <filename>
T2891 C2710 VSNVUE 0 0 !<c2690>tn
T2910 C2710 VSNVUE 0 0 !<c2720(t3070)>C
T2060 C2710 VSNVUE 0 0 !0<SP>
T2061 C2710 VSNVUE 0 cy!1<SP>
T2062 C2710 VSNVUE 0 0 !2<SP>
T2063 C2710 VSNVUE 0 0 !3<SP>
T2064 C2710 VSNVUE 0 0 !4<SP>
T2065 C2710 VSNVUE 0 0 !5<SP>
T2066 C2710 VSNVUE 0 0 !6<SP>
12067 C2710 VSNVUE 0 0 !7<sp>
T2068 C2710 VSNVUE 0 0 !8<SP>
T2069 C2710 VSNVUE 0 0 !9<SP> -
12961 C2720 VSNVUE 0 0 !<c2721(t3070)>lw
T2941 C2720 VSNVUE 0 0 !<c2721(t307U)>f

CZ710 C2710 D570 SNVN TCON outnup !sys resp to skeL data entry O
T2050 C2700 FNNVSE 0 0 !<c2800c2730Ct2281)c2731(t2240t2250)c26
T3060 C2710 FNNVSE 0 0 !<c2700(t2160t3010)><CR><NL>INVALID COM
T3050 C2715 VSNVSE 0 0 ! DATA TRUNCATED<SP>

C2711 C2710 D581 SNFN TCON outnup !sys resp to resave
T2211 C2712 FNNVSE 0 0 !<c2700(t2631)>FILE !4AME?<SP>

C2712 C2800 D40 tJNVN TCON outnup !user input filename
T2100 C2710 FNNVUE 0 0 !<aLL><CR>
T2100 C2713 Vt4FVUE 0 0 vumcl !<aLL><fitename>

C2713 C2710 D539 SNVN TCON outnup !sys resp to filename
T2270 C2714 FNNVSE 0 0 !<CR><NL>DATA SAVED-
T 2196 C2710 VSNVSE 0 0 !FILE '<filename>' DOES NOT EXIST-USE
T 2220 C2710 VSNVSE 0 0 !<CR><NL><50>FILE <filename> - INCORRE

*T2221 C2710 FNNVSE 0 0 !<CR><NL><NL>ERR-FILE NAME >8 CHARACTER
- :T2224 C2710 VSNVSE 0 0 !<CR><NL><NL>ERR-'<character>' IS AN IL

T2225 C2710 VSNVSE 0 0 !<CR><NL><NL>ERR-FIELD STARTING WITH l<

VC2714 C2710 D560 SNVN TCON outnup !end of data saved msg
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S T2100 C2700 VNNVSE 0 0 !<fiLename>XCR><NL>

C2715 C2710 D40 UNVN TCON outnup ! IcrlV
T2100 CZ710 VSNVUE 0 0 !anything

C2720 C2710 D580 SNVN TCON outnup ! ? -ElcrIInLVR IcrlInLI^LEVE
T2240 C2710 VSNVSE 0 0 !TRANSACTION xxxxxx NOT IN CURR FILE<SP
T2657 C2721 FNNVSE 0 0 !<c2700(t2980t2981)><CR>(NL>spaces<CR><
T2658 C2721 VSNVSE 0 0 !TRANSACTION SEQUENCE NUMBER <CR><NL>
T2659 C2721 VSNVSE U 0 !<c2700(t2960t2961t2940t2941)>ERROR MES
T3090 C3060 FNNVSE 0 0 !<c2700(t3020)>TRANSACTION SENT. NEXT?<
T3090 C3060 VSNVSE 0 0 !TRANSACTION SENT. NEXT?<SP>
T3060 C2710 FNNVSE 0 0 !<CR><NL>INVALID COMMAND AT THIS LEVEL<

C2721 C2710 D560 SRVN TCON outnup ! IcrllnLl"
T3070 C2700 VSNVSE 0 0 !<c2720(t2657t2659)>END OF TRANSACTION
T3080 C2700 VSNVSE 0 0 !<c2720(t2659t2657)>MORE - - - -<CR><NL

C2730 C2800 D506 SNVN TCON outnup !sys out of List
T2280 C2710 FNNVSE 0 0 !ready
T2281 C2710 VSNVSE 0 0 !<c2700(t2610t2611t2612t2613)>ready pre

C2731 C2800 D598 SNVN TCON outnup ! IcrlInLI^TYPE ^-
T2205 C2733 FNNVSE 0 0 !<c2700(t2600)>INVALID TRANSACTION TYPE

- T2240 C2710 VSNVSE 0 0 !<c2700(t2600)>TRANSACTION xxxxxx NOT I
T2250 C2710 FNNVSE 0 0 !<c2700(t2600)><CR><NL>ILLEGAL PARAMETE
T2657 C2732 FNNVSE 0 0 !<CR><NL>spaces<CR><NL>TNCOOOOlOspacesT
T2658 C2732 VSNVSE 0 0 !<cZ700(t2600)>TRANSACTION SEQUENCE NUN

C2732 C2800 D560 SRVN TCON outnup ! <CR><NL>
T3070 C2700 VSNVSE 0 0 !<c2731(t2658)>END OF TRANSACTION <CR>

C2733 C2731 D40 UNFN TCON !user enters tran type
T2290 C3070 FNNVUE 0 0 !<c2731>a
T2300 C3070 FNNVUE 0 0 !<c2731>a a
T2310 C3070 FNNVUE 0 0 !aal
T2320 C3070 FNNVUE 0 0 !d
T2330 C3070 FNNVUE 0 0 !e
T2340 C3070 FNNVUE 0 0 !h
T2350 C3070 FNNVUE 0 0 !j
T2360 C3070 FNNVUE 0 0 !k

V T237U C3070 FNNVUE 0 0 !kal
T2380 C3070 FNNVUE 0 0 !L
T2390 C3070 FNNVUE 0 0 !m
T2400 C3070 FNNVUE 0 0 !n
T2410 C3070 FNNVUE 0 0 !p
T2420 C3070 FNNVUE 0 0 !r-1
T2430 C3070 FNNVUE 0 0 !r-2
T2440 C3070 FNNVUE 0 0 !rll
T2450 C3070 FNNVUE 0 0 !r12
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T2460 C3070 FNNVUE 0 0 !aa4
T2470 C3070 FNNVUE 0 0 !ka2
T2480 C3070 FNNVUE 0 0 !t
T2490 C3070 FNNVUE 0 0 !v
T2500 C3070 FNNVUE 0 0 !x
T2510 C3070 FNNVUE 0 0 !z a
T2512 C3070 FNNVUE 0 0 !jsb
T2514 C3070 FNNVUE U 0 !j b
T2516 C3070 FNNVUE 0 0 !n a
T2518 C3070 FNNVUE 0 0 !n b
12519 C3070 FNNVUE 0 0 !xxx

C2800 C4004 D540 SNVN TCON outnup !variabLe tran type
T2110 C2990 FNNVSE 0 0 !OLD OR NEW-
T2110 C2990 VSNVSE 0 0 !OLD OR NEW-
T2190 C2800 FNNVSE 0 0 !<c2700(t2162)c3010c3060(t2162)>READY
T2200 C3060 FNNVSE 0 0 !<c2800><CR><NL><NL><CR><NL>TRANSACTION
T2200 C3060 VSNVSE 0 0 !<CR><NL><NL><CR><NL>TRANSACTION TYPE ?
T2201 C3060 FNNVSE 0 0 !<c2700(t2540t3040) c2992 c2800(t2190)c
T2201 C3060 VSNVSE 0 0 !<CR><NL> TRANSACTION TYPE ?<SP><SP>
T2222 C2800 FNNVSE 0 0 !<CR><NL>ERR-FILE NAME >8 CHARACTERS

C2990 C4004 D40 UNVN TCON outnup !user response to old or new
T2130 C2020 FNNVUE 0 0 !new<CR>
12140 C2020 FNNVUE 0 0 !n<CR>
T2640 C3000 FNNVUE 0 0 !oLd<CR>
T2645 C3000 FNNVUE 0 0 !o<CR>
T2162 C2800 VSFVUE 0 0 vumc2 !oLd <fiLename>
T2160 C2800 VSFVUE 0 0 vumc2 !o <fiLename>
T2180 C2992 FNNVUE 0 0 !same<CR>
12181 C2992 FNNVUE 0 0 !s<CR>
T2100 C150 FNNVUE 0 0 !<CR>

C2992 C4004 D530 SNFN TCON outnup !sys resp to same
T2210 C2800 FNNVSE 0 0 !YOU PRESENTLY DO NOT HAVE A CURRENT FI
T2190 C2800 FNNVSE 0 0 !<c2990(t2180)>READY

C3000 C2800 D581 SNFN TCON outnup !oLd file path
13110 C3010 FNNVSE 0 0 !<c2030 c207O(t2640) c2700(t2640) c3060

C3010 C2800 D40 UNVN TCON outnup !user input oLd fiLename
12100 C2800 FNNVUE 0 0 !<CR>T2100 C2800 VNFVUE 0 0 vumcl !<fiLename>

C3060 C2710 D40 UNVN TCON outnup !user input transaction type
T2290 C3070 FNNVUE 0 0 !<c2800(t2200t2201)c3062(t2202)>a
T2300 C3070 FNNVUE 0 0 !<c2800(t2201)>a a
T2310 C3070 FNNVUE 0 0 !<c2800(t2201)>aal

12320 C3070 FNNVUE 0 0 !<c2800(t2201)>d
T2330 C3070 FNNVUE 0 0 !<c2800(t2201)>e
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T2340 C3070 FNNVUE 0 0 !<c2800(t2201)>h
T2350 C3070 FNNVUE 0 0 !<c2800(t2201)>j
T2360 C3070 FNNVUE 0 0 !tk
T2370 C3070 FNNVUE 0 0 ! kal
T2380 C3070 FNNVUE 0 0 !L
12390 C3070 FNNVUE 0 0 !m
12400 C3070 FNNVUE 0 0 !n
T2410 C3070 FNNVUE 0 0 !p
T2420 C3070 FNNVUE 0 0 !r-1
T2430 C3070 FNNVUE 0 0 !r-2
T2440 C3070 FNNVUE 0 0 !rll
T2450 C3070 FNNVUE 0 0 !rl2
T2460 C3070 FNNVUE 0 0 !aa4
T2470 C3070 FNNVUE 0 0 !ka2
T2480 C3070 FNNVUE 0 0 !t
T2490 C3070 FNNVUE 0 0 !v

T2500 C3070 FNNVUE 0 0 !x
-T2510 C3070 FNNVUE 0 0 !z a
12512 C3070 FNNVUE 0 0 !jsb
T2514 C3070 FNNVUE 0 0 !j b
T2516 C3070 FNNVUE 0 0 !n a
T2518 C3070 FNNVUE 0 0 !n b
T2519 C3070 FNNVUE 0 0 !xxx
T3010 C3070 FNNVUE 0 0 1*
T3030 C990 FNNVUE 0 0 !<c2042 c3062(t2201t2202)>bye
T2100 C4000 FNNVUE 0 0 !<c28U0(t2201)c3062(t2202)><CR>
T2540 C3062 VSNVUE 0 0 !<c3062(t2202)>deLe(te) <transaction>
T2520 C150 FNNVUE 0 0 !<c272Oc2800(t2201)>done<CR>
T2610 C3061 FNNVUE 0 0 !<c2800(t2201)>List<CR>
T2612 C3061 FNNVUE 0 0 !<c2800(t2201)>ListL<CR>
T2611 C3061 VSFVUE 0 0 vumcl !<c2800(t2201)>list <fiLename>
T2613 C3061 VSFVUE 0 0 vumcL !<c3062(t2202)>ListL <fiLename>
12640 C3000 FNNVUE 0 0 !<c3062(t2202)>old<CR>
12162 C2800 VSFVUE 0 0 vumc2 !<c3067>oLd <filename>
T2550 C3062 FNNVUE 0 0 !<c3062(t2201)>remove cLearfiLes
12555 C3062 FNNVUE 0 0 !<c3062(t2202)>remov cLearfiLes
12560 C3062 FNNVUE 0 0 !<c3062(t2202)>remo cLearfiles
12630 C3063 FNNVUE 0 0 !<c2720>resave<CR>
12631 C3063 FNNVUE 0 0 !<c3062(t2202)>resa<CR>
T2632 C3065 VSFVUE 0 0 vumc2 !resave <fiLename>
T2633 C3065 VSFVUE 0 0 vumc2 !resa <fiLename>
T2580 C3062 VSNVUE 0 0 !<c3062(t2202)>rese(quence)
T2600 C3070 VSNVUE U 0 !<c2800(t2200t2201)c3062(t2202)>retr

C3061 C4004 D506 SNVN TCON outnup !sys resp to List
T2280 C3062 FNNVSE 0 0 !<c3060(t2610)>ready
T281 C3062 VSNVSE 0 0 !<c3060(t2610t2612 t2613)>ready precede

-2 C3062 C3062 D1000 SNFN TCON outnup !sys resp after ready(List), re
T2201 C3060 FNNVSE 0 0 !<c3060(t2540)c307U (pop)><CR><NL> TR
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T2202 C3060 FNNVSE 0 0 !<c3060(t2550t2555t2560t2580)c3061c3064

C3063 C3062 D581 SNFN TCON outnup !sys resp to resave
T2211 C3064 FNNVSE 0 0 !<aLL>FILE NAME?<SP>

C3064 C3062 040 UNVN TCON outnup !user input filename
T2100 C3062 FNNVUE 0 0 !<aLL><CR>
T2100 C3065 VNFVUE 0 0 vumcl !<aLL><fiLename>

C3065 C3062 D502 SNVN TCON outnup !sys resp to resave
T2202 C3060 VSNVSE 0 0 !<CR><NL>TRANSACTION TYPE ?<SP><SP> pre
T2221 C3062 FNNVSE 0 0 !<CR><NL><NL>ERR-FILE NAME >8 CHARACTER

C3070 C3062 D598 SNVN TCON outnup !<t2205t2230> IcrIInLI'CURR FIL
T2230 C3060 FNNVSE 0 0 !INVALID TRANSACTION TYPE -RETYPE-<SP><
T2205 C2733 FNNVSE 0 0 !INVALID TRANSACTION TYPE ON RETRIEVE<C
T2240 C3062 VSNVSE 0 0 !TRANSACTION xxxxxx NOT IN CURR FILE<SP
T2250 C3062 FNNVSE 0 0 !<c3060(t2600)><CRXNL>ILLEGAL PARAMETE
T2657 C3071 FNNVSE 0 0 !<c3060(t23OOt2310)><CR><NL>spaces<CR><
T2658 C3071 VSNVSE 0 0 !<c2733(t2290t2300)c3060(t2290t2320t234

C3071 C2691 D560 SRVN TCON outnup ! IcrllnLj-
T3070 C2700 VSNVSE 0 0 !<c3070(t2657t2658)>END OF TRANSACTION

C4000 C4004 D510 SNVN TCON outnup !tcon start3
T2002 C4010 FNNVSE 0 0 !<aLL>TCON VERSION 6.3, JUNE 1976
T2020 C150 VSNVSE 0 0 !NO TEMPORARY FILE SPACE CODE

C4001 C4004 D501 SNFN TCON outnup !tcon first question
T?001 C4010 FNNVSE 0 0 !<aLL>FUNCTIONAL AREA?

C4003 C4004 D40 UNFN TCON outnup !user hits <nL>
12100 C4001 FNNVUE 0 0 !<aLL><CR>

C4004 C4004 D509 SNVN TCUN outnup !back to system, top or type?
T150 C160 FNNVSE 0 0 !SYSTEM ?
T150 C160 VSNVSE 0 0 !SYSTEM ? preceded by message
T2000 C4003 FNNVSE 0 0 !<c2800>TCON VERSION 6.3, JUNE 1976
12201 C3060 FNNVSE 0 0 !<CR><NL> TRANSACTION TYPE ?<SP><SP>

C4010 C4004 D40 UNFN TCON outnup !user input functionaL area
T2030 C2800 FNNVUE 0 0 !<aLL>fs
T2040 C4800 FNNVUE 0 0 !<aLL>dem
12100 C150 FNNVUE 0 0 !<aLL><CR>

C4015 C4015 D509 SNVN TCON outnup !back to system, top or type?
T150 C160 FNNVSE 0 0 !SYSTEM ?
T150 C160 VSNVSE 0 0 !SYSTEM ? preceded by message
12000 C4016 FNNVSE 0 0 !TCON VERSION 6.3, JUNE 1976
T2201 C4070 FNNVSE 0 0 !<CR><NL> TRANSACTION TYPE ?<SP><SP>
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C4016 C4015 D40 UNFN TCON outnup !user hits <nl>
T2100 C4017 FNNVUE 0 0 !<CR>

C4017 C4015 D501 SNFN TCON outnup !tcon first question
T2001 C4018 FNNVSE 0 0 !FUNCTIONAL AREA?

C4018 C4015 D40 UNFN TCON outnup !user input functional area
12030 C4020 FNNVUE 0 0 !fs
T2040 C4020 FNNVUE 0 0 !dem
T2100 C150 FNNVUE 0 0 !<CA>

C4020 C4015 D520 SNFN TCON outnup !system asks for old or new
,1 T2110 C4030 FNNVSE 0 0 !<c2010>OLD OR NEW-

T2110 C4030 VSNVSE 0 0 !OLD OR NEW-
T2190 C4020 FNNVSE 0 0 !<c4030(t2130t2140)>READY
T2200 C4070 FNNVSE 0 0 !<c402O(t2190)><CR><NL><NL><CR><NL>TRAN
T2201 C4070 FNNVSE 0 0 !<CR><NL> TRANSACTION TYPE ?<SP><SP>
T2120 C150 FNNVSE 0 0 !FUNCTIONAL AREA BUSY

C4030 C4015 D40 UNVN TCON outnup !user response to old or new
T2130 C4020 FNNVUE 0 0 !<all>new<CR>
T2140 C4020 FNNVUE 0 0 !<all>n<CR>
T2640 C5020 FNNVUE 0 0 !<all>old<CR>
12645 C5020 FNNVUE 0 0 !<alL>o<CR>
T T2162 C4800 VSFVUE 0 0 vumc2 !oLd <filename>
T2160 C4800 VSFVUE 0 0 vumc2 !o <filename>
T2180 C4042 FNNVUE 0 0 !same<CR>
T2181 C4042 FNNVUE 0 0 !<all>s<CR>
12100 C150 FNNVUE 0 0 !<CA>

C4042 C4015 D530 SNFN TCON outnup !sys.resp to same
12210 C4020 FNNVSE 0 0 !YOU PRESENTLY DO NOT HAVE A CURRENT FI
T2190 C4800 FNNVSE 0 0 !READY

C4050 C4015 D510 SNVN TCON outnup !tcon start4
T2002 C4018 FNNVSE 0 0 !TCON VERSION 6.3, JUNE 1976
TZO20 C150 VSNVSE 0 0 !NO TEMPORARY FILE SPACE CODE

C4070 C4015 D40 UNVN TCON outnup !user input tran type
T3300 C4342 FNNVUE 0 0 !<c402O(t2200)>hd
T3310 C4342 FNNVUE 0 0 !<c4020(t2200)>as
T3320 C4342 FNNVUE 0 0 !am
13330 C4342 FNNVUE 0 0 !av
13340 C4342 FNNVUE 0 0 !ae
T3350 C4342 FNNVUE 0 0 !at
T3380 C4342 FNNVUE 0 0 !ma
T3390 C4342 FNNVUE 0 0 !mc
T3400 C4342 FNNVUE 0 0 !pt
13410 C4342 FNNVUE 0 0 !pd
T3420 C4342 FNNVUE 0 0 !ol
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T3430 C4342 FNNVUE 0 0 !od
T3030 C990 FNNVUE 0 0 !bye
T2100 C4050 FNNVUE U 0 <R
T2520 C150 FNNVUE 0 0 !<c402O(t2200)>done<CR>
T2540 C4072 VSNVUE 0 0 !deLe(te) <transaction>
T2610 C4071 FNNVUE 0 0 !List<CR>
12612 C4071 FNNVUE 0 0 ! ListL<CR>
T2611 C4071 VSFVUE 0 0 vumcL !List <fiLename>
12613 C4071 VSFVUE 0 0 vumct. !ListI <filename>
T2640 C5020 FNNVUE 0 0 !oLd<CR>
T2162 C4800 VSFVUE 0 0 vumc2 !oLd <fiLename>
T2550 C4072 FNNVUE 0 0 !remove cLearfiLes
T2555 C4072 FNNVUE 0 0 !remov cLearfiLes
T2560 C4072 FNNVUE 0 0 !remo cLearfiLes
T2630 C4075 FNNVUE 0 0 !resave<CR>
T2631 C4075 FNNVUE 0 0 !resa<CR>
T2632 C4077 VSFVUE 0 0 vumc2 !resave <filename>
T2633 C4077 VSFVUE 0 0 Yumc2 !resa (filename>
T2580 C4072 VSNVUE 0 0 !rese(quence)
T2600 C4074 VSNVUE 0 0 !retr

C4071 C4015 D506 SNVN TCON outnup !sys resp to List
T2280 C4072 FNNVSE 0 0 !ready
T2281 C4072 VSNVSE 0 0 !ready preceded by data/error

C4072 C4072 D1000 SNFN TCON outnup !sys resp after ready(List), re
T2201 C4070 FNNVSE 0 0 !<CR><NL) TRANSACTION TYPE ?<SP><SP>
12202 C4070 FNNVSE 0 0 !<CR><NL>TRANSACTION TYPE ?<SP><SP>

C4074 C4072 D599 SNVN TCON outnup !sys resp after retr
T2250 C4072 FNNVSE 0 0 !<CR><NL>ILLEGAL PARAMETER<SP><SP><SP>
T2202 C4070 VSNVSE 0 0 !<CR><NL>TRANSACTION TYPE ?<SP><SP>prec

C4J75 C4072 D581 SNFN TCON outnup !f iLe name for resave
T2211 C4076 FNNVSE 0 0 !<CR><NL>FILE NAME?<SP>

C4076 C4072 D40 UNVN TCON outnup, !user input fiLe name
T2100 C4072 FNNVUE 0 0 <R
T2100 C4077 VSFVUE 0 0 vumcl !<fiLename>

C4077 C4072 D502 SNVN TCON outnup !sys resp to file name
T2221 C4072 FNNVSE 0 0 !<CR><NL><NL>ERR-FILE NAME >8 CHARACTER
T2202 C4070 VSNVSE 0 0 !<CR><NL>TRANSACTION TYPE ?<SP><SP>prec

C4080 C4341 D560 SRFN TCON outnup !hd skeleton
T3440 C4340 FNNVSE 0 0 !skeLeton

C4085 C4341 D560 SRFN TCON outnup !as skeleton

13450 C4340 FNNVSE 0 0 !skeLeton
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C4090 C4341 0560 SRFN TCON outnup !am skeleton
13460 C4340 FNNVSE 0 0 !skeLeton

C4110 C4341 0560 SRFN TCON outnup !av skeleton
13470 C4340 FNNVSE 0 0 !skeleton

C4130 C4341 D560 SRFN TCON outnup !ae skeleton
T480 C4340 FNNVSE 0 0 !skeLeton

C4150 C4341 D560 SRFN TCON outnup !at skeleton
T3490 C4340 FNNVSE 0 0 !skeleton

C4210 C4341 D560 SRFN TCON outnup !ma skeleton
13520 C4340 FNNVSE 0 ( !skeleton

C4230 C4341 D560 SRFN TCON outnup !mc skeleton
T3530 C4340 FNNVSE 0 0 !skeleton

C4250 C4341 D560 SRFN TCON outnup !pl skeleton
T3540 C4340 FNNVSE 0 0 !skeleton

C4270 C4341 0560 SRFN TCON outnup !pd skeleton
T3550 C4340 FNNVSE 0 0 !skeleton

C4290 C4341 0560 SRFN TCON outnup !oL skeleton
T3560 C4340 FNNVSE 0 0 !skeLeton

C4310 C4341 0560 SRFN TCON outnup 'od skeleton
T3570 C4340 FNNVSE 0 0 !skeLeton

C4340 C4341 D550 SNFN TCON outnup !end of skeletons
3070 C4700 FNNVSE 0 0 !END OF TRANSACTION

C4341 C4710 D560 SRVN TCON outnup !remnants of skeleton after <br
T2050 C4341 VSNVSE 0 0 !<CR><NL>

C4342 C4710 0560 SRVN TCON outnup !variable skeleton
T3070 C4700 VSNVSE 0 0 !<c4070(t3300t3310)>END OF TRANSACTION

C4700 C4710 D40 UNVN TCON outnup !user skeleton data entry

13030 C990 FNNVUE 0 0 !<c4710(t2O50)>bye
T * 13040 C4800 FNNVUE 0 0 !<c4342>d (done with this skeleton)
T2520 C150 FNNVUE 0 0 !<c5071>done<CR>
12610 C4380 FNNVUE 0 0 !<c5071>list<CR>
T2612 C4380 FNNVUE 0 0 !<c4360(t2050)>listL<CR>
T2640 C5020 FNNVUE 0 0 !<c4360(t2050)>oLd<CR>
T2550 C4710 FNNVUE 0 0 !remove clearfiles
T2555 C4710 FNNVUE 0 0 !remov cLearfiles
12560 C4710 FNNVUE 0 0 !remo clearfiLes
T2630 C4711 FNNVUE 0 0 !<c5071>resave<CR>
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T2631 C4711 FNNVUE 0 0 !<c4360(t2050)>resa<CR>
13011 C4700 FNNILJE 0 0 !System<CR>
T3012 C4700 FNNIUE 0 0 !syst<CR>
13000 C4370 FNNVUE 0 0 !test<CR>
13001 C4370 FNNVUE 0 0 !t<CR>
T2890 C4370 FNNVUE 0 0 !tn<CR>
T3020 C4370 FNNVUE 0 0 !xmit<CR>
T3021 C4370 FNNVUE 0 0 !x<CR>
T3010 C4710 FNNVUE 0 0 !*<CR)
T2100 C4370 FNNVUE 0 0 <R
12960 C4370 VSNVUE 0 0 !backward
T2940 C4370 VSNVUE 0 0 !forward
T2980 C4370 VSNVUE 0 0 !get<SP>
T2540 C4800 VSNVUE U 0 !deLe(te)
T2541 C4700 VSNIUE 0 0 !feed(back)
T2547 C4700 VSNIUE 0 0 !hetp
T2611 C4380 VSFVUE 0 0 vumcL !List <filename>
T2613 C4380 VSFVUE 0 0 vumcL !ListL <fiLename>
T2542 C4700 VSNIUE U 0 !next
T2543 C4700 VSNIUE 0 0 !nofe(ed)
T2162 C4800 VSFVUE 0 0 vumc2 !otd <fiLename>
T2544 C4700 VSNIUE 0 0 !pass
T2545 C4700 VSNIUE 0 0 !rewi(nd)
T2546 C4700 VSNIUE 0 0 !skip
T2548 C4700 VSNIUE 0 0 !voca(buLary)
T2632 C4713 VSFVUE 0 0 vumc2 !resave <filename>
T2633 C4713 VSFVUE 0 0 vumc2 !resa (fiLename>
T2580 C4710 VSNVUE 0 0 !rese(quence)
T2600 C4731 VSNVUE 0 0 !retr
T2161 C4710 VSNVUE 0 0 !oL <filename>
T2981 C4370 VSNVUE 0 0 !g(SP>
T2160 C4710 VSNVUE 0 0 !o <filename>
T2891 C4710 VSNVUE 0 0 !tn
T2910 C4710 VSNVUE 0 0 !
T2060 C4710 VSNVUE 0 0 !0<sp>
T2061 C4710 VSNVUE 0 0 !1<SP>
T2062 C4710 VSNVUE 0 0 !<p
12063 C4710 VSNVUE 0 0 !3<SP>
T2064 C4710 VSNVUE 0 0 !4<SP>
T2065 C4710 VSNVUE 0 0 !S<SP>
T2066 C4710 VSNVUE 0 0 !6<SP>
T2067 C4710 VSNVUE 0 0 !7<sp>
T2068 C4710 VSNVUE 0 0 !8<SP>
T2069 C4710 VSNVUE U 0 !9<SP>
T 2961 C4370 VSNVUE 0 0 !
T2941 C4370 VSNVUE 0 0 !

C4710 C4710 D570 SNVN TCON outnup !sys resp to skeL data entry
T2050 C4700 FNNVSE 0 u !<c4380Ct2281)c4712c5050><CR><NL>
13060 C4710 FNNVSE 0 0 !INVALID COMMAND AT THIS LEVEL
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4 4.°

T3050 C4715 VSNVSE 0 0 D DATA TRUNCATED<SP>

C4711 C4710 D581 SNFN TCON outnup !sys resp to resa cmd
T2211 C4712 FNNVSE 0 0 !<aLL>FILE NAME?<SP>

C4712 C4370 D40 UNVN TCON outnup !user input filename
T2100 C4710 FNNVUE 0 0 !<aLt><CR>
T2100 C4713 VNFVUE 0 0 vumcl !<aLL><fiLename>

C4713 C4710 D539 SNVN TCON outnup !sys resp to filename
T2270 C4714 FNNVSE 0 0 !<CR><NL>DATA SAVED-
T2196 C4710 VSNVSE 0 0 !FILE '<fiLename>' DOES NOT EXIST-USE
T2220 C4710 VSNVSE 0 0 !<CR><NL>c50>FILE <fiLename> - INCORRE
12221 C4710 FNNVSE 0 0 !<CR><NL><NL>ERR-FILE NAME >8 CHARACTER
T2224 C4710 VSNVSE 0 0 !<CR><NL><NL>ERR-'<character>' IS AN IL
12225 C4710 VSNVSE 0 0 !<CR><NL><NL>ERR-FIELD STARTING WITH '< &

C4714 C4710 D560 SNVN TCON outnup !end of data saved msg
T2100 C4700 VNNVSE 0 0 !<fiLename><CR><NL>

C4715 C4710 D40 UNVN TCON outnup ! IcrlV
12100 C4710 VSNVUE 0 0 !anything

C4370 C4710 D580 SNVN TCON outnup ! ? 'ElcrIInLlVR IcrIlnLlVLEVE
T2240 C4710 VSNVSE 0 0 !TRANSACTION xxxxxx NOT IN CURR FILE<SP
12657 C4371 FNNVSE 0 0 !<CR><NL>spaces<CR><NL>TN[0OO0l0spacesT
T2658 C4371 VSNVSE 0 * 0 !TRANSACTION SEQUENCE NUMBER <CR><NL>
T2659 C4371 VSNVSE 0 0 !ERROR MESSAGE<CR><NL>

. 3090 C5060 FNNVSE 0 0 !TRANSACTION SENT. NEXT?<SP>
13090 C5060 VSNVSE 0 0 !TRANSACTION SENT. NEXT?<SP>
T3060 C4710 FNNVSE 0 0 !INVALID COMMAND AT THIS LEVEL

.4 C4371 C4710 D560 SRVN TCON outnup ! JcrlnLJV
T3070 C4700 VSNVSE 0 0 !END OF TRANSACTION <CR><NL>
13080 C4700 VSNVSE 0 0 !MORE - - - -<CR><NL>

C4380 C4800 D506 SNVN TCON outnup !sys out of List
1228U C4710 FNNVSE 0 0 !ready
T2281 C4710 VSNVSE 0 0 !<c4700(t2610t2612)>ready preceded by d

C4731 C4800 D598 SNVN TCON outnup ! IcrIlnL^TYPE -!
T2205 C4733 FNNVSE 0 0 !INVALID TRANSACTION TYPE ON RETRIEVE<C
12240 C4710 VSNVSE 0 0 !TRANSACTION xxxxxx NOT IN CURR FILE<SP
T2250 C4710 FNNVSE 0 0 !<CR><NL>ILLEGAL PARAMETER<SP><SP><SP>
T2657 C4732 FNNVSE 0 0 !<CR><NL>spaces<CR><NL>TNEOOOOlOspacesT "
T2658 C4732 VSNVSE 0 0 !TRANSACTION SEQUENCE NUMBER <CR><NL>

4. C4732 C4800 D560 SRVN TCON outnup ! <CR><NL>
T3070 C4700 VSNVSE 0 0 !END OF TRANSACTION <CR><NL>
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C4733 C4731 D40 UNFN TCON !user enters tran type "

T3300 C5070 FNNVUE 0 0 !hd
T3310 C5070 FNNVUE 0 0 !as
13320 C5070 FNNVUE 0 0 !am
T3330 C5070 FNNVUE 0 0 !av
13340 C5070 FNNVUE 0 0 !ae p

T3350 C5070 FNNVUE 0 0 !at
T3380 C5070 FNNVUE 0 0 !ma
13390 C5070 FNNVUE 0 0 !mc
13400 C5070 FNNVUE 0 0 !pL
T3410 C5070 FNNVUE 0 0 !pd
T3420 C5070 FNNVUE 0 0 !oL
13430 C5070 FNNVUE 0 0 !od

C4800 C5084 0540 SNVN TCON outnup !variable tran type
*T2110 C4990 FNNVSE 0 0 !OLD OR NEW-

T2110 C4990 VSNVSE 0 0 !OLD OR NEW-
T2190 C4800 FNNVSE 0 0 !<c503O>READY
T2200 C5060 FNNVSE 0 0 !<c505O(t2l90)><CR><NL><NL><CR><NL>TRAN

*T2200 C5060 VSNVSE 0 0 !<CR><NL><NL><CR><NL>TRANSACTION TYPE ?
T2201 C5060 FNNVSE 0 0 !<c40l0c47U0(t3O4O)c505U(t2222)><CR><NL
T2201 C5060 VSNVSE U 0 !<CR><NL> TRANSACTION TYPE ?<SP><SP>
T2222 C4800 FNNVSE 0 0 !<c503O><CR><NL>ERR-FILE NAME >8 CHARAC

C4990 C5084 D40 UNVN TCON outnup !user response to old or new
T2130 C4020 FNNVUE 0 0 !new<CR>
T2140 C4020 FNNVUE 0 0 !n<CR>
T2640 C5020 FNNVUE 0 0 !oLd<CR>
T2645 C5020 FNNVUE 0 0 !o<CR>
12162 C4800 VSFVUE 0 0 vumc2 !oLd <fiLename>
T2160 C4800 VSFVUE 0 0 vumc2 !o (filename>
T2180 C5012 FNNVUE 0 0 !same<CR>
12181 C5012 FNNVUE 0 0 !s<CR>
T2100 C150 FNNVUE 0 0 !<CR>

4:C5012 C5084 D530 SNFN TCON outnup !sys resp to same
T2210 C4800 FNNVSE 0 0 !YOU PRESENTLY DO NOT HAVE A CURRENT FI
12190 C4800 FNNVSE 0 0 !READY

*C50Zo C4800 D581 SNFN TCON outnup !sys resp to oLd<CR>
T 3110 C5030 FNNVSE 0 0 !<c4030(t2640t2645)c4700(t2640)c4990(t2

C5030 C4800 D40 UNVN TCON outnup !user input old filename
T2100 C4800 FNNVUE 0 0 <R
12100 C4800 VNFVUE 0 0 vumcl !<c5020><fiLename>

C5051 C4710 0560 SNVN TCON outnup !end of data saved mnsg
T2100 C4700 VNNVSE 0 0 !<fiLename><CIR><NL>

C5060 C4710 D40 UNVN TCON outnup !user input tran type
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T33- C5070 FNNVUE 0 0 !<c5050(t2201)>hd
T3310 C5070 FNNVUE 0 0 !<c5050(t2201)>as
T3320 C5070 FNNVUE 0 0 !am
T3330 C5070 FNNVUE 0 0 !av

T3340 C5070 FNNVUE 0 0 !ae
T3350 C5070 FNNVUE 0 0 !at
T3380 C5070 FNNVUE 0 0 !ma

T3390 C5070 FNNVUE 0 0 !mc
T3400 C5070 FNNVUE 0 0 !pL
T3410 C5070 FNNVUE 0 0 !pd

T3420 C5070 FNNVUE 0 0 !ol
T3430 C5070 FNNVUE 0 0 !od

13010 C5070 FNNVUE 0 0 !<c5050(t2201)>*
13030 C990 FNNVUE 0 0 !bye
T2100 C5080 FNNVUE 0 0 !<CR>
T2540 C5062 VSNVUE 0 0 !dele(te) <transaction>
T2520 C150 FNNVUE 0 0 !done<CR>
T2610 C5061 FNNVUE 0 0 !list<CR>
T2612 C5061 FNNVUE 0 0 !Listl<CR>
12611 C5061 VSFVUE 0 0 vumcL !List <fiLename>
T2613 C5061 VSFVUE 0 0 vumcl !Listl <filename>
T2640 C5020 FNNVUE 0 0 !old<CR>
T2162 C4800 VSFVUE 0 0 vumc2 !old <fiLename>
T2550 C5062 FNNVUE 0 0 !remove clearfiles
T2555 C5062 FNNVUE 0 0 !remov clearfiles
T2560 C5062 FNNVUE 0 0 !remo clearfiles
12630 C5063 FNNVUE 0 0 !resave<CR>
12631 C5063 FNNVUE 0 0 !resa<CR>
T2632 C5065 VSFVUE 0 0 vumc2 !resave <filename>
T2633 C5065 VSFVUE 0 0 vumc2 !resa <fiLename>
T2580 C5062 VSNVUE 0 0 !rese(quence)
T2600 C5070 VSNVUE 0 0 !retr

C5061 C5084 D506 SNVN TCON outnup !sys resp to list
T2280 C5062 FNNVSE 0 0 !ready
T2281 C5062 VSNVSE 0 0 !ready preceded by data/error

C5062 C5062 D1000 SNFN TCON outnup !sys resp after ready(list), re
12201 C5060 FNNVSE 0 0 !<CR><NL> TRANSACTION TYPE ?<SP><SP>
T2202 C5060 FNNVSE 0 0 !<CR><NL>TRANSACTION TYPE ?<SP><SP>

C5063 C5062 D581 SNFN TCON outnup !sys resp to resave
T2211 C5064 FNNVSE 0 0 !FILE NAME?<SP>

C5064 C5062 D40 UNVN TCON outnup !user input filename
T2100 C5062 FNNVUE 0 0 !<CR>
T2100 C5065 VNFVUE 0 0 vumcl !<alL><filename>

C5065 C5062 D502 SNVN TCON outnup !sys resp to resave
T2202 C5060 VSNVSE 0 0 !<CR><NL>TRANSACTION TYPE ?<SP><SP> pre
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T2221 C5062 FNNVSE 0 0 '<CR><NL><NL>ERR-FILE NAME >8 CHARACTER

C5070 C4800 D598 SNVN TCON outnup ! IcrlInLI'CURR FILE '1 II II I
T2230 C5060 FNNVSE 0 0 !INVALID TRANSACTION TYPE -RETYPE-<SP><
T2205 C4733 FNNVSE 0 0 !INVALID TRANSACTION TYPE ON RETRIEVE<C
T2240 C5062 VSNVSE 0 0 !TRANSACTION xxxxxx NOT IN CURR FILE<SP
T2250 C5062 FNNVSE 0 0 !<CR><NL>ILLEGAL PARAMETER<SP><SP><SP>
T2657 C5071 FNNVSE 0 0 !<c5060(t3OlO)><CR><NL>spaces<CR><NL>TN
12658 C5071 VSNVSE 0 0 !<c5060(t3300t3310)>TRANSACTION SEQUENC

C5071 C4341 0560 SRVN TCON outnup ! IcrllnLlI
TU70 C4700 VSNVSE 0 0 !<aLL>END OF TRANSACTION <CR><NL>

C5080 C5084 D510 SNVN TCON outnup !tcon start5
12002 C5090 FNNVSE 0 0 !TCON VERSION 6.3, JUNE 1976
T2020 C150 VSNVSE 0 0 !NO TEMPORARY FILE SPACE CODE

C5081 C5084 0501 SNFN TCON outnup !tcon first question
T2001 C5090 FNNVSE 0 0 !<aLL>FUNCTIONAL AREA?

C5084 C5084 D509 SNVN TCON outnup !back to system, top or type?
T150 C160 FNNVSE 0 0 !SYSTEM ?
T150 C160 VSNVSE 0 0 !SYSTEM ? preceded by message
12000 C5083 FNNVSE 0 0 !TCON VERSION 6.3, JUNE 1976
T2201 C5060 FNNVSE 0 0 !<CR><NL> TRANSACTION TYPE ?<SP><SP>

C5083 C5084 040 UNFN TCON outnup !user hits <nl>
T2100 C5081 FNNVUE 0 0 !<aLL><CR>

C5090 C5084 D40 UNFN TCON outnup !user input functional area
.-r- T2030 C2800 FNNVUE 0 0 !<aLL>fs

12040 C4800 FNNVUE 0 0 !<aLL>dem
T2100 C150 FNNVUE 0 0 !<aLL><CR>

C6000 C150 D6000 SNFA SIOS outnup ! begin sios
T6000 C6010 FNNVSE 0 0 ! "SIOS ROUTINE

C6010 C150 040 SNVN SIOS outnup ! WWMCCS userid follows
T6010 C6020 VSNVSE 0 0 ! "<userid>"

C6020 C150 D40 SRFN SIOS outnup ! prompt for function wanted
T6020 C6030 FNNVSE 0 0 ! "WHAT FUNCTION DO YOU WANT ...

C6030 C150 D40 UNVN SIOS outnup ! user enters function
T6030 C6100 VSNVUE 0 0 m (move)
T6031 C6300 FNNVUE 0 0 c (clear)
T6032 C6300 VSNVUE 0 0 ! cL (clear)
T6033 C6400 VSNVUE 0 U ! s (search)

'h.
T6034 C6200 VSNVUE 0 0 ! r (return)
T6035 C150 FNNVUE 0 0 < (carriage return>
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C6100 C150 D40 SRFN SIOS outnup ! prompt for file to use
T6100 C6110 FNNVSE 0 0 "SIOS MOVE ROUTINE

C6110 C150 D40 UNVN SIOS outnup ! user enters file to use
T6110 C6120 VNFVUE 0 0 vumcl ! <file name>
T6035 C150 FNNVUE 0 0 I <carriage return>

C6120 C150 D6120 SNFN SIOS outnup ! sios response to file name
T6120 C6130 FNNVSE 0 0 1 "SYSTEM ID YOU WANT TO USE"
T6121 C6100 FNNVSE 0 0 = "YOUR FILE IS BUSY"
T61U2 C6100 FNNVSE 0 0 I "UNABLE TO ACCESS YOUR FILE"

C6130 C150 D40 UNVN SIOS outnup ! user enters system id
T6110 C6140 VNNVUE 0 0 I <system id to use>
T6035 C150 FNNVUE 0 0 <carriage return>

C6140 C150 D6140 SNFN SIOS outnup ! sios response to system id

T6140 C6150 FNNVSE 0 U ! "WUFI FILE YOU WANT TO USE"
T6141 C6120 FNNVSE 0 0 ! "SYSTEM ID IS NOT AUTHORIZED"

C6150 C150 D40 UNVN SIOS outnup I user enters wufi file
T6110 C6160 VNNVUE 0 0 1 <wufi file name>
T6035 C150 FNNVUE 0 0 I <carriage return>

C6160 C150 D6160 SNFN SIOS outnup ! sios response to wufi file
T6160 C6170 FNNVSE G 0 ! "DATA WAS MOVED"
T6161 C6140 FNNVSE 0 0 ! "SYSTEM ID IS INVALID ON WUFI"

C6170 C150 D40 SNVN SIOS outnup ! number of records moved
T6170 C6020 VSNVSE 0 0 I "nnnnnn RECORDS"

C6200 C150 D40 SRFN SIOS outnup ! prompt for file to use
T6200 C6210 FNNVSE 0 0 1 "SIOS RETURN ROUTINE ... "

C6210 C150 D40 UNVN SIOS outnup I user enters file to use
T6110 C6220 VNFVUE 0 0 vumcl I <file name>
T6035 C150 FNNVUE 0 0 1 <carriage return>

C6220 C150 D6120 SNFN SIOS outnup ! sios response to file name
T6120 C6230 FNNVSE 0 0 ! "SYSTEM ID YOU WANT TO USE"
T6121 C6200 FNNVSE 0 0 ! "YOUR FILE IS BUSY"

T6122 C6200 FNNVSE 0 0 ! "UNABLE TO ACCESS YOUR FILE"

C6230 C150 D40 UNVN SIOS outnup ! user enters -,-stem id I
T6110 C6240 VNNVUE 0 0 I<system id to use>
T6035 C150 FNNVUE 0 0 I<carriage return>

C6240 C150 D6140 SNFN SIOS outnup ! sios response to system id
T6140 C6250 FNNVSE 0 0 "WUFI FILE YOU WANT TO USE"
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C6Z50 C150 D40 UNVN SIOS outnup ! user enters wufi fiLe
T6110 C6260 VNNVUE U 0 ! <wufi file name>
T6035 C150 FNNVUE 0 0 ! <carriage return>

C6260 C150 D6260 SNFN SIOS outnup ! sios response to wufi fiLe
T6260 C6270 FNNVSE 0 0 ! "RECORDS WERE RETURNED"
T6261 C6020 FNNVSE 0 0 ! "NO DATA FOR THIS SYSTEM ID ...
T2100 C6020 VSNVSE 0 0 !error message

C6270 C150 D40 SNVN SIOS outnup ! number of records returned
T6170 C6280 VSNVSE 0 0 ! "nnnnnn RECORDS"

C6280 C150 D6140 SNFN SIOS outnup ! finish up normal return
T6280 C6020 FNNVSE 0 0 ! "WUFI RECORDS WERE CLEARED"

C6300 C150 D40 SRFN SIOS outnup ! prompt for system id to use
T6300 C6310 FNNVSE 0 0 ! "SIOS CLEAR ROUTINE ...

C6310 C150 D40 UNVN SIOS outnup ! users enters system id
T6110 C6320 VNNVUE 0 0 ! <system id>
T6035 C150 FNNVUE 0 0 ! <carriage return>

C6320 C150 D6140 SNFN SIOS outnup ! sios response to system id
T6140 C6330 FNNVSE 0 0 ! "WUFI FILE YOU WANT TO USE"

C6330 C150 D40 UNVN SIOS outnup ! user enters wufi fiLe
T6110 C6340 VNNVUE 0 0 ! <wufi file name>
T6035 C150 FNNVUE 0 0 ! <carriage return>

C6340 C150 D6340 SNFN SIOS outnup ! sios response to wufi fiLe
T6280 C6020 FNNVSE 0 0 ! "WUFI RECORDS WERE CLEARED"
T6340 C60ZO FNNVSE 0 0 ! "NO DATA TO CLEAR"

C6400 C150 D40 SRFN SIOS outnup ! prompt for system id
T6400 C6410 FNNVSE 0 0 ! "SIOS SEARCH ROUTINE ... "

C6410 C150 D40 UNVN SIOS outnup ! user enters system id
T6110 C6420 VNNVUE 0 0 ! <system id>
T6035 C150 FNNVUE 0 0 ! <carriage return>

C6420 C150 D6140 SNFN SIOS outnup ! slos response to system id
T6140 C6430 FNNVSE 0 0 ! "WUFI FILE YOU WANT TO USE"

C6430 C150 D40 UNVN SIOS outnup ! user enters wufi file
' T6110 C6440 VNNVUE 0 0 ! <wufi fiLe name>

T6035 C150 FNNVUE 0 0 <carriage return>

C6440 C150 D6140 SNVN SIOS outnup ! sios response to wufi file
T6440 C6450 VSNVSE 0 a ! "nnnnnn BLOCKS OF DATA"
T6441 C6020 FNNVSE 0 0 I "NO RECORDS FOUND"
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C6450 C150 D40 SNVN SIOS outnup ! number of records invoLved
T6170 C6020 VSNVSE 0 0 ! "nnnnnn RECORDS"

C7000 C150 D7000 SRVA LIST outnup ! List output
T7000 C150 VSNVSE 0 0 ! "ready"
T7001 C150 FNNVSE 0 0 !<CR><NL>iLLegaL character
T7002 C150 FNNVSE 0 0 !<CR><NLX52>CURRENT FILE NOT DEFINED <
T150 C160 VSNVSE 0 0 !<CR><NL>SYSTEM ? (preceded by anything

C9000 C150 D20 SNFA WWDMS outnup !<pop>WWDMS entry point
T2110 C9010 FNNVSE 0 0 !<aLL>OLD OR NEW-

C9010 C150 D40 UNFN WWDMS outnup !user resp to oLd/new
T2100 C150 FNNVUE 0 0 !<c9000><CR>
12130 C9020 FNNVUE 0 0 !<aLL>new<CR>
12140 C9020 FNNVUE 0 0 !<aLL>n<CR>

C9020 C150 09020 SNFN WWDMS outnup !<aLL>system is ready
T2190 C9030 FNNVSE 0 0 !<aLL>READY

C9030 C150 09030 SNVN WWDMS outnup !WWDMS prompt
T9030 C9040 FNNVSE 0 0 !<c9020 c9210><CR><NL>*
T9030 C9040 VSNVSE 0 0 !<c9160(pop)>prompt preceded by error

C9040 C150 D40 UNFN WWDMS outnup !run commands
T9040 C9050 FNNVUE 0 a !<c9030(t93OF>>run mc76/exercise/equip
T9050 C9050 FNNVUE 0 0 !<c9030(t9U3OF)>runs mc76/exercise/equi
T9060 C9050 FNNVUE 0 0 !<c9030(t903OF)>runj mc76/exercise/equi
T9070 C9550 FNNVUE 0 0 !<c903O(t903OF)>run mc76/exercise/rptmo
T9075 C9550 FNNVUE 0 0 !<c903O(t903OF)>runs mc76/exercise/rptm
T9080 C9550 FNNVUE 0 0 !<c9030(t903OF)>runj mc76/exercise/rptm
T9090 C9300 FNNVUE 0 0 !<c9030(t903OF)>run mc76/exercise/accim
T9100 C9300 FNNVUE 0 0 !<c9210(t903OV)>runs mc76/exercise/acci
T9110 C9300 FNNVUE 0 0 !<c9210(t903OV)>runj mc76/exercise/acci
T9120 C9300 FNNVUE 0 0 !<c9170(t9030V)>run mc76/exercise/info
T9130 C9300 FNNVUE 0 0 !<c9210(t9030V)>runs mc76/exercise/info
T9140 C9300 FNNVUE 0 0 !<c9160(t9030F)>runj mc76/exercise/info
T9150 C9300 FNNVUE 0 0 !<c9160(t9030F)>run mc76/exercise/stren
T9160 C9300 FNNVUE 0 0 !runs mc76/exercise/strength
T9170 C9300 FNNVUE 0 0 !<c903u(t903F)>runj mc6/exercise/stre
T9180 C9300 FNNVUE 0 0 !run mc6/exercise/ready
T9190 C9300 FNNVUE 0 0 !runs mc76/exercise/ready
T9200 C9300 FNNVUE 0 0 !<c9030(t903OF)>runj mc76/exercise/read
T9210 C9300 FNNVUE 0 U !run mc76/exercise/pomcus
T9220 C9300 FNNVUE 0 0 !runs mc76/exercise/pomcus

T9230 C9300 FNNVUE 0 0 !<c9030(t903OF)>runj mc76/exercise/pomc
T9240 C9550 FNNVUE 0 0 !run mc76/exercise/deptoyrp
T9250 C9550 FNNVUE 0 0 !runs mc76/exercise/depLoyrp
T9260 C9550 FNNVUE 0 0 !runj mc76/exercise/depLoyrp
T9270 C9300 FNNVUE 0 0 !run mc76/exercise/dpLoyhpa
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T9280 C9300 FNNVUE 0 0 !runs mc76/exercise/dptoyhpa
T9290 C9300 FNNVUE 0 0 !runs mc76/exercise/dpLoyhpa
T9300 C9300 FNNVUE 0 0 !run mc76/exercise/cinc
T9310 C9300 FNNVUE 0 0 !runs mc76/exercise/cinc
T9320 C9300 FNNVUE 0 0 !<c9030(t9O3F)>runj *cl6lexerciselcinc
T9330 C9550 FNNVUE U 0 !run c76/exercise/exdepxoy
T9340 C9550 FNNVUE 0 0 !runs mc76/exercise/exdepLoy
T9350 C9550 FNNVUE 0 0 !runj mc76/exercise/exdepLoy
T9360 C9300 FNNVUE 0 0 !run mc76/exercise/trans
T9370 C9300 FNNVUE 0 0 !runs mc76/exercise/trans
T9380 C9300 FNNVUE 0 0 !<c9030(t9O3OF)>runj mc76/exercise/tran
T9390 C9550 FNNVUE 0 0 !<c9030(t903OF)>run mc761exercise/rptor
T9400 C9550 FNNVUE 0 0 !runs mc76/exercise/rptor
T9410 C9550 FNNVUE 0 0 !runj mc76/exerclse/rptor
T9420 C9300 FNNVUE 0 0 !run mc76/exercise/mbcoistL
T9430 C9300 FNNVUE 0 0 !runs mc76/exercise/mbcoistL
T9440 C9300 FNNVUE 0 0 !<c9030(t9O3OF)>runj mc76/exercise/mbco
T3030 C990 FNNVUE 0 0 !<c9030>bye
T2520 C150 FNNVUE 0 0 !<c9030(t9O3OF)>done<CR>
T2100 C9030 FNNVUE 0 0 !<CR>

C9050 C9030 D9040 SNFN WWDMS outnup !compiLer pass 1
T9500 C9051 FNNVSE 0 0 !<c9040(t9040 t9060)><CR><NL>

C9051 C9030 D560 SNFN WWDMS outnup !compiLer pass 2
T9501 C9052 FSNVSE 0 1 !<aLL>.<CR><NL>

C9052 C9030 D9045 SNFN WWDMS outnup !lst question for EQUIP
T9520 C9070 FNNVSE 0 0 !<aLL>ENTER REQUIRED PARAMETER FOR 'OMN

C9070 C9330 D40 UNVN WWDMS outnup !user enters cat fiLe
T2100 C9080 VSNVUE 0 0 !<aLL>omni/<userid-prefix>/<fiLename>

C9080 C9030 09060 SNVN WWDMS outnup !query for fLdname
T9530 C9090 FNNVSE 0 0 !<aLL>ENTER FLDNAME = LITERAL
T9530 C9090 VSNVSE 0 0 !ENTER FLDNAME - LITERAL
T9030 C9040 FNNVSE 0 0 !<CR><NL>*
T9U30 C9040 VSNVSE 0 0 !prompt preceded by error

C9090 C9030 D40 UNVN WWDMS outnup !user enters fieLdname
12100 C9100 VSNVUE 0 0 !<aLL>fietdname = "LiteraL"

C9100 C9030 09060 SNVN WWDMS outnup !query for sort-keyl
T9540 C9110 FNNVSE 0 0 !<c9090>ENTER SORT-KEY1
T9540 C9110 VSNVSE 0 0 !ENTER SORT-KEY1
T9030 C9040 FNNVSE 0 0 !<CR><NL>*
T9030 C9040 VSNVSE 0 0 !prompt preceded by error

C9110 C9030 D40 UNVN WWDMS outnup !user enters sort-keyl
T2100 C9120 VSNVUE 0 0 !<aLL>sort-key1
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C9120 C9030 09060 SNVN WUOMS outnup !query for sort-key2
T9550 C9130 FNNVSE 0 0 !<c9110>ENTER SORT-KEY2
T9550 C9130 VSNVSE 0 0 !ENTER SORT-KEY2
T9030 C9040 FNNVSE 0 0 !<CR><NL>*
T9030 C9040 VSNVSE 0 0 !prompt preceded by error

C9130 C9030 D40 UNVN WWDMS outnup !user enters Last arg
T9325 C9140 VNNVUE 0 0 !<c9120(t9550F) c9390(t9600F t9600V)>La

C9140 C9030 09060 SNVN WWDMS outnup !query for output file
T9560 C9150 FNNVSE 0 0 !<aLL>ENTER OUTPUT FILENAME
T9560 C9150 VSNVSE 0 0 !<aLL>ENTER OUTPUT FILENAME
T9030 C9040 FNNVSE 0 0 !<CR><NL>*
T9030 C9040 VSNVSE 0 0 !prompt preceded by error

C9150 C9030 040 UNVN WWDMS outnup !user enters fiLename
T9325 C9160 VNFVUE 0 0 vumcl !<c9140><fiLename>

C9160 C9160 D9050 SNVN UWDMS !compiler pass 3
T9500 C9170 FNNVSE 0 0 !<aLL><CR><NL>
T9030 C9040 FNNVSE 0 0 !<aLLXCR><NL>*
T9030 C9040 VSNVSE 0 0 !prompt preceded by error

C9170 C9170 D9070 SNVN WWDMS !run-id
T9501 C9170 FSNVSE 0 1 !<c9160(t9500F)>.<CR><NL>
T9700 C9180 FNNVSE 0 0 !<C9170(t9501)>RUN-ID?
T9030 C9040 FNNVSE 0 0 !<CR><NL>*
T9030 C9040 VSNVSE 0 0 !<c9170(t2100)>prompt preceded by error
T2050 C9170 FNNVSE 0 0 !<c9160(t9500F)>CR<NL>
T9325 C9170 VNNVSE 0 0 !<c9170(t2050)>errors

C9180 C9030 D40 UNVN WWOMS outnup !user enters run-id
T9325 C9190 VNNVUE 0 0 !<aLL><run-id>

C9190 C9030 09080 SNVN WWDMS outnup !ident?
T9710 C9200 FNNVSE 0 0 !<aLL>S IDENT?
T9750 C9170 FNNVSE 0 0 !<CR><NL>MUST BE 12 CHARACTERS OR LESS
T2100 C9030 VNNVSE 0 0 !(anything eLse)

C9200 C9030 040 UNVN WWDMS outnup !user enters ident
T100 C9210 VSNVUE 0 0 !<aLLXident>

C9210 C9211 09120 SNVN WWDMS !end of status
T9030 C9040 FNNVSE 0 0 !<CR><NL>*
T9030 C9040 VSNVSE 0 0 !<c9200 c9210(t10290)><CRXNL>* precede
T1OZ1O C9210 VSNVSE 0 0 !<c9200>(ab)normaL termination |
T10290 C9210 VSNVSE 0 0 !<c9200>NOT IN SYSTEM
T10300 C9030 VSNVSE 0 0 !<c9200>INVOKE JOUT MANUALLY •
T9800 C9230 VSNVSE 0 0 !<c9210(tlOZlO)>JOUT INVOKED FOR SNUMB. *-.

T2100 C9210 FNNVSE 0 0 ! <carriage return> (only)
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T9325 C9210 VNNVSE 0 0 ! anything eLse

C9211 C911 D9061 SNVN WWDMS outnup !<break> during output
T9030 C9040 FNNVSE 0 0 !<CR><NL*
T9030 C9040 VSNVSE 0 0 !<CR><NL>* preceded by error
T9755 C9212 FNNVSE 0 0 !LOOK, MORE, DELE, ABRT, OR QUIT?

C9212 C9211 040 UNVN WWDMS outnup !user response
T9760 C9210 FNNVUE 0 0 !Look
T9761 C9213 FNNVUE 0 0 !more
T9762 C9215 VSNVUE 0 0 !deLe(te)
T9763 C9Z18 FNNVUE 0 0 !abrt
T9764 C9210 FNNVUE 0 0 !quit
T2100 C9210 FNNVUE 0 0 !<CR>

C9213 C9211 09097 SNFN WWDMS outnup !asks for snumbs
T9756 C9214 FNNVSE 0 0 !SNUMB(S)-

C9214 C9211 040 UNVN WWDMS outnup !user inputs snumbs
T2100 C9210 VSNVUE 0 0 !numbers or <CR>

C9215 C9211 D581 SNFN WWDMS outnup !asks for snumbs
. T9757 C9216 FNNVSE 0 0 !SNUMB?

C9216 C9211 040 UNVN WWDMS outnup !user inputs snumb
T2100 C9211 FNNVUE 0 0 !<CR>
12100 C9217 VSNVUE 0 0 !number

C9217 C9211 D9063 SNFN UWOMS outnup !bad snumb
T9758 C9215 FNNVSE 0 0 !SNUMB NOT IN TABLE
T2100 C9211 VNNVSE 0 0 !errors?

C9218 C9211 D9064 SNFN WWDMS outnup !asks for snumb
T9759 C9219 FNNVSE 0 0 !snumb?

C9219 C9211 040 UNVN WWDMS outnup !user inputs snumb
T2100 C9220 VSNVUE 0 0 !number or <CR>

C9220 C9211 09065 SNFN WWDMS outnup !bad snumb
T9754 C9211 FNNVSE 0 0 !SNUMB NOT IN SYSTEM
T2100 C9211 VNNVSE 0 0 !errors?

C9230 C9231 09100 SNVN WWDMS outnup !asks for print func
T10270 C9030 VSNVSE 0 0 !output not found
T10280 C9030 VSNVSE 0 0 !output busyT9801 C9240 FNNVSE 0 0 !<c9210(t9800)>function?
T9030 C9040 FNNVSE U 0 !<CR><NL>*

C9231 C9231 09096 SNVN WWDMS outnup !user must reLease, etc.
T9030 C9040 FNNVSE 0 0 !<CR><NL>*
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T9030 C9040 VSNVSE 0 0 !<CR><NL>* preceded by data/error
T9780 C9270 FNNVSE 0 0 !pLease direct, reLease, or hoLd before

C9240 C9231 D40 UNFN WWDMS outnup !user inputs print
T9802 C9250 FNNVUE 0 0 !print SS
T9803 C9250 FNNVUE 0 0 !prin SS
T10230 C9250 FNNVUE 0 13 !<aLL>print 74
T10240 C9250 FNNVUE 0 0 !prin 74

C9250 C9231 D9095 SRVN WWDMS outnup !end of print
T10170 C9260 VSNVSE 0 0 !end of $$
T10250 C9260 VSNVSE 0 0 !end of 74
T10260 C9230 FSNVSE 2 13 !74 not found

C9260 C9231 09064 SNFN WWDMS outnup !second function
T9801 C9270 FNNVSE 0 0 !function?

C9270 C9231 040 UNYN WWDMS outnup !second func choices
T10180 C9030 FNNVUE 0 0 !hotd
T10190 C9030 VSNVUE 0 0 !reLe
T10200 C9030 FNNVUE 0 0 !direct ac
T10205 C9030 FNNVUE 0 0 Wdrect onL

C9300 C9030 D9040 SNFN WWDMS outnup !compiLer pass 1
T9500 C9301 FNNVSE 0 0 !<c9040(t9110 t9140 t9440 t9200 t9230 t

C9301 C9030 0560 SNFN WWDMqS outnup !compiLer pass 2
T9501 C9302 FSNVSE 0 1 !<aLL>.<CR><NL>

C9302 C9030 09045 SNFN WWDMS outnup !1st question for ACCIMOB INFO
T9520 C9320 FNNVSE 0 0 !(aLL>ENTER REQUIRED PARAMETER FOR 'OMN

C9320 C9030 D40 UNVN WWDMS outnup !user enters cat fite
T9325 C9330 VNNVUE 0 0 !<aLL>omni/<userid-prefix>/<fiLename>

C9330 C9030 D9060 SNVN WWDMS outnup !query for ftdname
T9530 C9340 FNNVSE 0 0 !<aLL>ENTER FLDNAME aLITERAL
T9530 C9340 VSNVSE U 0 !ENTER FLDNAME = LITERAL
T9531 C9340 FN4NVSE 0 0 !<aLL>ENTER FIELDNA14E 2 LITERAL
T9531 C9340 VSNVSE 0 0 !<aLL>ENTER FIELDNANE z LITERAL
T9030 C9040 FNNVSE 0 0 !<CR><NL>*
T9030 C9040 VSNVSE 0 0 !<CR><NL>* preceded by error

C9340 C9030 D40 UNVN WWDMS outnup !user enters fieidname
T9325 C9350 VNNVUE 0 0 !<aLL>fleLdname z "LiteraL"

C9350 C9030 D9060 SNVN WWMS outnup !query for sort-fietdi
T9580 C9360 FNNVSE 0 0 !<aLL>ENTER SORT-FLD1
T9580 C9360 VSNVSE 0 0 !<c9340>ENTER SORT-FLDl
T9030 C9040 FNNVSE 0 0 !C>N>

A- 42



T9030 C9040 VSNVSE 0 0 !<CR><NL>* preceded by error

C9360 C9030 D40 UNVN WWDMS outnup !user enters sort-fieLd1
T9325 C9370 VNNVUE 0 0 !<aLL>sort-fieLdl

C9370 C9030 09060 SNVN WWDMS outnup !query for sort-fieLd2
T9590 C9380 FNNVSE 0 0 !<aLL>ENTER SORT-FLD2
T9590 C9380 VSNVSE 0 0 !<aLL>ENTER SORT-FLD2
T9030 C9040 FNNVSE 0 0 !<CR><NL>*
T9030 C9040 VSNVSE 0 0 !<CR><NL>* preceded by error

C9380 C9030 D40 UNVN WWDMS outnup !user enters sort-fieLdZ
T9325 C9390 VNNVUE 0 0 !<aLL>sort-fieLd2

C9390 C9030 09060 SNVN WWDMS outnup !sort-fieLd3 query
T9600 C9130 FNNVSE 0 0 !<aLL>ENTER SORT-FLD3
T9600 C9130 VSNVSE 0 0 !<aLL>ENTER SORT-FLD3
T9030 C9040 FNNVSE 0 0 !<CR><NL>*
T9030 C9040 VSNVSE 0 0 !<CR><NL>* preceded by error

C9550 C9030 D9040 SNFN WWDMS outnup !compiLer pass 1
T9500 C9551 FNNVSE 0 0 !<CR><NL>

C9551 C9030 D560 SNFN WWDMS outnup !compiLer pass 2
T9501 C9552 FSNVSE 0 1 !.<CR><NL>

C9552 C9030 D9045 SNFN WWDMS outnup !lst question for RPTMOBDEPLOY
T9570 C9570 FNNVSE 0 0 !ENTER PARAM FOR ISBRPT'

C9570 C9030 D40 UNVN WWDMS outnup !user enters sbrpt
T2100 C9580 VSNVUE 0 0 !<aLt>"w..."

C9580 C9030 D9060 SNVN WWDMS outnup !query for cat fiLe
T9521 C9590 FNNVSE 0 0 !<aLL>ENTER PARAM FOR OMNI CATFILE
T9521 C9590 VSNVSE 0 0 !ENTER PARAM FOR OMNI CATFILE
T9030 C9040 FNNVSE 0 0 !<CR><NL>*
T9030 C9040 VSNVSE 0 0 !<CR><NL>* preceded by error

C9590 C9030 D40 UNVN WWDMS outnup !user enters catfiLe name
T2100 C9350 VSNVUE 0 0 !<aLL>omni/<userid-prefix>/<fiLename>

C11000 C999 011000 SNVN TLCF outnup ! announce teLeconferencing
T11000 Cl1010 VSNVSE 0 0 ! "TELECONFERENCING AT ...
Tl1001 C280 FNNVSE 0 0 ! "ILLEGAL CLASSIFICATION CODE"

Cl1010 Cl1010 D11010 SNFN TLCF outnup ! prompt user for conf action
T11010 Cl1020 FSNVSE 122 31 ! "USER ASSISTANCE IS AVAILABLE ...

C110ZO Cl1010 D40 UNFN TLCF outnup ! user enters conf action
Tl1020 C11030 FNNVUE 0 U J i(oin)
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T11021 C11030 FNNVUE 0 0 ! jo(in)
T11022 C11030 FNNVUE 0 0 ! joi(n)
T11023 C11030 FNNVUE 0 0 ! join

C11030 Cl1010 D11030 SNFN TLCF outnup ! prompt user for conf name
T11030 C11040 FNNVSE 0 0 ! "NAME OF CONFERENCE YOU WISH TO JOIN?
T11031 C999 VSFVSE 0 0 exit ! "LINE TERMINATED" (bad conf n

C11040 Cl1010 040 UNFN TLCF outnup user enters conf name
T11040 C11050 VNNVUE 0 0 ! <conference name>

Cl1050 C11030 D11050 SNFN TLCF outnup ! prompt user for name
Tl1050 C11060 FNNVSE 0 0 ! "PARTICIPANT'S NAME? "
T11051 C11030 FNNVSE 0 0 ! "SORRY, THAT CONFERENCE IS NOT IN SES

C11060 Cl1010 D40 UNVN TLCF outnup ! user enters name
T11040 C11070 VNNVUE 0 0 ! <name>

C11070 C11050 D11070 SNFN TLCF outnup ! prompt user for password
T11070 C11080 FNNVSE 0 0 ! "PARTICIPANT'S PASSWORD ...
T11071 C11050 FNNVSE 0 0 ! "SORRY, NAME GIVEN NOT RECOGNIZED"
T11072 C"9 FNNVSE 0 0 ! "ACCESS DENIED"

C11080 Cl1010 D40 UNVN TLCF outnup ! user enters password
T11040 C11090 VNNVUE 0 0 ! <participant password>

C11090 C11070 D11090 SNFN TLCF outnup ! prompt user for host name
T11090 C11100 FNNVSE 0 0 ! "THE FOLLOWING QUESTIONS CONCERN
T11091 C11140 FNNVSE 0 0 ! "ACCESS GRANTED"
T11072 C9" FNNVSE 0 0 ! "ACCESS DENIED"
T11070 C11080 FNNVSE 0 0 ! "PARTICIPANTS PASSWORD ...

C11100 Cl1010 D40 UNVN TLCF outnup ! user enters host name
T11040 Cl1110 VNNVUE 0 0 ! <host name>

Cl1110 C11090 011110 SNFN TLCF outnup ! prompt user for ident
Tl1110 C11120 FNNVSE 0 0 ! "ENTER YOUR ACCOUNT NUMBER,
T11111 C11120 FNNVSE 0 0 ! "ENTER YOUR ACCOUNT NUMBER, ...
T12271 C11090 FNNVSE 0 0 !INVALID HOST NAME<SP><SP><SP>

Cl1120 Cl1010 040 UNVN TLCF outnup ! user enters ident
T111ZO C11130 VSNVUE 0 0 ! <ident>

C11130 Cl1010 D11130 SNFN TLCF outnup ! outcome of join
T11091 C11140 FNNVSE 0 0 ! "ACCESS GRANTED"

C11140 Cl1010 D11140 SNVN TLCF outnup ! conf security cLassification
T11140 C11150 VSNVSE 0 0 ! "CONFERENCE SECURITY CLASSIFICATION .

C11150 Cl1010 D11140 SNVN TLCF outnup ! message announcement status
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Tl1150 C11160 FNNVSE 0 0 ! "THERE ARE NO ANNOUNCMENTS AT THIS TI
Tl1151 C11160 VSNVSE 0 J ! "ANNOUNCEMENT MESSAGE NUMBERS ARE ...

C11160 C11010 D11140 SNVN TLCF outnup ! current message status
T11160 C11170 VSNVSE 0 0 ! "LATEST MESSAGE NUMBER IS n"

C11170 C11010 D11140 SNVN TLCF outnup ! previous message status
T11170 C11180 VSNVSE 0 0 ! "LAST MESSAGE SEEN WAS NUMBER n"

C11180 C12000 D11180 SNVN TLCF outnup ! Listen mode entered initiaLLy
T11180 C11510 VSNVSE 0 0 ! "LISTEN MODE ENTERED IN ...

C11500 C12000 D11180 SNVN TLCF outnup ! Listen mode entered subsequen
T11500 C11510 VSNVSE 0 0 ! "LISTEN MODE ENTERED IN ...

C11510 C12000 D11510 BRVN TLCF ! Listen mode poLLing
T11510 C11510 VSNVSE 0 0 !<NP>
T11190 C11510 VSNVSE 0 0 !<dtg> <name> HAS JOINED THE CONFERENCE
T11191 C11510 VSNVSE 0 0 !<dtg> <name> HAS LEFT THE CONFERENCE<S
T11040 C11510 VNNVUE 0 0 ! (any user input is accepted and ignor

C12000 C12000 D12000 SNVN TLCF outnup ! command mode entered
T12000 C12010 FNNVSE 0 0 ! "COMMAND ?"
T12001 C12010 FNNVSE 0 0 ! "COMMAND ?" (preceded by form feed)
T12000 C12010 VSNVSE 0 0 ! "COMMAND ?" (preceded by message)

C12010 C12000 D40 UNVN TLCF outnup ! user enters command
T12022 C12500 VSNVUE 0 0 ! desc(ribe)
T12012 C12100 VSNVUE 0 0 ! defi(nition)
T12010 C12040 VSNVUE 0 0 ! buLL(etin)
T12011 C12060 VSNVUE 0 0 ! comm(unication)
T12013 C12200 VSNVUE 0 0 ! fLoo(r)
T12014 C12240 VSNVUE 0 0 ! give(up)
T12015 C11500 VSNVUE 0 0 ! List(en)
T12016 C12250 VSNVUE 0 0 ! prin(t)
T12017 C12350 VSNVUE 0 0 I quit
T12018 C12360 VSNVUE 0 0 ! revi(ew)
T12019. C12450 VSNVUE 0 0 ! stat(us)
T12020 C13000 VSNVUE 0 0 ! taLk
T12021 C12470 VSNVUE 0 0 ! ?

C12040 C12000 012040 SNFN TLCF outnup ! buLLetin verb
T12040 C12000 FSNVSE 0 21 ! "NO MESSAGES WAITING"
T12041 C12050 FNNVSE 0 0 ! "MESSAGE NUMBER"

C12050 C12000 D12050 SRVN TLCF outnup ! buLLetin message
T11600 C12050 VSNVSE 0 0 !<CR><NL><NP>
T12050 C12010 VSNVSE 0 0 1 "COMMAND ?"

C12060 C12000 D12060 SNFN TLCF outnup ! communication

A- 45



T12060 C12070 FSNVSE 0 92 ! "ENTER ONE LINE PER PROMPT (-) ...

T12061 C12000 FSNVSE 0 34 ! "INVALID COMMUNICATION ARGUMENT"

C12070 C12000 D12070 SNVN TLCF outnup ! comm input prompt
T12070 C12080 FSNVSE 0 3 ! "o-"o

T12071 C12000 FSNVSE 0 22 ! "COMMUNICATION SENT"
T12072 C12000 FSNVSE 0 34 ! "COMMUNICATION REQUEST IGNORED"
T12O00 C12010 VSNVSE 0 0 ! "COMMAND ?" (preceded by msg)

C12080 CLUO00 D40 UNFN TLCF outnup ! user comm input
T11040 C12070 VNNVUE 0 0 ! (any user input)

C12100 C12000 D12100 SRVN TLCF outnup ! definition output
T12100 C12010 FNNVSE 0 0 ! "FLOOR RECORDING IS OFF"
T12101 C12010 FNNVSE 0 0 ! "FLOOR RECORDING IS ON"
T12102 C12010 FNNVSE 0 0 ! "CONFERENCE IS OPEN TO JOINING ...
T12103 C12010 FNNVSE 0 0 ! "CONFERENCE IS CLOSED TO JOINING
T12104 C12010 FNNVSE 0 0 ! "OPTION RESTRICTED TO INITIATING
T12105 C12010 FNNVSE 0 0 ! "OPTION RESTRICTIED TO CURRENT ...
T12106 C12010 FNNVSE 0 0 ! "NO ALTERNATES HAVE BEEN ASSIGNED"
T12107 C12110 VSNVSE 0 0 " ... CHANGE?"
T12108 C12100 VSNVSE 0 0 ! " ... FILE INSERT LIMIT IS- "
T12000 C12010 VSNVSE 0 0 ! "COMMAND ?" (preceded by anything)

C12110 C12000 D40 UNVN TLCF outnup ! user responds to definition p
, Tl1040 C12120 VNNVUE 0 0 ! user response

C12120 C12000 D12120 SNVN TLCF outnup ! system response to user input
T12000 C1iO10 FNNVSE 0 0 ! "COMMAND ?" (onLy)
T12120 C12110 FSNVSE 0 12 ! "HOST?"
T12121 C12110 FSNVSE 0 11 ! "SIDENT?"
T12122 C12110 FSNVSE 0 54 ! "NEW IDENT CARD NOT VALID AT THIS ...
T12000 C12010 VSNVSE 0 0 ! "COMMAND ?" (preceded by anything)

C12200 C12000 D12200 SNVN TLCF outnup ! floor response
, T12200 C12210 FSNVSE 0 53 ! "ENTER ONE LINE OF TEXT ...

T12201 C12000 FSNVSE 0 54 ! "CHAIRMAN NOT PRESENT ..
T12202 C12000 FSNVSE 0 30 ! "FLOOR INVALID COMMAND"
T12203 C12010 VSNVSE 0 0 ! "INVALID FLOOR COMMAND
T12000 C12010 VSNVSE 0 0 ! "COMMAND ?" (preceded by anything)

C12210 C12000 D12210 SNFN TLCF outnup ! floor prompt for input
T12210 C12220 FSNVSE 0 62 ! "(ENTER BREAK STATUS OR NULL

C12220 C12000 D40 UNVN TLCF outnup ! floor request input
T11040 C12230 VNNVUE 0 0 ! <Line of input to accompany floor req

C12230 C12000 D12230 SNFN TLCF outnup ! floor request acknowledged
T12230 C12000 FSNVSE 0 64 ! "CHAIRMAN'S APPROVAL
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C12240 C12000 D12240 SNFN TLCF outnup ! giveup response
T12240 C12000 FSNVSE 0 30 ! "COMMAND VALID FOR FLOOR ONLY"

C12250 C12000 D12250 SNVN TLCF outnup ! print response
T12250 C12000 FSNVSE 0 38 ! "PRINT REQUEST INCOMPLETE OR INVALID"
T12251 C12000 FSNVSE 0 26 ! "MESSAGE NUMBER TOO HIGH"

, T12252 C12260 VSNVSE 0 0 ! " ... CHANGE?"
T12000 C12010 VSNVSE 0 0 ! "COMMAND ?" (preceded by anything)

C12260 C12000 D40 UNVN TLCF outnup ! user enters info to prompt
T11040 C12270 VNNVUE 0 0 ! (any user input)

. C12270 C12000 D12270 SNVN TLCF outnup ! print request prompts
T12270 C12260 FSNVSE 0 46 ! "ENTER HOST NAME FOR DELIVERY
T12271 C12270 FSNVSE 0 22 ! "INVALID HOST NAME"
T12272 C12260 VSNVSE 0 0 " ... CHANGE? "
T12273 C12260 FSNVSE 0 52 ! "ENTER YOUR ACCOUNT NUMBER, NAME ...
T12274 C12260 FSNVSE 0 80 "IDENT INFORMATION NOT VALID ... "
T12000 C12010 VSNVSE 0 0 ' "COMMAND ?" (preceded by anything)

C12350 C12000 D12350 SNFN TLCF outnup ! quit
T12350 C999 FSNVSE 0 18 ' "QUIT SUCCESSFUL"

C12360 C12000 D12360 SNFN TLCF outnup ! review
T12360 C12000 FSNVSE 0 24 ! "INVALID REVIEW REQUEST"
T11600 C12050 FNNVSE 0 0 !<CR><NLXNP>

C12450 C12000 D12450 SRVN TLCF outnup ! status
T12050 C12010 VSNVSE 0 0 ! "COMMAND ?"

C12470 C12000 D12450 SRFN TLCF outnup ! ? output
T12470 C12010 FSNVSE 809 9 ! "THIS TERMINAL IS CURRENTLY

C12500 C12000 D12500 SNFN TLCF outnup ! determine describe output
T12500 C12600 FSNVSE 5 14 ! ">>>ADD<<<"
T12501 C12610 FSNVSr 5 14 ! ">>>ADJOURN<<<"
T12502 C12620 FSNVSE 5 14 ! ">>>ANNOUNCE<<<"
T12503 C12630 FSNVSE 5 14 ! ">>>BULLETIN<<<"
T12504 C12640 FSNVSE 5 14 ! ">>>CHAIR TO<<<"
T12505 C12650 FSNVSE 5 14 ! ">>>COMMUNICATION<<<"
T12506 C12660 FSNVSE 5 14 ! ">>>DEFINITION<<<"
T12507 C12670 FSNVSE 5 14 ! ">>>DELETE<<<"
T12508 C12680 FSNVSE 5 14 ! ">>>DESCRIBE<<<"
T12509 C12690 FSNVSE 5 14 ! ">>>ERASE<<<"
T12510 C12700 FSNVSE 5 14 ! ">>>FLOOR<<<"
T12511 C12710 FSNVSE 5 14 ! ">>>FORMAT<<<"
T12512 C12720 FSNVSE 5 14 ! ">>>GIVEUP<<<"

N T12513 C12730 FSNVSE 5 14 ! ">>>INSERT<<"
T12514 C12740 FSNVSE 5 14 ! ">>>KEYWORD<<"
T12515 C12750 FSNVSE 5 14 ! ">>>LISTEN<<<"
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T12516 C12760 FSNVSE 5 14 ! ">>>PDAC<<<"
T12517 C12770 FSNVSE 5 14 ! ">>>PRINT<<<"
T12518 C12780 FSNVSE 5 14 !">>>QUIT<<<"
T12519 C12790 FSNVSE 5 14 ! ">>>REVIEW<<<"
T12520 C12800 FSNVSE 5 14 ! ">>>STATUS<<<#
T12521 C12810 FSNVSE 5 14 ! ">>>TALK<<<"
T12522 C12820 FSNVSE 5 14 ! ">>>TERMINATE<<<"
T12523 C12830 FSNVSE 5 14 ! ">>>?<<<"
T12524 C12470 FSNVSE 5 14 ! "INVALID DESCRIBE ARGUMENT PASSED"

C12600 C12000 D12450 SRFN TLCF outnup ! add text
T12600 C12010 FSNVSE 471 9 ! "THIS VERB'S USAGE IS RESTRICTED ...

C12610 C12000 D12450 SRFN TLCF outnup ! adjourn text
T12610 C12010 FSNVSE 454 9 ! "THIS VERB'S USAGE IS RESTRICTED

C12620 C12000 D12450 SRFN TLCF outnup ! announce text
T12620 C12010 FSNVSE 589 9 ! "THIS VERB'S USAGE IS RESTRICTED ...

C12630 C12000 D12450 SRFN TLCF outnup ! buLLetin text
T12630 C12010 FSNVSE 240 9 "THIS VERB ALLOWS AN INDIVIDUAL

C12640 C12000 D12450 SRFN TLCF outnup ! chair to text
T12640 C12010 FSNVSE 822 9 "THIS VERB'S USAGE IS RESTRICTED ...

C12650 C12000 D12450 SRFN TLCF outnup ! communication text
T12650 C12010 FSNVSE 918 9 ! "THIS VERB WILL ALLOW INFORMAL

C12660 C12000 D12450 SRFN TLCF outnup ! definition text
T12660 C12010 FSNVSE 2644 9 ! "THIS VERB DISPLAYS THE STATE

C12670 C12000 D12450 SRFN TLCF outnup ! deLete text
T12670 C12010 FSNVSE 360 9 ! "THIS COMMAND ALLOWS THE ...

C12680 C12000 D12450 SRFN TLCF outnup ! describe text
T12680 C12010 FSNVSE 572 9 ! "THIS VERB IS USED TO OBTAIN ...

C12690 C12000 D12450 SRFN TLCF outnup ! erase text
T12690 C12010 FSNVSE 289 9 ! "THIS COMMAND IS USED BY THE

C12700 C12000 D12450 SRFN TLCF outnup ! floor text
T12700 C12010 FSNVSE 1311 9 ' "THE PURPOSE OF THE FLOOR ...

* C12710 C12000 D12450 SRFN TLCF outnup ! format text
a,, T12710 C12010 FSNVSE 685 9 ! "THIS COMMAND IS USED BY THE

C12720 C12000 D12450 SRFN TLCF outnup ! giveup text
T12720 C12010 FSNVSE 181 9 ! "THIS VERB ALLOWS A PARTICIPANT ...

'4-"

C12730 C12000 D12450 SRFN TLCF outnup ! insert text
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T12730 C12010 FSNVSE 618 9 ! "THIS IS A CHAIRMAN ONLY VERB ...

C12740 C12000 012450 SRFN TLCF outnup ! keyword text
T12740 C12010 FSNVSE 528 9 ! "MESSAGES MAY BE ASSIGNED A ...

C12750 C12000 012450 SRFN TLCF outnup ! Listen text
T12750 C12010 FSNVSE 328 9 1 "TO RECEIVE CONFERENCE MESSAGES ...

C12760 C12000 012450 SRFN TLCF outnup ! pdac text
T12760 C12010 FSNVSE 561 9 ! "THIS VER8 OPENS A CONNECTION ...

C12770 C12000 D12450 SRFN TLCF outnup ! print text
T12770 C12010 FSNVSE 1868 9 ! "THIS VERB ALLOWS AN INDIVIDUAL ...

C12780 C12000 D12450 SRFN TLCF outnup ! quit text
T12780 C12010 FSNVSE 115 9 ! "THIS VERB DISCONNECTS A ...

C12790 C12000 D12450 SRFN TLCF outnup ! review text
T12790 C12010 FSNVSE 1265 9 ' "THIS VERB ALLOWS A SELECTIVE

C12800 C12000 012450 SRFN TLCF outnup ! status text
T12800 C12010 FSNVSE 294 9 ' "THIS VERB PRODUCES A REPORT ... "

C12810 C12000 D12450 SRFN TLCF outnup ! taLk text
T12810 C12010 FSNVSE 233 9 I "THIS VERB TRANSFERS A

C12820 C12000 D12450 SRFN TLCF outnup ! terminate text
T12820 C12010 FSNVSE 422 9 ! "THIS VERB'S USAGE IS RESTRICTED

C12830 C12000 012450 SRFN TLCF outnup ! ? text
T12830 C12010 FSNVSE 173 9 I "THE QUESTION MARK IS USED

C13000 C13500 013000 SNVN TLCF outnup ! taLk mode entered
T13000 C13010 VSNVSE U 0 ! "TALK MODE ENTERED IN

C13010 C13500 D13010 SNFN TLCF outnup ! taLk mode prompt
T13010 C13050 FSNVSE 0 3 ' ">" (taLk mode prompt)
T13011 C13050 FSNVSE 0 3 "-" (aLternate talk mode prompt)
T13012 C13020 FNNVSE 0 0 !<CR><NL>TO?
T13012 C13020 VSNVSE 0 0 !<CR><NL>TO?
T13013 C13020 FSNVSE U 7 ! "FROM?"
T13014 C13020 FSNVSE 0 10 ! "SUBJECT?"
T13015 C13020 FSNVSE 0 8 ! "CLASS?"
T13016 C13020 FSNVSE 0 7 !"INFO?"
T13017 C13020 FSNVSE 0 6 ! "REF?

C13020 C13500 D40 UNVN TLCF outnup ! user enters format info
T11040 C13030 VNNVUE 0 0 ! (anything is vaLid)

C13030 C13500 D13010 SNFN TLCF outnup ! compLete message formatting
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T1 3010 C13050 FSNVSE 0 3 ! >"(talk mode prompt)
T13011 C13020 FSNVSE 0 3 !- (msg format prompt)
T13012 C13020 FSNVSE 0 5 ! "lTO?"l
T13013 C13020 FSNVSE 0 7 ! "FROM?"
T13014 C13020 FSNVSE 0 10 ! "SUBJECT?"

AT13015 C13020 FSNVSE 0 8 ! "CLASS?"
T13016 C13020 FSNVSE 0 7 ! "INFO?"
T13017 C13020 FSNVSE 0 6 ! "RE F?"

C13050 C13500 040 UNVN TLCF outnup ! user enters taLk mode command
T13050 C13100 VSNVUE '0 0 ! Sdesc(ribe)
T13051 C12000 VSNVUE 0 0 ! Scomm(and)
T13052 C13300 VSNVUE 0 0 ! SdeLe(te)
Ti13053 C13320 VSNVUE 0 0 !Send
T12080 C13320 FNNVUE 0 0 !<carriage return> (same as Send)
T13054 C13340 VSNVUE 0 0 $ List
T13055 C13360 VSNVUE 0 0 !SseLe(ct)
T13056 C13380 VSNVUE 0 0 ! subj(ect)
Ti13057 C13410 VSNVUE 0 0 !Stalk
T13058 C13210 FNNVUE 0 0 ?
T11040 C13010 VNNVUE 0 0 !(anything else is part of a message)

C13100 C13500 D13100 SNFN TLCF outnup ! determine describe output
T13100 C13110 FSNVSE 5 14 !">>$DESCRIBE<<4T13101 C13120 FSNVSE 5 14 !">>COMMAND<(<<'4  T13102 C13130 FSNVSE 5 14 !">)>SDELETE<"
T13103 C13140 FSNVSE 5 14 !">>$END<<<"
T13104 C13150 FSNVSE 5 14 1>$IT<l
T13105 C13160 FSNVSE 5 14 !">>SELECT(<<'
T13106 C13170 FSNVSE 5 14 ! ll >SSUBJECT<<<l
T13107 C13180 FSNVSE 5 14 ! " >>>TALK<<"
T13108 C13190 FSNVSE 5 14 ! 89>> ? <<-
Ti13109 C13200 FSNVSE 5 14 ! ">>INSERT<<<"
T13099 C13210 FSNVSE 5 14 ! "INVALID DESCRIBE ARGUMENT PASSED"

C13110 C13500 D560 SRFN TLCF outnup ! Sdescribe text
T13110 C13010 FSNVSE 358 10 ! "THIS PARAMETER IS USED TO OBTAIN..

C13120 C13500 D560 SRFN TLCF outnup ! Scommand text
T13120 C13010 FSNVSE 159 17 ! "THIS PARAMETER WILL CAUSE A..

C13130 C13500 D560 SRFN TLCF outnup ! Sdelete text
T13130 C13010 FSNVSE 110 14 !"THIS PARAMETER WILL CAUSE THE..

C13140 C13500 D560 SRFN TLCF outnup ! Send text
T13140 C13010 FSNVSE 357 10 ! "THIS PARAMETER WILL CAUSE A

*C13150 C13500 D560 SRFN TLCF outnup ! SList text
*T13150 C13010 FSNVSE 214 10 !"SLIST AS THE FIRST CHARACTERS..
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C13160 C13500 D560 SRFN TLCF outnup ! SseLect text
T13160 C13010 FSNVSE 256 10 ! "THIS VERB ALLOWS A PARTICIPANT ...

C13170 C13500 D560 SRFN TLCF outnup ! $subject text
T13170 C13010 FSNVSE 300 20 ! "THIS VERB ALLOWS A PARTICIPANT ...

C13180 C13500 D560 SRFN TLCF outnup ! Stalk text
T13180 C13010 FSNVSE 233 7 ! "THIS PARAMETER WILL CAUSE A ...

C13190 C13500 D13190 SRFN TLCF outnup ! ? text
T13190 C13010 FSNVSE 143 15 ! "THE QUESTION MARK IS USED ...

C13200 C13500 D560 SRFN TLCF outnup ! Sinsert text
T13200 C13010 FSNVSE 636 27 ! "THIS PARAMETER ALLOWS PREVIOUSLY ...

C13210 C13500 D560 SRFN TLCF outnup ! ? or bad describe argument
T13210 C13010 FSNVSE 855 19 ! "THIS TERMINAL IS CURRENTLY ...

C13300 C13500 D13300 SNVN TLCF outnup ! SdeLete command
T13300 C13300 FNNVSE 0 0 !<CR><NL>MESSAGE DELETED BY PARTICIPANT
T13300 C13300 VSNVSE 0 0 !<CR)<NL>MESSAGE DELETED BY PARTICIPANT
T12000 C12010 FSNVSE 2 9 ! "COMMAND ?" (command mode entered)
T11500 C11510 VSNVSE 0 0 ! "LISTEN MODE ENTERED IN ...

a.

C13320 C13500 D13320 SNFN TLCF outnup ! Send command
T13320 C13330 FSNVSE 0 18 ! "MESSAGE ACCEPTED"

C13330 C13500 D13330 SRVN TLCF outnup ! Leave talk mode
T11500 C11510 VSNVSE 0 0 ! "LISTEN MODE ENTERED IN
T120U0 C12010 VSNVSE 0 0 ! "COMMAND ?"

C13340 C13500 D13340 SRVN TLCF outnup ! $List command
T13340 C13050 FSNVSE 2 24 ! "NO TEXT HAS BEEN ENTERED"
T13010 C13050 VSNVSE 0 0 ">" (talk mode prompt)

C13360 C13500 D13360 SNVN TLCF outnup ! SseLect command
T13360 C13010 FSNVSE 0 55 ! "... NO PARTICIPANT NAMES"
T13010 C13050 VSNVSE 0 0 ! ">" (talk mode prompt)
T13011 C13050 VSNVSE 0 0 "o-"o (alternate talk mode prompt)

C13380 C13500 D13000 SNFN TLCF outnup ! $subject command
T13380 C13020 FSNVSE 0 3 ! -"

T13381 C13050 FSNVSE 0 48 ! "INVALID SUBJECT REQUEST-..."

C13410 C13500 D13410 SNFN TLCF outnup ! Stalk command
T13320 C13420 FSNVSE 0 18 ! "MESSAGE ACCEPTED"
T13430 C13410 FNNVSE 0 0 !CONTINUING IN TALK MODE<SP>
T13010 C13050 FNNVSE 0 0 !<CR><NL>>
T13010 C13050 VSNVSE 0 0 !<CR><NL>> preceded by message
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C13420 C13500 D13420 SNVN TLCF outnup !message number assigned
T13420 C13430 VSNVSE 0 0 ! "MESSAGE NUMBER .

C13430 C13500 D13430 SNFN TLCF outnup ! return to taLk mode
T13430 C1301U FNNVSE 0 0 ! "CONTINUING IN TALK MODE"

C13500 C13500 D1 3300 SNVN TLCF outnup ! user entered a break
T13300 C13510 FNNVSE 0 0 !<CR><NLX4ESSAGE DELETED BY PARTICIPANT
T13300 C13510 VSNVSE 0 0 !<CR><NL>I4ESSAGE DELETED BY PARTICIPANT
T12000 C12010 FSNVSE 0 9 !"COMMAND ?" (command mode entered)
T11500 C11510 VSNVSE 0 0 !"LISTEN MODE ENTERED IN .

C13510 C13500 D40 UNVN TLCF outnup ! user enters carriage return
T11040 C11500 VNNVUE 0 0 !(anything)
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A.5.2 Source HaLting DeLimiter FiLe (IGHDEL)

Dl InLI'^

D30 I I-

D40 IcrI^^

D50 ZMAlcrl1
KEDlcrIl

D110 ?IcriInLI^-

D130 ?IcrIInLl^
code"

D150 ?^

code-

D501 ?

D502~ ?
ER S

D)503 6

D)504 L

D506 ylcrIInLl^-

D509 6.

D)510 ?
~1 CODE^^

9 1)5520 -

DY -

D)530 ?
DY'
FILE^^
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D539 ERS'
VED-^
T CHARACTER^
LONG^-
TION'

E SAVE-

D540 ?
DY'
ERS^
W-.

E SAVE-

D550 IcriInLI--

D560 IcrIlnLI-

D570 IcrIjnLIINVALID COMMAND AT THIS LEVEL
IcrI InLI^
TED

D)580 ?
ElcrIjnLjV
R IcrilnhLj
LEVEL
R FILE

D)581 ?

D598 R FILEa

Ea
R JcrJlntlI-

D599 ?a

D)611 -

D)990 InLIlnLV^

D)995 InLllnLI-'

0999 Intla
Icrl^
I I

D1000 ?
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D1030 II II

D1050 ?
INPUT CHARACTER^
*TOO LONG"

D1200 RWMlcrI'
STATED"

D1240 ?^
INPUT CHARACTER'
I TOO LONG'
E PERMISSION-

D1300 ?
EXI1ST^
FUL.^
INPUT CHARACTER^
*TOO LONG^

STATED-

D6000 EInLIlcrI^^

D6120 I IInLIlcrlV
EmiL IcrV-
YInLI IcrI-^

D6140 I linLilcrI-
Dm11 IcrI--

D6160 DInLIlcrI:.
Ilnhl IcrIl

D6260 1 11 11 linLIlcrI^-

D6340 I IjnLIjcrI-
RInLI IcrI--

D7000 ylcrIInLl-
cter'
NEDlcrI InLj
P1 ?..

D9020 Y-

D9030 IcrIInLI*- t

D9040 .

D9045 IcriInLIz-
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09050 a

09060 IcriInLI=^
Icri IntI*--

09061

D9063 ElcrIInLI'^

D9064 ?^^

D9065 TEMaa

D9070 IcrIInLI*a

IcrIlnLV-

D9080 ?a
LESS^a
icr] Icri InLj-

D9095 of 74'
Of Ss,
found'
Icri In~l-a

D9096 tlcrIinLI^

D9097 -

D9100

busy
founda-

D9120 IcrIinLl*^
icr] InLia
lbeLLI IbeLLI IbeLLI IbeLLI IbeLLI IbeLLI'
TEN
ALLY a

011000 1 IlcrIlnLjV
CODE a

011010 JOIN?-

D11030 JOIN?^
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D1 1050 NAME?-
SESSION"

D11070 ZMAlcrl^
NIZED^
DENIED -

D11090 COPY
I6RANTED
DENIED
ZMA Icrl'^

D11110 NAM4E
CARD
CARD- -

D11130

111140 CFRENCE

111810 IcrIInL -

CONFERENCE
1ffl.

D12000 COMMAND ?m^

D12040 WAITING^

MESSAGE NUMBER^

D12050 icrIjnLIjffI-
IcrIlnLV-
COMMAND ?-

D12060 AGE
ENT

D12070 -^

SENT
IGNORED
COMMAND ?

D12100 COMMAND?
CHANGE? tcrlInLl^
LIMIT IS- '
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D12120 ? Icrl InLl"

? lcrllnLl"
? lcrllnLl"
COMMAND ?"

D12200 MAND,

LEGE"

012210 )lcrjlnLlj

D12230 TIVITY"

012240 ONLY-

D12250 VALID * S,
HIGH -

CHANGE?^
COMMAND ?"

D12270 COPY "
NAME -

CHANGE? -

CARD lcrllnLVI
NOW'.

COMMAND ?-"

D12350 FUL ""

1)12360 EST 0
1ff l'

012450 InLl^

D12500 lcrllnLl"
<Icr lnLl'
PASSED-

D13000 lYYI"

D13010 >"

}.s

D13100 >IcrIInLlI

IcrllnLl-
PASSED-

D13190 IcrlInLl"
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UNCTION. -

013300 PANT

icrI InLV^
M4AND ?

D13320 TED

D13330 IyyI IcrIlnLj-
COMMAND

D13340 ENTERED^
Icri InLI>-
IcrIInLl-^
icrl I

D13360 NAMESIcrIInLl^
Icri InLI>^
Icri InLI-^-

013400 IcrIInLI-^^

D13410 IcrIIntI>'
140DE
ACCEPTED-

D13420 IcrIInLI--

013430 MODE -

013440 IcrIInLIlffl^^
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A.5.3 Source TetString File (GTXT

Long text string Lines have been "wrapped around" onto the next Line in

order to fit onto the page. This wrapping is indicated by the characters

"-"at the end of a Line.

Ti

T2 IcrIlnLI1316400jcrjjnLjV

TiO0 IcriInLIPROGRAM NAME -

120 tsslcrlV

T21 tLcf[crlI

T30 IcrIlnLITERMINAL

T40 IcrIInLjV

T50 USERIDSPASSWORD?IcrIIntI IcrilnI
*%&<%#>?*#S%#?AM*5*48#N&#I cri
TXOGWBr4WEPVRMCBQNKMGAKZMAI crl^

4T51 LOCKEDIcrl-

T60 I

T61 $

*T90 IcrIInLIIDENT?IcrIInLi-

T100 .

T110 IcrIlnLICLASSIFICATION OF YOUR OUTPUT?IcrIInLI^

Till IcrllnLlcLassificatlon of your output?IcriInLl^

T10 zzzlcrlV

* T121 uzzlcrV 4

T122 ufolcrV-

T123 czzlcrV-
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T124 szzlcrl-

T125 swplcrl-

T130 IcrIlnLICLASSIFICATION OF FILES YOU WILL CREATE?IcrIInLl^

T131 IcrllnLlcLassification of fiLes you wiLl create?IcrIInLl^

T132 I cr1Intl ILLEGAL CLASSIFICATIONCOE

PT133 JcrjjnLjiLLegaL cLassification code^

T150 IcrIlnLISYSTEM ?'

T151 InLIlcrIlcrIInLISYSTEM ?-

T160 accelcrlV

T161 acceslcrl-

T162 accesslcrl'

T163 List

T164 sioslcrV-

S'T165 tconlcrl-

T166 wwdmlcrlV

T167 wwdmslcrl-

T168 byelcrlV

T169 ListL

T170 ListlcrlV

*Ti7l ListLlcrI'

T172 wwcim nlcrl^

T173 wwdus nlcrl'

T174 wwdm new IcrlV

T175 wwdms newlcrV^

T991 Icriln~L LINE TERMINATED CP-
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T995 lcrIlnLl**on at

T1000 IcrIInLIInLI FUNCTION?

T1020 mflcrl"
T1021 fmlcrl'

T1022 donelcrl^

T1023 Iicr I

T1030 IcrllnLI CATALOG STRUCTURE TO WORKING LEVEL?IcrtlnLj "

T1040

T1050 IcrllnLI FILE TO BE MODIFIED?

T1051 IcrlInLIInLIERR-

T1060 /

T1070 IcrllnLI NEW NAME?

T1090 lcrllnLI NEW MAX SIZE IN LLINKS? . -

T1200 IcrllnLtNEW PASSWORD?IcrjInLI

ij%&<%#>?#@$%&# cr I
TXOGWBMWEPVRWM icr I

T1201 Icrl nLIInLIERR-MAX SIZE ILLEGALLY STATED-

T1220 IcrllnLl GENERAL PERMISSIONS?

T1230 readicrl •

T1231 rlcrl"

T1232 executelcrlV

T1233 elcr"-

T1234 writelcrl"

T1235 wlcrl^

'2 T1236 appendlcrV^

T1237 alcr"

5.x' -,.
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T1238 modifylcrl^

T1239 ,Icrl"

T1240 IcrlInLI SPECIFIC PERMISSIONS?

T1250 read/^

T1251 rW

T1252 write/^

T1253 w/^

T1254 append/^

T1255 a/^

T1256 execute/^

T1257 e/^

T1258 modify/^

T1259 m/^

T1300 IcrlInLIMORE? -

T1301 IcrlnLI SUCCESSFUL.'

T1302 Icr Intl InLIERR-PERMISSLONS ILLEGALLY STATED-

T1303 Icr nLI InLIREQUEST DENIED--

T1320 lcrIlnLllntl FILE TO BE MODIFIED? *

12000 lcrllnLITCON VERSION 6.3, JUNE 1976

T2001 lcrl nLIFUNCTIONAL AREA ? -

T2002 IcrlnLlTCON VERSION 6.3, JUNE 1976
IcriInLIFUNCTIONAL AREA ?

12020 IcrllnhlNO TEMPORARY FILE SPACE CODE^

T2030 fslcrl^

12040 demlcrl^

T2050 IcrIInLV

A -63



T2060 0

T2061 1 -

T2062 2

12063 3

T2064 4

T2065 5

12066 6

T2067 7 -

12068 8

12069 9

TeIO0 Icrl^

T2110 IcrIjnLIOLD OR NEW--

T2120 IcrIInLIFUNCTIONAL AREA BUSY -

T2130 newlcrl^

T2140 nlcrl

12160 o

12161 oL -

12162 oLd

12180 samelcr[V

T2181 slcrlI

12190 lcrI nLREADY^

T2195 -- NONEXISTENT'

T2196 ' DOES NOT EXIST-USE SAVE'

T2200 IcrIlnLIInLIIcrIInLITRANSACTION TYPE ?

12201 IcrlInLI TRANSACTION TYPE ? -
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T2202 IcrIInLITRANSACTION TYPE ?

T2205 IcrI IntlIntl IcriInLIINVALID TRANSACTION TYPE ON RETRIEVE
lcrllntIjcrIlnLIENTER TRANSACTION TYPE

T2210 lcrIlnLIYOJ PRESENTLY DO NOT HAVE A CURRENT FILE^

T2211 IcrIInLIFILE NAME?

T2220 INCORRECT CAT/FILE DESCRIPTION

T2221 lcrIjntljnLIERR-FILE NAME >8 CHARACTERS'

T2222 IcrllriLlERR-FILE NAME >8 CHARACTERS^

T2223 IS NOT A LEGAL INPUT CHARACTER^

T2224 IS AN ILLEGAL INPUT CHARACTER^

T2225 TOO LONG^

T2230 IcrjlnLI InLjjcrIjnLIINVALID TRANSACTION TYPE -RETYPE-

T2240 NOT IN CURR FILE^

T2250 IcrIlnLIILLEGAL PARAMETER

12260 FILE PRESENTLY BUSY'

T2270 IcriinLIDATA SAVED-^

T2280 IcrI InilIcrI Intldc3I IcrI IntlreadyicriInLV '

T2281 lcrIjnLlreadyjcrjlnLj-

T2290 alcrl^

T2300 a alcrl^

T2310 aallcrV'

T 2320 dlcrI^

T2330 elcrl^

T2340 hlcrV^

T2350 ilcrl^

T2360 klcrV^
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T2370 Icalicri a

T2380 Licrl^

T2390 *Icrl^

T2400 nicrl^

12410 plcrl^

12420 r-licrI'

T2430 r-21crl^

T2440 rlllcri^

T2450 rlZlcrI^

T2460 aa4lcrV'

T2470 ka2lcrl'

T2480 tlcrl'

T2490 vlcrI'

T2500 xicrI^

T2510 z aictia

T2512 jsblcrl'

T2514 j blcrl^

T2516 In alcrl^

T2518 In bicrI^

T2519 xxxlcrl'

T2520 donelcrl^

T2540 deLe'

12541 feed^

T2542 neOxt^

T2543 note'
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T2544 pass h

12545 rewi"

T2546 skip^

T2547 help^

12548 voca"

T2550 remove cLearfiLeslcrl^

T2555 remov cLearfiLeslcrl^

T2560 remo cLearfiLeslcrlV

T2580 rese^

12600 retr^

T2610 Listlcrl"

T2611 List

T2612 ListLlcrl^

T2613 Listt ^

T263U resavelcrl^

T2631 resalcrl"

T2632 resave

12633 resa ^

T2640 oLdlcrlI

T2645 olcrl"

12890 tnlcrl^

12891 tn^

T2910 V

T2940 forward^

T2941 f^
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T2960 backward^

T2961 b^

12980 get

T2981 g^

T3Ouo testlcrV-

T3001 tlcrI^

T3010 *IcrI'

13011 systemlcrl^

T3012 systlcrl^

T3020 xmitlcrl'

T3021 xlcrl'

13030 byelcrV'

T3040 dicrl'

T3050 DATA TRUNCATED

T3060 IcriInLIINVALID COM4MAND AT THIS LEVEL

T3070 END OF TRANSACTION IcrIInLl^

13080 MORE - - - -IcrIInLl^

13090 IcrIlnLIjnLIjcrIlnLITRANSACTION SENT. NEXT?

13110 IcrIjnLIOLD FILE?^

13120 IcrIjnLIINVALID COMMAND AT THIS LEVEL IcrIInLV^

13130 IcrIlnLIjnLI IcrI.nLIINVALID TRANSACTION TYPE -RETYPE-

T3300 hdlcrl'

T3310 aslcrl'

13320 amicrl'

13330 avlcrl'
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T3340 aelcrI^

13350 atlcrl^

*T3360 edlcrl^ %

T3370 ealcrl^

13380 *alcrV^

13390 *clcrl^

T3400 pLIcrI h

T3410 pdlcrl^

T3420 otlcrl^

T 3430 odicrl^

T2657 IcrIlnLI
IcrIInLITN[00O0lO TRANSACTION SEQUENCE NUMBER IcrIjnLV-

T2658 TRANSACTION SEQUENCE NUMBER IcrIlnLj-

T2659 ERROR MESSAGElcrilnLl-

T2660 IcrIlnLI
IcriinLITN[0000lO TRANSACTION SEQUENCE NUMBER IcrIjnLI

DATA NAME ERROR MESSAGElcr->
Jinti
01 c-- A-CARD-SEQjcrI InLI
02EC- A-SECURITY-CLjcrI InLI
03[ A-TRAfd-TYPEIcriInInt
04[A A-CARD-TYPE Icri IntL
05C ---- A-UICjcrI IntL
061- A-UDCjcrI IntL

WE - ---- --- ---- --- ---- --- A-ANAMEjcrIjnLj
08- A-UTCjcrl Intl
U9-- A-ULCjcrI IntL
lot-- A-MJCOMlcrI Intl
11 C A-MAJORlcrI Intl
121- A-REVALjcrI Intl
13E- A-SCLAS Icr I IntLI
14C ---- A-ORGUICjcrI Intl
151FS A-RPTYPjcrI Intl
16C--- A-RPTNRjcrIjnhIjcrIjnLI^

T2670 IcrIlntl
IcrIInLITN[0OOO10 TRANSACTION SEQUENCE NUMBER IcrilniL
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DATA NAME ERROR MESSAGE~crIjnLI
OlE- A-A-CARD-SEQjcrI IntL
02[- A-A-SECURITY-CLlcrI IntL
03C- A-A-TRAN-TYPEjcrI IntL
041:A A A-A-CARD-TYPEjcrIjnLI
U51--- A-A-UICjcrIjnLj
061:---------- A-A-SRCjcrI IntL
071:- TAPFOR-CODEjcrI IntL
08c- A-A-PACINGjcrI IntL
091:- A-A-RDYCDIcrIlnLI
lot- A-A-TPSNCDlcrI IntL
il1---- A-A-SBRPT2IcrIjnLI
121 1 --- A-A-ROBCOI Icrii I

s 131- A-A-MSYSACDjcrI Intl
14-- A-A-ROBCO~crI IntL
15--- A-A-DAMPLjcrI InLI
161:---- A-A-SEQKEYjcrI IntL
17[- A-A-IFREQjcrI IntL
181- A-A-ARRjcrI Intl
191:- A-A-ARGOjcrI IntL
20E: A-A-ARMY~crI IntL
Zl[ --- A-A-ORGUICjcrI IntL
221:FS A-A-RPTYP~crI Intl

231---A-A-RPTNRjcrllntLjcrI1nL1V

T2680 lcrllnLI
lcrllntLTN1:0000lO TRANSACTION SEQUENCE NUMBER Icrl1ntI

DATA NAME ERROR MESSAGEjcrjjnLI
oi1-- AAl-CARD-SEQjcrI Intl
U21- AA1-SECURITY-CLjcrI Intl
03C- AA1-TRAN-TYPElcrI Intl
041:AAl AAl-CARD-TYPE~crI Intl
U51--- AA1-UICjcrllntI
061: AAI-LICjcrllntL
U7[--- AAl-EDATE~crI IntL
08--- AAl-TPSNl5lcrl IntL
09c-- AAl-TPSN-EL-SEQlcrI Intl
101- AAl-OESTS~crI IntL
ili-- AAl-STATC~cr1lntI
12C- AAl-FUACjcrI Intl
13E-- AAl-ASGqTlcrI IntL
14--- AAl-ZlPjcrljntj
15- AAl-APOlcrljnLI
16C-- AA1-PPAlcrI IntL
171:------------AAl-MACjcrjlntL
181:---- AA1-PLGEO~crI IntL
191----- AA1-ORGUXCjcrIjnLI
201:FS AAl-RPTYPlcrl Intl

i~lE---AAl-RPTNRjcrIjnLIjcrIjnLV-
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T2690 IcrIInLl
IcrI InLITN[0OOO1O TRANSACTION SEQUENCE NUMBER Icri IntL

DATA NAME ERROR MESSAGElcrI nInt
uic--- D-CARD-SEQjcrI IntL

U2C- D-SECURITY-CLIcrI Intl
WJc- 0-TRAN-TYPEIcrI IntL
ME1D D-CARD-TYPElcrlInLI
U51 -------- D-UICtcrIInLI
06[- D-CSERVIcrIInLI
07-- D-OPCONIcrlInLl
081--------D-ADCONIcrllntl
091:-- D-HOGEOIcrI IntL
10 -- D-PRGEOIcrIInLI
11[--------D-EMBRK Icr IInLI1
121-- D-ACTIVIcrlInLl
131- D-DFCONIcrI IntL
14[- D-NUCIN~crI Intl
151- D-PCTEFIcrIInLI
16C -------- D-ORGUIClcrIlnLI
171:FS D-RPTYPIcrIInLI
18-- D-RPTNRIcrIInLIlcrllnLl^

T2700 IcrIInLI
IcrIInLITN1:00001O TRANSACTION SEQUENCE NUMBER lcrIInLI

DATA NAME ERROR MESSAGEIcrIInLI
011--- E-CARD-SEQIcrIInLI
021:- E-SECURITY-CLIcrI Intl
WECE E-CARD-TYPEIcr1IntL
U4C -------- E-ORGUICIcrIInLI
U51:FS E-RPTYPIcrIInLI
U)6[--- E-RPTNRIcrIInLIIcrIInLV-

T2710 Icrllntl
Icri InLITNEOOOO1O TRANSACTION SEQUENCE NUMBER IcrI IntL

DATA NAME ERROR MESSAGEIcrIInLI
UlcooI H-CARD-SEQIcrI IntL
021- H-SECURITY-CLIcrI IntL
U3[H1 H-CARD-TYPEIcrI IntL
U41:-- H-CARD-DAYIcrI IntL
05E:-- H-CAR0-HRIcrI IntL
061:-- H-CARD-MINIcrI Intl
07cz H-ZULUIcrIInLI
0J8E--- H-CARD-MONTHIcrI IntL
091:-- H-CARD-YEAR Icri InLI
101:- H-REAL-EXERCISEIcrI IntL
111:--------H-ORGUICIcrIlnLI
121:FS H-RPTYPIcrIInLI

131:---H-RPTNRIcriIlntlcrIIntV-

T2720 IcrIInLI
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IcriinLITN[OOOO10 TRANSACTION SEQUENCE NUMB8ER IcrIjnLI
DATA NAME ERROR MESSAGEjcrjflLI

o1C-- J-CARD-SEQ~crI InLI
02C- J-SECURITY-CLjcrI IntL
03C- J-TRAN-TYPEjcrI IntL
04CJ J-CARD-TYPEjcrI IntL
05-- j-UIClcr~lntt

061--J-TPERSjcrI InLI
U7c -------- J-PEGEOjcrIjnLI
U8E --- J-STRUCjcrIjnLI
091 -- J-AUTHjcrIjnLI
10 --- J-ASGDIcrIInLI
ill--- J-POSTRjcrIjnLI
121--- J-PICDAjcrjflLI
131 -- J-DEPSjcrl~fltI
141--- J-CASPWjcrIjnLI
151 -- J-CCASPjcrIjnLI
161 -------- J-ORGUICIcrjflLI

S.17EFS J-RPTYPjcrjjntL
181--- J-RPTNRjcrIjnLIIcrIjflLj

T2730 IcrI1ntI
Icri InLITNEOOOOIO TRANSACTION SEQUENCE NUMBER Icri InL

DATA .NAME ERROR MESSAGElcrllntL
UlE-- CARD-SEQjcrIjnLI

02[- SECURITY-CLIcrI IntL
03C- TRAN-TYPEICrI muj
U4 - CARD-TYPE Icri nLI
05C -------- UIC~crI1nLI
06[- READYjcrIjflLI
071- REASNjcrjflLj

usc-PRRAT Icrlint I
09C- PRRESjcrIjnLI
101 ESRATjcrIjfLtI

li[--- ESRESjcrjjnLI
12[- ERRATjcrI IntL
13- ERRES~crI1nLI
14[- TRRAT~crI1nLI

151--- TRRESjcrIjflLI
16C- SECRNjcrIjntI
17c-- TERRNjcr1flLI

*18c- CARAT~crI1nLI
19C--- CADATjcrIjnLI
eoc-LIM Icr lintI

?.I[- RLIMjcrI1ntL
22C -------- RICDAjcrIjnLI
,d3C--- ORGUICIctIjflLI

A e4[FS RPTYPjcrI IntL
,e5[--- RPTNRjcrIjntIjcrIjntV^
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T2740 lcrjjLnt
Icri lntITN1:00001O TRANSACTION SEQUENCE NUM4BER icr! Intl

DATA NAME ERROR MESSAGElcrIjnLI
011- CARD-SEQlcrI Intl
021:- SECURITY-CSjcrI Intl
03[:- TRANS-TYPEicri Intl
041-- CARD-TYPElcrI Intl
U5[:--------UlClcrllntI
W6E:--- PSPERjcrjjnLI
07[:-- MSPERjcrjjnLI
08[:- SGPERlcrIjnLI
U91:-- APERTlcrIlnLI
101:-- DEPSTIcrI Intl A
111:--- EHRDNlcrI Intl
12E:--- EHRDllcrIlntI
13[ --- EHRD21crIlnLI
14[:--- EHRD3IcrIlntl
is[:--- EHRD4jcrIjnLI
16[:-- PILFILjcrIjnLI
17[:-- PERRYlcrIlnLI
18[:-- PI-ESicriln~L
19[:-- ERjcrjjnLI

PI-ER Icrlint I

221:- ITAVScrllntI
23[- ITBMMlcrllntI

24[:- ITAFTjcrjlnhI
251:- ITAEMlcrI ntl
26[:- ITAQLcrIlnLI
27[:- ITATFIcrI Intl
a8[- ITAFLlcrllntl
Z91:- ITATAlcrIlntI
Sol:- ITATMlcrIlnLl
.51 L- READ2lcrIjntLj4
32[:- ALOcrljntI

4'331:--------RICD1IcrIlnLI

p..54[:- PUIDjcrIjnLI
3551:----- ORGUICjcrjjnLI
36t:FS RPTYPjcrIjnLI
37[--- RPTNRlcrI InLI Icri IntV

T2750 IcrljnLI .IcriIntITNt:OO0O10 TRANSACTION SEQUENCE NUMBER IcrilniL
DATA NAME ERROR MESSAGElcrIjnLI
ui--L-CARD-SEQjcrI Inl

02E:- L-SECURITY-CL icr lint
031:- L-TRAN-TYPEjcrI Inl
U4t:L L-CARD-TYPEjcrIj~ Ine
US5---- L-UICjcrIjnLI
U61:--------------L-MEQPTjcrIjnLI
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07C --- L-MEPSAjcrIjnLI
08c --- L-MEPSDjcrI IntL
09C --- L-MEORDjcrI IntL
lOt--- L-MEORNjcrI IntL

lit-----L-MERECjcrIjnLI
12C---- L-ORGUIClcrIlnLI
l3EFS L-RPTYPjcrI IntL

14C--L-RPTNRI cr1 IntL cri IntV

T2760 Icrilnil
lcrIlnhITNEOOO0lO TRANSACTION SEQUENCE NUMBER IcrilniL

DATA NAME ERROR MESSAGElcrIjnLI
Ul C- M-CARD-SEQjicrjjInL I
U2[- M-SECURITY-CLjcrI IntL
03[C 1-TRAt4-TYPElcrI intL
U4CM M-CARD-TYPEjcrIjnLI
U5[ --- M-UICIcrIjnLI
U6[C----------- M-MEQPTcrIjnLI
07[---- M-TEGEOjcrIjnLI
U8 - M-MEPSDjcrIjnLI
09-- M-MEORDjcrIjnLI
101-- M-MEORNjcrI IntL
li1 M-MERECjcrIjnLI
12C ---- M-ORGUIClcrllnLI

* 13EFS M-RPTYPjcrI IntL
14-- M-RPTNRjcrIjnLjjcrIlntV-

T2770 IcrIlntI
IcrIIntITN[00O0lO TRANSACTION SEQUENCE NUMBER IcrilniL

DATA NAME ERROR MESSAGEjcrIjnLI
olE-- N-CARD-SEQjcrIjntI
02[- N-SECURITY-CLjcrI IntL
03[- N-TRAN-TYPEjcrI IntL
04EN N-CARD-TYPE Icri IntL
U5[ --- N-UIClcrIlnLI
06C -- N-PINjcrIjnLI
07[ -- N-FRNjcrIjnLI
08C- N-PLEACjcrIjnLI
U9- N-DDPjcrjfLtI
1O---- N-DDPRDjcrIjnLI
l1 N-MDTjcrIjnLI
12 --- N-PUTCVjcrI Intl
13C --- N-ORGUICjcrIjnLI
14[FS N-RPTYPjcrI IntL
15C- N-RPTNRjcrIjnLjjcrIjnLj^

T2780 IcrIlnLI
IcrIInLITNE0OOO10 TRANSACTION SEQUENCE NUMBER IcrIjntI

DATA NAME ERROR MESSAGEjcrIjnLI
olE--- P-CARD-SEQlcrIlnLI
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02E P-SECURITY-CL Icri IntL
031- P-TRAN-TYPEjcrI IntL
O4EP P-CARD-TYPEjcrI IntL
U5C----- P-UIClcrltntL
061--- P-PINlcrllnLj

OlE- P-PEQPTjcPI IntL
U8E----P-TPGEOjcrI IntL

U9C- P-ALTYPjcrI IntL
101---P-NUMRRjcrIjnLI

liE-- P-NIJMEAjcrIjnLI
iZE P-ALRETjcrIjnLI

13C --- P-ORGUICjcrIjnLI
14[FS P-RPTYPjcrIjnLI
15[--- P-RPTNRjcrIjntIjcrIjntV'

T2790 lcrllntI
IcriInLITNCOOOO10 TRANSACTION SEQUENCE NUMBER Icrilnil

DATA NAME ERROR MESSAGEIc->
rIjntI
01£-- R-1-CARD-SEQjcrI muj
02[C R-1-SECURITY-CLjcrI Intl
U3[- R-1-TRAN-TYPEjcrI muj
U4[ - R-1-CARD-TYPElcrI Intl
U5C ---- R-1-UICjcrI IntL

p.U6[1 R-1 -RMK-SEQ-NUM IcrIn Int
U71E R-1-NUM-OF-CARDSjcrI muj

(aBCR-1-RMK-LABELIcriintl
o9c--------------------- R-1-SEC-CONTROLjcrIjnLI
101 ---- R-1-RMK-DATEjcrI Intl

ill----R-1-RMAElcrI Intl
12[--£ --- R-1-RMK-NARRATIVEjcrIjnLI
13C --- R-1-ORGUIClcrI Intl

14CFS R-1-RPTYPlcrI Intl

T2800 IcrIlntI

IcriInLITNCOOO0lO TRANSACTION SEQUENCE NUMBER lcrllntL
DATA NAME ->

ERROR MESSAGElcrIjnLI
W1E- R-2-CARD->
SEQ icrilnl

U2[C- R -2-SE CUR->I

TYPEjcrI Intl
U4 E--- R-2-CARD--)
TYPE Icri IntLjRUCc
05[ C------ -- I~-

U6 C R-2-RMK-S->
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EQ-NUM~crI mu1
U7[- R -2-NUM-O->
F-RMKS IcrIn Int
U8[ ------------------------------------------------------- R-2-RMK-N->
ARRATIVE~crI1nLI -- RU-
U9c ------ -ORU>
CicrI Intl
1OCFS R-2-RPTYP->
Icri IntL
11[- R-2-RPTNR->
Icr1lniLjcjnj

T2810 Icr1lniL
IcrllntITNCOOO0lO TRANSACTION SEQUENCE NUMBER IcrilniL

DATA NAME ->

ERROR MESSAGE~crIjnII
U1L-- R-11-CARD-SEQjcrI I->
nil
021- R-11-SECURITY-CLIc->

*ri Intl
031- R-11-TRAN-TYPElcrl->
Jnu
04C-- R-11-CARD-TYPElcrl->

051 --- R-11-UIC~crI mu1
U611 R-1 1-RMK-SEQ-NUM IC->

07[- R-l1-NUM-OF-RMKS Ic->
rilnul

U8n--- R-11-RMK-LABELIcrI->

09[ ---- R-1-RMK-DATElcrII->
ni
10l -------------------------------- R-11-RMK-NARRITI1c->

----- R-11-ORGUIC~crIjnL->

12EFS R-1l-RPTYPcrIjnLI
d13C- R-11-RPTNRIcrI IntI->

Icri InLj

T2820 Icr1lniL
IcrIlntLTNCO00010 TRANSACTION SEQUENCE NUMBER Icri Intl

DAA ERROR MESSAGEjcrIj~ NAM -

Ul C--- R-1 2-CARD->
-SEQ I cri nL
U21C- R-12-SECJ->
HITY-CLjcrI Intl
U31- R -1 2-TRAN->
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-TYPElcrI InLI
U41-- R-12-CARD->
-TYPElcrI InLI
U5 C---R-12-UIC I->
crIlnLI
06 C- R-12-RMK-->
SEQlcrI Intl
U7 C- R-12-NUM->
RMKSjcrI mui
081 ------------------------- -------------- ---- R-12-RMK->
NARRITjcrI IntL R OG
U91 ------ -2OG-
ICicri Intl
lOCFS R-12-RPTY->
Picrimnul
111V--- R -12-RPTN->
RicrilnhL IcrljnLjV

T2830 IcrIlnLl
1crIlnLITNE0OOOIO TRANSACTION SEQUENCE NUMBER IcrljnLl

DATA NAME ERROR MESSAGEjcrIjnLI
ui[---AA4-SEQlcrIInLI

U21- AA4-SECURITY-CLjcrI Intl
U31- AA4-TRANS-TYPEjcrI IntL
U4[AA4 AA4-CARD-TYPEjcrIjnLI
051 --- AA4-UIC-CONTROLjcrI Intl
U6[-- AA4-ASGMTlcrI IntL
07E--- AA4-TPSNl5IcrI Intl
08- AA4-TPSN-EL-SEQlcrIinInt
091 -------------- AA4-SRCjcrI InL
101- AA4-OESTSlcrI Intl

lit--AA4-STATCjcrIjnLI
121----------- AA4-MACjcrIjnLI
13E --- AA4-POADjcrI Intl
141 --- AA4-PIDDlcrI Intl
15CWOZUFF AA4-ORGUICjcrI IntL
16tFS AA4-RPTYPjcrI IntL
17C--- AA4-RPTNBRlcrI IntlIcrI IntV

T2840 lcrllntL
IcriIntITNtOOO0lO TRANSACTION SEQUENCE NUMBER IcrIlnLI

DATA NAME ERROR MESSAGEjcrIjnLI
alt--- CARD-SEQlcrllntL 2
U2t- SECURITY-CLicri Intl
U3t- TRAN-TYPElcrllntI
U4CKA2 CARD-TYPE Icri muj
U5[ -------- UIClcrIlntI

U61 --- PEOIINlcrIlntI
07Ct--- PEo~llcrllnLj
081-- PEOH21crIjnLI
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09-- PEOH3IcrIlnLI
101-- PEOHi4IcrIjnLI
ili-- PIEONjcrIjnLI

12[--POMRRjcrIjnLI
13- POf4PIjcrIjnLI
14- POMERjcrIjnLI
15- PRIERjcrIjnLI
16-- RICDZjcrIjnLI
17[ ------- ORGUICjcrIjnLI
18CFS RPTYPIcrIlntl
19t-- RPTNRjcrIjnLIjcrIjnLV'

T2850 IcrIlnLI
icriInLITN[OOO0lO TRANSACTION SEQUENCE NUMBER IcrIjnLI

DATA NAME ERROR MESSAGEjcrIjnLI
alt-- T-CARD-SEQjcrI IntL
02E- T-SECURITY-CLlcrI Intl
03C- T-TRAN-TYPElcrInInt
04[T T-CARD-TYPEjcrI IntL
us-- T-UICIcrI Intl
U6 --------- T-TEQPTlcrIlnLI
07 -- T-MESENjcrI Intl
081- T-DECONjcrI Intl
09- T-MECUSlcri Intl
101t T-AVCATlcrI Intl
l1it T-RESNDlcrIlnLI
12C --- T-ERDTElcrI Intl
13t- T-EXDAClcrIlnLl
14 -- T-CPGEOlcrI Intl
11-- T-CFGEOlcrIlntI
16Ct--- T-EQDEPlcrI Intl
17C --- T-EQARRIcrIlnLI
18- T-TPINjcrIlntI
19[t T-TLEACjcrI IntL

201--T-TLEQElcrI Intl
21C---- T-ORGUICIcrIlnLl
22EFS T-RPTYPjcrIjntI

23C---T-RPTNRIcrI IntlIcrI IntV^

T2860 IcrllntI
lcrIlnLITN1OOO0lO TRANSACTION SEQUENCE NUMBER IcrIjnLI

DATA NAME ERROR MESSAGEjcrIjnLI
Olt-- V-CARD-SEQ Icri IntL
U21- V-SECIJRITY-CLjcrl Intl
U31- V-TRAN-TYPEjcrI IntL
U4tV V-CARD-TYPElcrI Intl
U51 -------- V-UICjcrIjntI
06t- V-ACGEO~crIlnLI

u7E-- V-ACITYlcrI Intl

U81 -------- V-ADATElcrIlnLI
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(J9t---- V-r4DATEjcrI IntL
10Ct--------v-RDATEjcrI IntL
li1---- V-ORGUICjcrIjnLI
lZCFS V-RPTYPjcrjjnLj
13E--- V-RPTNRjcrIjnLIjcrIjflL1

T2870 lcrIjnLI
icriInLITNCOOO0lO TRANSACTION SEQUENCE NUMBER IcrilniL

DATA NAME ERROR MESSAGEjcrIjnLI
Ulc-- X-CARD-SEQjcrI IntL
021-t X-SECURITY-CLlcrjtnLl
03[C X-TRAN-TYPEjcrI InLI
W~X X-CARD-TYPE~crI IntL
05E -------- X-UIC~crI1nLI
06C -------- X-GCMD~crI1nLI
07E -------- X-TDATE~crI IntL
WE- X-TRGEO~crI IntL
U9t-- X-DEPDT~cr11nLI
lot -------- X-ARRDTjcrI IntL
ill -------- X-RPTORcrIntI
12[--- X-INTRSTl Icri IntL
13-- X-INTRST2IcrI IntL
14C -------- X-SBRPTjcrllntL
15 - X-ATACI4IcrIjnLI
16C -------- X-ORGUICjcrIjnLI
17CFS X-RPTYP~crI IntL
18t--- X-RPTNR~crI1nLIjcrIjnLjV

T2880 IcrilniL
tcriIntITN[OOO0lO TRANSACTION SEQUENCE NUMBER IcrilnhL

DATA NAME ER->
ROR MESSAGE~crI IntL
alt--- Z-A-CARD-SEQjcrl IntL
U2[t- Z-A-SECURITY-CLjcrI Int->

03t Z-A-TRAN-TYPEjIcr11 nt
O4tZ A Z-A-CARD-TYPE Icrlint I
05t ------------------------ Z-A-UICjcrI Inl
U6 - Z-A-CARD-TYPE-IN Icr1 In->
L I
07C- Z-A-TRANS-CODEjcrI IntL
u8t ---------------------------------------- Z-A-ERROR-CODEjcrIjnLI
u9t--- Z-A-CARD-NUMBERjcrI mL->

lot--- Z-A-REPORT-NUMBER icr II->

13E-- Z-A-RPTNRjcrIIntL Icri I->
nLjV
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T3140 Icrllnil
lcrIinhLTNE0OO0lO TRANSACTION SEQUENCE NUMBER icrlniL

DATA NAME ERROR MESSAGEjcrI IntL
oic--J-B-CARD-SEQjcrI IntL

U2- J-8-SECURITY-CLlcril mu
U3C- J-B-TRAN-TYPElcriInInt
04EJ B J-B-CARO-TYPEjcrIjnLI
I5- J-B-UICjcrjjntL
U6C- J-B-COMPOjcrIjntL
U7[ -------- J-8-EDATElcrI intL
08E--- JBSTRUCOlcrIlnInt
u9t -- J-B-STRUCrIcrI IntL

ic- J-8-STRUCElcrI Intl
liE -- J-B-AUTHOjcrIjnLI
12C --- J-B-AUTHWjcrI IntL
13E --- J-B-AUTHEjcrI IntL
14CE--------J-8-ORGUICjcrI IntL
15EFS J-8-RPTYPjcrI IntL
16[--- J-B-RPTNRjcrjlnjlcrIlntV-

T3150 IcrilniL
IcrIInLITNEOOOO10 TRANSACTION SEQUENCE NUMBER IcrIjntI

DATA NAME ERROR MESSAGEjcrIjnLI
OlE-- CARD-SEQjcrIjnLj
02E- SECURITY-CSlcrl IntL
U3[- TRANS-TYPEjcrI Intl
U4[J B CARD-TYPEjcrjjnLI
U5[ -------- UIlicri Intl
06C -- STRUCOlcrIlnLI
W7E --- STRUCWjcrIjnLI
U8E --- STRUCEjcrIjnLI
o9E -- AUTHOlcrI Intl
bE --- AUTHWjcrIjnLI
11 --- AUTHEjcrIjnLI

12 [---- DAM4PL IcrI InLI1
13 - ROBCOlcrIlnLI
14C -------- ORGUICjcrjjntI
15EFS RPTYPjcrjlntL
16[--- RPTNRjcrI IntljcriIntlj

T3160 IcrjjntL
*IcrIinLITNCOOOO1O TRANSACTION SEQUENCE NUMBER IcrilniL

DATA NAME ERROR MESSAGEjcrIjnLI
OlE---N-A-CARD-SEQlcrI IntL

02E- N-A-SECURITY-CLjcrl IntL
U3[- N-A-TRAN-TYPE Icr IInil
U4[N A N-A-CARD-TYPElcriinLI

U5E --- N-A-UIClcrllntL
U6[----------------- N-A-DISTRlcrI InilN
WlE ---- N-A-ORGUIClcrllntI
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08CFSp N-A-RPTYPjcrIjnLI
09!:--- N-A-RPTNRIcrIjflLIIcrlflLjV

T3170 IcrIlnLI
DATA NAM4E ERROR MESSAGEjcrI IntL

01[--- N-B-FR Icr It nL I
uzc- N-B-SRTSIcr1 I nL I
U3C- N-B-PLEAC-TPcr nL

05!------ -- RTICtI Ilntl
WEi--- N-B-RSNLAcrIjnLI
12E--- N-B-PUTCVcrIjnL
13E- N-B-PEEcrI Inl

u~c-N-B-PODEO~jcrI ntL
1St---- N-B-RODEjcrIjflLI
161E------N-B-LAD Icr InL
121 -------- N-B-RTDRcrI ntL
18!:-- N-B-GCODEcrI IntL
19!:-------N-B-OGUIcrIjnLI
16[ ---- N-B-RPTYPcrjnmu

17 --- N-B-RTNDR cr I nL Irln

T3180 Icrllnil
IcrIIntLTN[0OO0lO TRANSACTION SEQUENCE NUMBER IcrIjntI

DATA NAME ERROR MESSAGEjcrIjnLI
01!:--- KAl-CARD-SEQlcrI IntL
02!:- KAl-SECURITY-CLjcrI Intl
03!:- KAl-TRAN-TYPEjcrI IntL
04tKA1 KAl-CARD-TYPElcrI In-t
U5[:---------iA1-UIClcrI Intl
u6E- KAl-EXLIMjcrIjnLI
U7[t KA1-TWRC1IcrIlnLI
08!:- KA1-PSPERjcrIjnLI
09!:- KA1-MSPERjcrIjnLI
10!:- KAl-APERTlcrI Intl
11!:-- KA1-DEPSTjcrIjnLI
12!:-- KAl-DUTYQjcrI Intl
13!:- KA1-DUTYWjcrIjnLI
14!:-- KA1-DUTYEjcrI Intl
15!:- KA1-MSYSAjcrIjnLI
16[--- KAl-PERTLjcrjjnLI
17!:-- KAl-PERABjcrI IntL
18!:-- KA1-PERRSjcrIjnLI
19!:-- KA1-PERREjcrIjnLI
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20E-- KA1-EHiRDNjcrI IntL
elc--KA1-EHRD1IcrIlnLI
221--- A1-EHRD2IcrI IntL
Z31--KA1-EHiRD3IcrI InLI

24-- KA1-EIIRD4IcrI IntL
?-~5[---- KA1-ORGUICIcrIjnLI

* 26CFS KA1-RPTYPjcrIjnLj
27E--- KA1-RPTNRjcrIjnLIjcrIjnLV-

T3440 lcrIlnLI
IcriInLITNEOOO0lO TRANSACTION SEQUENCE NUMBER IcrIjntI

DATA NAME ERROR MESSAGElcrlln->
* Li

01C$D DEMSTAT-HEADERjcrI IntL
02O---- ORGUICjcrI IntL
013-- RPTNRjcFI InLI
04[-- DATEjcrI Intl

051 --- TIMEjcrI Intl
U6E --- NONTHlcrI Intl
071:-- YEARjcrI Intl
081---- PINIcrI IntL
J9c --------------------- EXERC-OP-NAMEjcrjjnLIjcrIjnLV-

T3450 IcrIlnLI
* Icri InLITN1:00001O TRANSACTION SEQUENCE NUMBER Icri Intl

DATA NAME ERROR MESSAGElcrIjnLI
OICAS SHORT-TONSlcrI Intl
021- TRANSNUMlcrIlnLl
031--- PINlcrIjnLI

'N04C ---------- ULNjcrljnLI
05- :- UIClcrIlntI
U6[7--- STONOVSjcrllnLI
07E-------STONBU~lcr Inl
08L ---------- STONOTSlcrjjnLI
U9 1:--- STONNATlcrIlntLjcrjlntV-

T3460 IcrllnLI
IcrlInLITN1:000010 TRANSACTION SEQUENCE NUMBER IcrilniL

DATA NAME ERROR MESSAGEjcrIjnLI
01EAM MEASUREMENT-TONSi cr II ntI
02E -- TRANSNUMlcrIlnLI
03E --- PINicriIntL
041:----------ULNjcrIjnLI
051:-- UlClcrIlnLj
06:----------MTONBUlcrIlnLI
07[------ MTONOVSlcrIlntI

408[:----------MTONOTSjcrI Intl
091:----------MTONNATjcrIjnLIjcrIjnLV^

T3470 IcrIlntI
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IcriInLITN[OOOO10 TRANSACTION SEQUENCE NUMBER IcrIjnLf
DATA NAME ERROR MESSAGEjcrIjnLI I

U1CAV VEHICLE-PAXjcrI IntL
U2[ --- TRANSNUMjcrI InLI

u3c--- PINjcrIjnLI
U4[----- ULNjcrIjnLI

05c --- UICjcrIjnLI
06C-- - STONVEHjcrjrILI
U7C ---------- MTONVEHjcrI IntL
U8E ---------- SQFTUNVEHjcrI IntL
09c--- PAXicrIInLilcrllnIVl

T3480 IcrIjnLI
IcrIInLITN[0OOO1O TRANSACTION SEQUENCE NUMBER IcrIjnLI

DATA NAME ERROR MESSAGEjcrIjnLI
01CAE VALIDATIONjcrI IntL
02-- TRANSNUMjcrjjnLI
03- PINlcrIlnhI
U4[--- ULNjcrI Intl
U5E -------- uIClcrljnhL
06[- RTMjcrIlnLI
WlE---------RTMESTIcrIjnLI
U8c- RSNLAIcrIinLIlcrIInLl^

NT3490 lcrIjntL
icrllnLITN(OOO010 TRANSACTION SEQUENCE NUMBER IcrilniL

DATA NAME ERROR MESSAGEjcrI IntL
(JiCAT TOA-PICKUPjcrIjnLI

U2[--TRANSNUM Icr lint
N03c--- PINlcrllnLl

04[ --- ULNjcrjjntI
05E ---- UlClcrIlntI
U6[ ------------ RTMTOAlcrllntIjcrIjntV'

T3500 Icrllnil
IcriIntITNEOOO0lO TRANSACTION SEQUENCE NUMBER Icrilnil

DATA NAME ERROR MESSAGEjcrIjnLI
WECED EMPLOY-DEPARTIcrIinInt

U2[ --- TRANSNUMjcrIjnLI
U3C--- PINlcrllntI

*U4-- ULNjcrI Intl
U5* ----- UIClcrllnLl
06C ------------ EMDDjcrIjnhljcrllntV-

T3510 Icrltnil
IcriInLITN[0000lO TRANSACTION SEQUENCE NUMBER IcrilniL

DATA NAME ERROR 14ESSAGElcrIInLI
U1CEA EMPLOY-ARRIVEjcrIjnLI
U2C U -- TRANSNUMjcrIjnLI
UH3--- PINlcrllnLt
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04C --- ULNjcrIjnLI
Usc- - UIClcrIlnLI
06C ------------ EMADjcrIjnLIjcrIjnLj^

T3520 lcrilnhl
IcrIInLITNCOOOO1O TRANSACTION SEQUENCE NUMBER jcrilnhL

DATA NAM4E ERROR MESSAGEIcrjflLI
0IEMA ARRIVE-MBSTATIONlcrI InLI
U1-- TRANSNUMjcrI IntL
U3 t-- uIClcrIlnLI
U4C -------- DTAMSlcrllnLI :
U5- PPAjcrIlnLIlcrIlnLI'

T3530 Icrilnhl
icrIInLITN[OOO0lO TRANSACTION SEQUENCE NUMBER IcrIjnLI

DATA NAME ERROR MESSAGEjcrIjnLI
O1EMC CIANGE-MOB-DATAlcrI Intl
U[-- TRANSNUMjcrI Intl
03-- UIlicrilnhLi04C -------- MuATEjcrI IntL
051 -------- MBODDjcrIjnLI
U61 -------- MBSADjcrjjnLI
07[--- ACGEOjcrjjnLj
U8E-- MBCMDjcrIjnLIjcrIjnLj^A

T3540 Icrllnhl
IcrIIntITN[O0OlO1 TRANSACTION SEQUENCE NUMBER IcrilnhL

DATA NAME ERROR MESSAGEjcrjjnLI
OIEPL POE-LAST-DEPARTIcriInInt

021--TRANSNUM Icr lint
03C----PINjcrI Intl

U4[ --- ULNjcrIjnLI
051-- UIClcrIlnLI
06C ------------ POELDEPARTjcrIjnLIlcrIjnLI^

13550INE001 TRANSACTION SEQUENCE NUMBER IjcrjlnhL

DATA NAME ERROR MESSAGEjcrIjnLI
* O1EPD POE-DEPARTjcrI IntL

U2C--TRANSNUM Icrljnt I
03C --- PINjcrIjntI
U4C ---- ULNjcrjtnhL
WE ---- UIClcrIlntI
06[ -------------- POEDEPARTjcrI Intl
U7[ ----------------- POECARRIERjcrIjnLIjcrIlnLl^

T3560 IcrIlntI
IcrIInLITN[000O10 TRANSACTION SEQUENCE NUMBER IcrilniL

DATA NAME ERROR MESSAGEjcrIjnLI

UlEOL ORIGIN-LAST-DEPRTIcrI Inl
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02E-- TRANSNUMIcrIjnLI
U3E--- PINlcrllnLl
U4--- ULNjcrIjnLI
U5[---- UIClcrltnLl
U61 --------- ORLDEPARTjcrjjnLjjcrIjnLjV

T3570 lcrllnLl
Icri InLITNLOOOO1O TRANSACTION SEQUENCE NUMBER Icri IntL

DATA NAME ERROR MESSAGEjcrI IntL
01(00 ORIGIN-DEPART Icr1 nL I

02C-- TRANSNUMjcrI muj
03C --- PINjcrI IntL
04 ---- ULNIcrIjflLI
U)5[ --- UICjcrIjnLI
1)6L -------------- ORDEPARTjcrI InLI
U)7[ ----------------- ORCARRIERjcrIjnLIjcrIjnLj-

T6000 IntLjcrISIOS ROUTINEInLIIcrl'

*T6010 InLIlcrl'

T6020 InLlicrIWHAT FUNCTION DO YOU WANT InLIlcrIlnLIjcrI
MOVE, RETURN, CLEAR, SEARCH IntIlcrl^

T6030 m^

T6031 clcrl^

T6032 Wt

T6033 s^

*T6034 r'

T6035 IcrV'

T6100 IntllcrISIOS MOVE ROUTINE InLIjcrIjnLIjcrI
YOUR FILE YOU WANT TO USE InLIlcrl'

T6110

T6120 InLIlcrISYSTEM ID YOU WANT TO USE InLIlcrl'

T6121 InLIjcrIYOUR FILE IS BUSYInLilcrl^

T6122 InLIlcrIUNABLE TO ACCESS YOUR FILEInLIlcri-

T6140 IntlcrIWUFI FILE YOU WANT TO USE InLIlcrV'

T6141 InLIlcrISYSTEM ID IS NOT AUTHORIZED InLIlcrl^
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T6160 InLIlcrIDATA WAS MOVEDjnLiicrI^

T6161 InLilcrISYSTEM ID IS INVALID ON WUFIInLIlcrlV

T6170 RECORDSInLI Icrl-

T6200 IntlicrjIsOS RETURN ROUTINE InLIlcrIlnLIlcrI
YOUR FILE YOU WANT TO USE IntLilcrI^

T6260 InLIlcrIRECORDS WERE RETURNED IntL lcrI-

T6261 InLIlcrlNO DATA FOR THIS SYSTEM ID lnLIjcrjlntIjcrj
RECORDS WERE NOT RETURNED InLIlcrl-

T6280 lntllcrlWUFI RECORDS WERE CLEARED Inlicrl-

T6300 IntllcrjSIOS CLEAR ROUTINE jnLIjcrIjntIjcrj
SYSTEM ID YOU WANT TO USE InLIlcrl^

T6340 InLllcrINO DATA TO CLEARIflLIlcrl^

T6400 IntllcrISIOS SEARCH ROUTINE jntIlcrIlntIlcrI
SYSTEM ID YOU WANT TO USE lnLIlcrl'

T6440 BLOCKS OF DATA InLIlcrlV

T6441 IntlicriNO RECORDS FOUNDInLI1crlV

T7000 readylcrlintl^

T7001 lcrllnLliLLegaL character^

T7002 IcPIjnL<52CURREdT FILE NOT DEFINEDIcrIInLI'

T9030 Icriinlnt*

T9040 run mc76/exercise/equiplcrl^

T9050 runs mc76lexerci se/equip icrlI

T9060 runj rc76/exercise/equiplcrV-

*T9070 run mc76/exercise/rptmobl crV'

T9075 runs mcl6lexerciselrptmobl crl1

T9080 runj mc?6/exercise/rptmobicrV^

T9090 run nc76/exercise/accimoblcrl^
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T9100 runs ,c76/exercise/accimoblctl^

T9110 runj ,c76/exercise/accimoblcrV'

T9120 run mc76/exercise/infolcrl^

T9130 runs mc76/exercise/infolcrlV

T9140 runj mc76/exercise/infolctV^

T9150 run mc76/exercise/strengthlcrl^

T9160 runs mc76lexercise/strengthlcrl^

T9170 runj mc76lexercisel strength Icrl^IIT9180 run mc76/exerciselreadylcrl'

T9190 runs mc76/exercise/readylcrl I

T9200 runj ,c76/exercise/readylcrl^

T9210 run mc76lexerciselpomcusicrV'

T9220 runs mc76/exercise/pomcuslcrl^

T9230 runj mc76/exercise/pomcus icrl

T9240 run mc76/exercise/depLoyrplcrl'

T9250 runs mc76/exercise/deptoyrplcrl^

T9260 runj mc76/exercise/deptoyrplcrl^

T9270 run mc76/exercise/dptoyhpalcrV'

4 T9280 runs mc76/exercise/dptoyhpalcrl *

T9290 runj ,c76/exercise/dptoyhpalcrl^

T9300 run mc76/exercise/cinclcrl^

T9310 runs mc76/exercise/cinclcrlV

T9320 runj mc76/exercise/cinclcrl^

T9325

T9330 run mc76/exercise/exdeptoylcrV U
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T9340 runs mc76/exercise/exdepLoy IcrlV

T9350 run] rc76/exercise/exdepLoy IcrV'

T30 runs mc76/exercise/translcr^

T9370 runj mc76lexerciselt tans icri -

T9380 runj mc76/exercise/trlncrl'

T9390 runs mc76/exercise/rptorlcrV

T90 usmc6eecsertrc.

T9410 runj mc76/exercise/rptorlcrl^

T9420 run mc76lexerci se/mbcoi st 1cr I b

T9430 runs mc76/exercise/mbcoistLlcrl'

T9440 runj mc76/exerci selmbcoi st tIcrl^

T9500 Icrilnil.

T9501 .IcrllntlV

*T9520 ENTER REQUIRED PARAMETER FOR 'OPNI-CATFILE'IcrjlntI=-

T9521 Icri InLjENTER REQUIRED PARAMETER FOR 'OMNI-CATFILE'IcrIInLI='

T9530 IcrinLIENTER REQUIRED PARAMETER FOR 'WHERE-FLDNAME='LITERAL'IlcrIInL->
I=

T9531 IcrIjnIIENTER REQUIRED PARAMETER FOR 'WHERE-FIELDNAME="LITERAL''IcrlI->

nLI=^

pT9540 IcrjjnLIENTER REQUIRED PARAMETER FOR 'SORT-KEY1'IcrIjnLI2-

T9550 IcrIlnIIENTER REQUIRED PARAMETER FOR 'SORT-t(EY2'IcrIinLl=-

T9560 I cr1 InLIENTER REQUIRED PARAMETER FOR 'OUTPUT-CATFILE IcrI InLI=^

* hT9570 ENTER REQUIRED PARAMETER FOR 'SBRPT"'IcrIjnLI=^

T9580 I cr1 InLIENTER REQUIRED PARAMETER FOR 'SORT-FLD1-UR-BLANKS' Icri Inik"

T9590 I cr1iinLIENTER REQUIRED PARAMETER FOR 'SORT-FLD2-OR-BLANKS' Icr1 nl:"'

T9600 IcrIjnIIENTER REQUIRED PARAMETER FOR 'SORT-FLD3-OR-BLANKSjcrIjnLj="
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T9700 RUN-ID?

T9710 IcrilnLj$ IDENT?

T9750 IcrIlnLMUST BE 12 CHARACTERS OR LESS'

T9754 IcrllnLISNUMB NOT IN SYSTEM^

T9755 IcrllnlLOOK, MORE, DELE, ABRT, QUIT?

T9756 IcrIlnIlSNUMB(S)-

T9757 lcrI nIlSNUMB?

T9758 IcrIlnLISNUMB NOT IN TABLEIcrIInLl^

T9759 IcrllnLlsnumb?"

T9760 Looklcrl"

T9761 morelcrl^

T9762 deLe^

T9763 abrtcrl.

T9764 quiticrl-

T9780 IcrllnLlplease direct, release, or hold before exitlcrllnlj"

T9800 JOUT INVOKED FOR SNUMB^

T9801 IcrlIlnLlfunction?^

T9802 print $sIcrlV

T9803 prin $Slcrl^

T10170 end of $$^

T10180 holdlcrl^

m. T10190 releI

T10200 direct aclcrl"

T10205 direct onLIcrl^

T10210 normal termination
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T10230 print 741crl^

T10240 prin 741crl"

T10250 end of 74

T10260 IcrllnLI74 not found^

T10270 output not found'

T10280 output busy'

T10290 NOT IN SYSTEM'

T10300 INVOKE JOUT MANUALLY^.

Tl1000 IcrIInLIIffIIcrIInLITELECONFERENCING AT

Tl1001 IcrlInLIILLEGAL CLASSIFICATION CODE^

T11010 IcrIjnLIUSER ASSISTANCE IS AVAILABLE IN TALK AND COMMAND MODES. Icrll-> 1 6

nLj
THE QUESTION MARK (?) WILL INTRODUCE YOU TO THIS FEATURE. lcrIlnIl
IcrIInLIINITIATE, RECONVENE, OR JOIN?^

T11020 jlcrl^ '.

T11021 jolcrl^

T11022 joilcrl,

T11023 joinicrli

T1103U IcriInLINAME OF CONFERENCE YOU WISH TO JOIN?'

T11031 LINE TERMINATED^

T11040

T11050 IcrIInLIPARTICIPANT'S NAME?

T11051 IcrlInLISORRY, THAT CONFERENCE IS NOT IN SESSION'

T11070 IcrIInLIPARTICIPANT'S PASSWORD? IcrllnLj
*%&<%#>?*#$%#?AM*5*48#N&# I cr I
TXOGWBMWEPVRMCBQNKMGAKZMA l cr I

T11071 IcrIInLISORRY, NAME GIVEN NOT RECOGNIZED^

T11072 IcrlInLIACCESS DENIED "
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T11090 IcrllnLlTHE FOLLOWING QUESTIONS CONCERN TRANSCRIPT DELIVERY IcrllnLI
ENTER HOST NAME FOR DELIVERY OF YOUR COPY

T11110 crlInLIENTER YOUR ACCOUNT NUMBER, NAME FOR Icrllntl
IDENT CARD ^

T11091 IcrlInLIACCESS GRANTED

Tl1111 IcrIInLIENTER YOUR ACCOUNT NUMBER, NAME FOR IcrIjnLI
IDENT CARD-^

Tl112 .

T11140 IcrlInLICONFERENCE SECURITY CLASSIFICATION CODE IS "

T11150 InLITHERE ARE NO ANNOUNCEMENTS AT THIS TIME Icrl^

T11151 InLIANNOUNCEMENT MESSAGE NUMBERS AREIcrIInLl I,

T11160 InLILATEST MESSAGE NUMBER IS^

T11170 InLILAST MESSAGE SEEN WAS NUMBER'

T11180 InhIjfflIcrlInLILISTEN MODE ENTERED IN

T11190 HAS JOINED THE CONFERENCE

T11191 HAS LEFT THE CONFERENCE

T11500 IcrIInLIIfftlcrIjnLlLISTEN MODE ENTERED IN

T11510 Iffl-

T11600 Icr InLlIffl^

T1ZO00 cr InLICOMMAND ?

T12001 Icr InL Iffi lcrjnLICOMMAND ?

T12010 buLl^

2 T12011 comm.

T12012 defi.

TI2013 f-oo'

T12014 give^

*T12015 List^
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T12016 prin"

T12017 quit^

T12018 revi"

T12019 stat

T12020 taLk"

T12021 ?"

T12022 desc^

T12040 IcrIjnljNO MESSAGES WAITING^

T12041 IcrllnlllffllcrllnhlMESSAGE NUMBER^

T12050 COMMAND ?^

T12060 IcriInLIENTER ONE LINE PER PROMPT (-), 13 LINES MAX IcrIjnLt
NULL INPUT OR ALL SPACES = END OF MESSAGE

T12061 IcrlInLIINVALID COMMUNICATION ARGUMENT

T12070 IcrIInLl-^

TIZ071 IcrlInLICOMMUNICATION SENT

T12072 Icr InLICOMMUNICATION REQUEST IGNORED

T12080 Icrl^

TIZIO0 IcrlInLIFLOOR RECORDING IS OFF IcrllnLI
COMMAND ?'

T12101 IcrlInLIFLOOR RECORDING IS ON IcrllnLj
COMMAND ?^

T12102 IcriInLICONFERENCE IS OPEN TO JOINING PARTICIPANTS IcrlnLI
COMMAND ?^

T12103 IcrIinLICONFERENCE IS CLOSED TO JOINING PARTICIPANTS IcrllnLI
COMMAND ?

T12104 IcrIInLIOPTION RESTRICTED TO INITIATING CHAIRMANIcrjInLI
COMMAND ?

T12105 IcrJlnLIOPTION RESTRICTED TO CURRENT CHAIRMAN IcrIlnLI
COMMAND ?I
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T12106 IcrllnLlNO ALTERNATES HAVE BEEN ASSIGNEDIcrIlInL

COMMAND ?"

T12107 CHANGE? IcrllnL["

T12108 FILE INSERT LIMIT IS-

T12120 IcrllntlHOST? IcrIIntV^

TIZZ1 IcrIInLISIDENT? IcrllnLl^

T12122 IcrIlnLINEW IDENT CARD NOT VALID AT THIS HOST JcrJJnLl
CHANGE? Icrl Intl

T12200 IcrI nLIENTER ONE LINE OF TEXT TO BE SENT WITH YOUR REQUEST^

T12201 IcrlnLISORRY, CHAIRMAN NOT PRESENT TO GRANT FLOOR PRIVILEGE^

T12202 IcrIJnLIFLOOR INVALID COMMAND-

T12203 IcrIlnLJINVALID FLOOR COMMAND ARGUMENT-^

T12210 IcrIlnLI(ENTER BREAK STATUS OR NULL RESPONSE IF TEXT IS NOT DESIKED)

T12230 IcrIinLICHAIRMANIS APPROVAL IS BEING REQUESTED, CONTINUE YOUR ACTIVIT->
Y.

T12240 IcrIInLICOMMAND VALID FOR FLOOR ONLY^

T12250 IcrIInLIPRINT REQUEST INCOMPLETE OR INVALID

T12251 IcrJInLIMESSAGE NUMBER TOO HIGH

T12252 CHANGE?-

T12270 IcrI nLIENTER HOST NAME FOR DELIVERY OF YOUR COPY

T12271 IcrIJnLJINVALID HOST NAME

T12272 IcrI nLICHANGE?

T12273 IcrJInLIENTER YOUR ACCOUNT NUMBERNAME FOR IDENT CARD [crllnLV-

T12274 IcrJ nLIIDENT INFORMATION NOT VALID AT THIS HOSTIcrjlnLI
DO YOU WISH TO CHANGE IT(YES OR NO)?

T12350 lcrllnLIQUIT SUCCESSFUL

T12360 IcrIInLIINVALID REVIEW REQUEST^
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T12470 IcrjjnhIjcrIjnLITHIS TERMINAL IS CURRENTLY IN COMMAND MODE.IcrI InLI Ic->
rI1nLI
COMMAND MO0DE ALLOWS A PARTICIPANT TO ENTER OTHER MODES, TOjcrIjnLI
OBTAIN CONFERENCE INFORM4ATION AND TO PERFORM SPECIFIC FUNCTIONS.Icrllt>
nLI
A SPECIFIC COMMAND CAPABILITY IS ACQUIRED BY RESPONDING WITH AjcrIjnL->

COMMAND VERB TO THE PROMPT 'COMMAND?'. THE POSSBLE RESPONSESjcrIjnLI
ARE:IcrI InLI cr1 InLI
ADD ADJOURN ANNOUNCE BULLETIN CHAIR TO 1>
crllntl
COMMUNICATION DEFINITION DELETE DESCRIBE ERASElcrl->
InL I
FLOOR FORMAT GIVEUP INSERT KEYWORDIc->
rI1nLt
LISTEN PDAC PRINT QUIT REVIEW Icr->
1intI
STATUS TALK TERMINATE ?IcrI1nLI~crIjnLI
AN EXPLANATION OF EACH VERB IS POSSIBLE BY RESPONDINGjcrIjnLI
'DESCRIBE VERB'-WHERE VERB IS ANY VALID COMMAND MODE VERB.IcrItnLIlc->
rjjnLj

EXAMPLEjcrI muj
COMMAND?DESCRIBE FLOORjcrI IntL

IcrIjnLICOMMAND ?-

T12500 Icri IntLjffi Icri InhI >ADD<<< lcr IntV-

T12501 (cr1Irdi ffliIcrIInLI >>ADJOURN<<" IcriIntlV

T12502 IcrIInLIlffIlcrIInLI >>ANNOUNCE<<< IcrI1nL1^

T12503 IcrIInLIlffIlcrIInLI >>BULLETIN<<< IcrIjnLj-

T12504 IcrI1nLI1ffI1cr1lnLI >>CHAIR TO<<< IcrIjnLV-

T12505 IcrJInLIlffllcrIInLj >>COMMUNICATION<<< IcrijnLi^

T12506 IcrI InLtlffI IcrI InuI >>DEFINITION<<clcrl InLV-

T12507 IcrI InLtlff1 (cr1 mnLI >DELETE<<<IcrI InLlV

T12508 IcrIInLIlffIlcrIInLI >>DESCRIBE<<< IcrI1nLV-

T12509 IcrI1nLI1ffI1crI1nLI >>ERASE<<< IcrIjnLj^

T12510 IcrI1ntIjffIjcrIjnLI >>FLOOR«<< IcrIInLl^

T12511 IcrI IntlIffliIcri IntI >FORMAT<l<crI InLl^

T12512 IcrIInLIlffIlcrIInhI >>GIVEUP<<( IcrIInLl^
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T12513 IcrIlnLI IfflilcrllnLl>>>INSERT<<< icr] InLj

T12514 IcrIInLIlffilcriInLI >>KEYWORD<<< IcrIInLV^

T12515 IcrIlntlIffIlcrIInLI >>LISTEN«<< IcrIInLl^

T12516 IcrIlnLIjffjcrIjnLI >>PDAC("< IcrIInLl^

T12517 Icri Intl ffi Icri InLf >PRINT<<< IcrI InLV^

T12518 icr] IntL ffi Icri InLl >QUIT("< Icr] InLV^

T12519 lcrIInLlffIlcrIInLI) >REVIEW<<< IcrllnLjI

T12520 lcrlIntIlffIlcrIIntI >>STATUS<<< IcrIlnhl^

T12521 Icri IntL ffi Icri IntI >TALK<<< Icri IfLV'

T12522 IcrlInLlIffi icr] InLI>>TERM4INATE<<< icr] InLj

T12523 IcrIjnLjlffIjcrIjnLI >> ? << IcrIInLl^

T12524 lcrIllLIINVALID DESCRIBE ARGUMENT PASSED^4

T12600 IcrIlntITHIS VERB'S USAGE IS RESTRICTED TO THE CURRENT CHAIRMAN AND A->)
LLOWSjcrI InL TH
HIM TO ADD TOTEVALID PARTICIPANT LIST FOR THE CONFERENCE. ITicril->
nL I
ALSO ALLOWS HIM TO CORRECT/CHANGE THE USERID ASSOCIATED WITH .Icrilni->

* PARICULAR PARTICIPANT NAME. A PARTICIPANT NAME CANNOT BE CHANGED.Ic->

THE USERID AND PARTICIPANT NAME TO BE ADDED/CORRECTED MUST FOLLOWIcrI->
Intl
THE VERB IN THE SAME FORMAT USED DURING CONFERENCE INITIATIONlcrIlnLI
DEFINITION.IcrIjnLtjcrIjnLI

EXAMPLElcrI nInt
COMMAND?ADD USERID/PNAMEjcrI IntL

IcrIinLICOMMAND ?^

T12610 IcrllnLlTHIS VERB'S USAGE IS RESTRICTED TO THE CURRENT CHAIRM4AN AND A->
LLOWSjcrI IntL
HIM TO ADJOURN A CONFERENCE SESSION. AN ADJOURNED CONFERENCE CANIcrI->
IntL
BE RECONVENED AT A LATER TIME. AN ADJOURNMENT WILL NOT TAKE PLACEIcr->
linti
IF THERE ARE ACTIVE PARTICIPANTS OTHER THAN THE CHAIRMAN STILLjcrIjnL->

CONNECTED TO THE CONFERENCE. NO PARTICIPANTS ARE PERMITTED TO JOINIC->
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THE CURRENT SESSION OF THE CONFERENCE ONCE THE ADJOURN IS ENTERED.Icr->
IInLI

EXAMPLEIcrIInLI
COMMAND?ADJOURNIcrIInLI

IcrIInLICOMMAND ?^

T126ZO lcrIlnLITHIS VERB'S USAGE IS RESTRICTED TO THE CURRENT CHAIRMAN AND A->
LLOWSIcrInLI
HIM TO CREATE A LIST OF MESSAGES TO BE DISPLAYED TO PARTICIPANTSIcrII->
nLI
UPON JOINING. IT ALLOWS HIM TO CHANGE OR DELETE THE LIST.IcrIInLI
ARGUMENTS FOR THE VERB ARE A LIST OF UP TO 10 VALID MESSAGE NUMBERSIc->
rIInLI
DELIMITED BY SEMICOLONS. IF NO ARGUMENTS ARE FOUND THE ANNOUNCEMENTI->
cr1 InLI
LIST IS PURGED.IcrIInLIIcrIInLI

EXAMPLE lIcri nLI
COMMAND?ANNOUNCE 2;3;51crllnLII nt ScrcInLI

(MESSAGES 2, 3, 5 WILL BE ANNOUNCED TO NEW PARTICIPANTS ASlcrllnLI
THEY JOIN.)IcrIInLIIcrIInLI

EXAMPLE 21crIInLI

COMMAND?ANNOUNCEIcrIInLIlcrIInLI
(ANY PREVIOUS ANNOUNCEMENT LIST WILL BE ERASED.)IcrIInLI
IcrIlnLICOMMAND ?"

T12630 IcrIInLITHIS VERB ALLOWS AN INDIVIDUAL PARTICIPANT TO SEE THE NEXT ME->
SSAGEIcrIInL o
QUEUED TO HIS TERMINAL WITHOUT ENTERING LISTEN MODE. ONLY ONEIcrIInL->I
MESSAGE WILL BE RECEIVED PER EACH BULLETIN REQUEST.IcrlInLIIcrlInLI

EXAMPLEIcrIn LI
COMMAND?BULLETINIcrIInLIIcrIInLI

IcrIlnLICOMMAND ?^

T12640 IcrIlnLITHIS VERB'S USAGE IS RESTRICTED TO THE CHAIRMAN (CURRENT ORIc->
rI InLI
ORIGINAL). THE CURRENT CHAIRMAN MAY PASS THE CHAIRMANSHIP TOIcrIInLI
ANOTHER ACTIVE PARTICIPANT. THE ORIGINAL CHAIRMAN CAN AT ANY TIMElcr->
IInLI
RETAKE THE CHAIRMANSHIP HE PREVIOUSLY PASSED.IcrIInLIIcr1 nLI

EXAMPLE lIcrIIntlI
COMMAND?CHAIR TO PARTICIPANT NAMElcrIInLIIcrlInLI

(THE CHAIRMANSHIP WILL BE GIVEN TO THE NAMED PARTICIPANT.)IcrIInLIIcr->
IInLIIcrIInLI

EXAMPLE ZlcrIInLI
1*1_ COMMAND?CHAIR TOIcrIInLIIcrinLI

(FORM OF VERB INITIATING CHAIRMAN WOULD USE TO RETAKE THEIcrilnLI
-, CHAIRMANSHIP.)IcrlInLIIcrIInLI

ANOTHER FUNCTION OF THIS COMMAND IS TO ALLOW A DESIGNATED ALTERNATEIc->w'. 'rllnLI
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TO ASSUME THE CHAIRMANSHIP. THIS MAY ONLY BE DONE IF THE CONFERENCE ->
crllnLI
IS WITHOUT A CHAIRMAN AT THE TIME THE COMMAND IS INVOKED.IcrlInLIIcrI->
InLI

EXAMPLE 31crllnLI
COMMAND?CHAIR TOIcrIlnLllcrllnLI

(THE DESIGNATED ALTERNATE WILL RECEIVE THE CHAIR IF IT IS VACANT.)i IcrlInLICOMMAND ?^

T12650 IcrlInLlTHIS VERS WILL ALLOW INFORMAL MESSAGE TEXT TO BE SENT TO SEVE->
RALIcrllnLI
OR ALL ACTIVE PARTICIPANTS. IT DIFFERS FROM A TALK MESSAGE IN THATIc->
rllnLI
THE MESSAGE IS NOT WRITTEN TO THE TRANSCRIPT AND IS DELIVERED WITHIcr->
lInLI
PRIORITY MESSAGES. THIS MEANS THE RECIPIENT DOES NOT HAVE TO BE INIC->
rllnLI
LISTEN MODE TO RECEIVE THE COMMUNICATION.IcrjInLIIcrIlnLI

EXAMPLEIcrIInLi
COMMAND?COMMUNICATION $ALLIcr InLj
ENTER TEXT WHEN PROMPT CHARACTER APPEARS (-),IcrllnLI
MAXIMUM INPUT IS 13 LINESIcrIInLI
NULL INPUT OR ALL SPACES INDICATES END OF MESSAGEIcrlInLI
-THIS IS AN EXAMPLE OF A GENERAL COMMUNICATION REQUESTIcrII->

nLI
-(CR) lcrllnL IcrllnLI
EXAMPLEIcrlInLI
COMMAND?COMMUNICATION TO PARTICIPANT1criInL)
ENTER TEXT WHEN PROMPT CHARACTER APPEARS (-),IcrllnLI
MAXIMUM INPUT 1S 13 LINESlcrllnLj
NULL INPUT OR ALL SPACES INDICATES END OF MESSAGEIcrIInLI

* -THIS MESSAGE WILL BE DELIVERED TO PARTICIPANT licrllnLI
-(CR)Icrllntl

IcrIInLICOMMAND ?^

T12660 IcrlInLITHIS VERB DISPLAYS THE STATE OF SEVERAL CONFERENCE PARAMETERS->
INcrllnLl

SOME CASES IT ALLOWS THE STATE TO BE CHANGED. A REQUEST MAY BElcrlln->

GENERAL OR SPECIFIC. A GENERAL REQUEST WILL DISPLAY ALL INFORMATIONI->crllnLI

TO WHICH THE USER IS ENTITLED. A SPECIFIC REQUEST WILL DISPLAY THEIc->
rllnLI
REQUESTED INFORMATION, AND PROMPT FOR CHANGE WHEN CHANGE IS POSSI-lcr->

" IjnLI

BLE.lcrllnLIlcrltnLI
DEFINITION -- THOSE CONFERENCE PARAMETERS AVAILABLE FORIcrl->

Intl
VIEWING BY THE INDIVIDUAL ARE DISPLAYEDIcrIlnLI

DEFINITION SCC -- DISPLAYS CONFERENCE SECURITY CLASSIFICA-I->
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cr lnLA
TION; CAN BE CHANGED BY THE CURRENT CHAIRMANIcrIInLI

DEFINITION ACCESS - INFORMS AS TO WHETHER NEW PARTICIPANTS->

MAY JOIN;IcrIInLI
CAN BE CHANGED BY THE CURRENT CHAIRMANIcrIInLI

DEFINITION FLOOR -- INFORMS AS TO WHETHER FLOOR RECORDING I->

S TAKINGIcrIInLI
PLACE; CAN BE CHANGED BY THE CURRENT CHAIRMANIcrIInLI

DEFINITION FILE -- DISPLAYS THE NAME OF THE TRANSCRIPT FILE->
Icrlnl

DEFINITION ANNOUNCE - DISPLAYS THE ANNOUNCEMENT MESSAGEIcr->

IlIntl
NUMBERS; CAN BE CHANGED BY THE CURRENT CHAIRMAN USINGI->

crIlnil
COMMAND MODE VERB ANNOUNCEIcrIInLI

DEFINITION INSERT -- DISPLAYS CURRENT INSERT FILE LINEIcrlI->nLI

LIMIT; CAN BE CHANGED BY CURRENT CHAIRMAN USINGIcrIInL->

COMMAND MODE VERB INSERTIcrIInLI
DEFINITION KEYWORD -- TELLS HOW MANY KEYWORDS ARE CURRENT-I->

crll

LY ASSIGNED; CAN BE CHANGED BY THE CURRENT CHAIRMANIcr->
lInLI

USING COMMAND MODE VERB KEYWORDIcrIInLI
DEFINITION CHAIR -- DISPLAYS TO THE INITIATING CHAIRMANIcrI->

InLI
HIS PASSWORD AND PROMPTS HIM FOR CHANGEIcrIInLI

DEFINITION PARTICIPANT -- DISPLAYS TO THE CHAIRMAN THEIcrll->
nil

CURRENT PARTICIPANT PASSWORD AND PROMPTS FOR CHANGEIcr->
I nLI

DEFINITION LIST -- DISPLAYS A LIST OF ALL VALID PARTICI-Icr->
I nti

PANTS, FOR THE CURRENT CHAIRMAN IT ALSO DISPLAYS THEIc->
rIInLI

ASSOCIATED USERID; CAN BE CHANGED BY THE CURRENTIcrIln->
LI

CHAIRMAN USING COMMAND MODE VERB ADDIcrIInLI
DEFINITION DELIVERY -- DISPLAYS USER TRANSCRIPT DELIVERYIcr->

intI
INFORMATION PROVIDED DURING JOIN PROCESSING ANDIcrIInL->I
PROMPTS FOR CHANGEIcrIInLI

DEFINITION ALTERNATE - DISPLAYS THE NAMES OF THOSE PARTI-I->
crllnLI

CIPANTS WHO HAVE BEEN DESIGNATED AS ALTERNATE CHAIRMAN->
;IcrInLI

CAN HE CHANGED BY THE CURRENT CHAIRMANIcrIInLIIcrInLI
EXAMPLEIcrIInLI
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COMMAND?DEFINITION DELIVERYIcrlInLI
DELIVERY INSTRUCTIONS FOR YOUR COPY OF TRANSCRIPTIcriinLI
HOST-HOST NAMElcrIlnLl
SIDENT-SIDENT INFORMATIONIcrI nL
CHANGE?YESIcrlInLI

HOST?HOST NAMEIcrIlnLI
Kc nI A$IDENT-(NULL, WILL NOT CHANGE) IcrlInLjIcrlInLl

IcrIjnLjCOMMAND ?-

T12670 lcrIInLlTHIS COMMAND ALLOWS THE CHAIRMAN TO REMOVE AN UNUSED PARTICIP->
ANTlcrllnLINAME FROM THE LIST OF NAMES ACCEPTABLE TO THE CONFERENCE. A LIST OF->

crllnLI
UNUSED NAMES IS AVAILABLE BY INVOKING THE COMMAND WITHOUT ANIcrlInLI
ARGUMENT.IcrIInLI crllntI

EXAMPLE llcrJInLI
COMANO?DELETEIcrIInLi

(LIST OF UNUSED PARTICIPANT NAMES)IcrIlnLIlcrIlnLI
EXAMPLE ZlcrllnLI
COMMAND?DELETE PARTICIPANT5IcrIInLI

IcriInLICOMMAND ?^

T12680 IcrllnLITHIS VERB IS USED TO OBTAIN AN EXPLANATION OF COMMAND MODEIcr->
InLI
VERBS. TO RECEIVE AN EXPLANATION OF A VERB, THEIcrjlnLj
VERB WOULD FOLLOW THE WORD 'DESCRIBE'. THE VERBS THAT CAN BEIcrIjnLI

DESCRIBED ARE:lcrlnLIIcrIlnLI
ADD ADJOURN ANNOUNCE BULLETIN CHAIR TOI->

crllnLI
COMMUNICATION DEFINITION DELETE DESCRIBE ERASEIcrl->

InLI
FLOOR FORMAT GIVEUP INSERT KEYWORDIc->
rllnLl
LISTEN PDAC PRINT QUIT REVIEWIcr->
lInLI
STATUS TALK TERMINATE ?lcrllnLIlcrllnL

EXAMPLEIcrlInLI
COMMAND?DESCRIBE FLOORicr InLj

IcrIinLICOMMAND ?^

T12690 IcrIIntITHIS COMMAND IS USED BY THE CHAIRMAN TO REMOVE THE TEXT OF A ->
MESSAGElcrllnLI
FROM THE CONFERENCE TRANSCRIPT. THE MESSAGE BANNER WILL BE RETAINEDI->

cr nL RE
WITH A NOTE STATING THAT THE MESSAGE HAS BEEN DELETED. A MESSAGElcrI->
InLI ;_-I

BEING READ CANNOT BE ERASED.crlnLIIcrjnLI 
EXAMPLEIcrI InL
COMMAND?ERASE 51crllnLl

IcrIinLICOMMAND ?-

A -99



T12700 IcrIInLITHE PURPOSE OF THE FLOOR IS TO ALLOW A PARTICIPANT TO ADDRESS->
jcrjjnLj
MULTIPLE PARTICIPANTS AT THE SAME TIME. THE FLOOR PRIVILEGE CANIcrl->

nLl
ONLY BE ATTAINED BY DIRECT ACTION ON THE PART OF THE CHAIRMAN. THISI->
crilnLI
ACTION CAN BE AT THE CHAIRMAN'S INITIATIVE OR PROMPTED BY AjcrilnLj
PARTICIPANT REQUEST.IcrIlnLIIcrllnLI

FLOOR - REQUEST BY PARTICIPANT OR CHAIRMAN FOR THE FLOOR.I->
crllnLI

THE PARTICIPANT MUST WAIT FOR INTERVENTION BY THEIcrlI->nlI
CHAIRMAN. THE CHAIRMAN WOULD AUTOMATICALLY RECEIVEIcr->

IjnLI
THE FLOORIcrlInLI

FLOOR ETO PARTICIPANT NAME -- WITH THIS FORM OF THEIcrIInL->I
COMMAND THE CHAIRMAN CAN GIVE THE FLOOR TO A PARTICI-I->crl InLI
PANT. IF THE PARTICIPANT ACCEPTS RECEIPT OF THEIcrlln->

LI
FLOOR, ANYONE CURRENTLY OCCUPYING THE FLOOR WOULDIcrlI->

nLJ
ITIcrl Intl

FLOOR FREE -- WITH THIS FORM OF THE COMMAND THE CHAIRMANIcr->
IlntL

CAN TAKE THE FLOOR FROM WHOMEVER HAS IT AND LEAVE ITIc->~rllnLj

VACANTIcr InL
Jj FLOOR CANCEL - A PARTICIPANT WOULD USE THIS FORM OF THEIcr->

COMMAND TO CANCEL A FLOOR REQUEST NOT YET ACTED UPONIc->

BY THE CHAIRMANIcrInLIIcrInLI
EXAMPLElcrl InLI

*COMMAND?FLOOR TO PARTICIPANT NAMEJcrJJnLJlcrJJnLJ
(FLOOR WILL BE TAKEN FROM WHOMEVER MIGHT HAVE IT, AND GIVEN TO THEIcr->
UjnLi
NAMED PARTICIPANT IF HE ACCEPTS THE FLOOR)IcrlInLI
IcrIInLICOMMAND ?-

T12710 IcrlInLITHIS COMMAND IS USED BY THE CHAIRMAN TO ESTABLISH THE HEADER ->
TuIcrI InLI
APPEAR AT THE BEGINNING OF TALK MESSAGES. THE COMMAND WILL PRONPTIcr->
Ilntl
FOR INPUT WHEN THE OPTIONS DESIRED ARE NOT PART OF THE INITIALIcrIInL->

-.V. REQUEST. THE OPTIONS ARE IMPLEMENTED IN THE ORDER RECEIVED. END OFt->
crllnLI
REQUEST IS INDICATED BY TRANSMITTING SEND OR EDM TO THE INPUT PROMPT.->
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IcrI nLI
THE OPTIONS MAY BE CHANGED AT ANYTIME. THEY MAY BE CANCELLED BY USEI->

crllnLl
OF THE ARGUMENT CANCEL. THE OPTIONS ARE:IcrIInLHjcrjInLj
CLASSIFICATION DATE-TIME-GROUP FROM INFORMATIONIcrjinL->

REFERENCE SUBJECT TOIcrllnLllcrllnLl .
EXAMPLE lIcrl InLI
COMMAND?FORMAT TO;FROM;SUBJECT;SENDIcrIInLIIcriInLI
EXAMPLE 21crllnLI
COMMAND?FORMAT CANCELIcrI InL.lcrlInLICOMMAND ?-

T12720 IcrIlntlTHIS VERB ALLOWS A PARTICIPANT TO RELINQUISH THE FLOORjcrIInL->

PRIVILEGE. IT IS INVALID IF THE PARTICIPANT DOES NOT HAVE THEIcrIInL->

FLOOR.Icrllntl cri nLl
EXAMPLEIcrlInLjIcrl InL
COMMAND?GIVEUPIcrIInLI

IcriInLICOMMAND ?-

T12730 IcrlInLITHIS IS A CHAIRMAN ONLY VERB. IT ALLOWS HIM TO CONTROL THE N->
UMBERIcrI InLl
OF LINES THAT CAN BE INSERTED INTO A MESSAGE FROM AN EXTERNAL FILE.Ic->

*, rllnLI
THE LINES CAN BE RESTRICTED TO A VALUE BETWEEN 1 AND 600, OR ANYicrlI->
nLI
RESTRICTION CAN BE COMPLETELY ELIMINATED.IcrIInLIIcrIInLI

EXAMPLE llcrilnLl
COMMAND?INSERT lOIcrIlnLIIcrIlnLI
EXAMPLE ZicrinLI
COMMAND?INSERT ELIMINATEIcrjInLIIcrlInLI

NOTE:NO MORE THAN 600 FULL 80 CHARACTER LINES MAY MAKE UP A CON-I cr11->
nLI
FERENCE MESSAGE. IF THE AVERAGE LINE CHARACTER COUNT IS LESS THANIcr->
IlInLI
80, THE MAXIMUM POSSIBLE LINES WOULD INCREASE. IT IS ONLY IN THESEIc->
rllnLI
CASES THAT ELIMINATING LINE COUNT HAS ANY MEANING.IcrIlnLI
IcriInLICOMMAND ?

T12740 IcrIInLIMESSAGES MAY BE ASSIGNED A SUBJECT LINE WHEN THEY ARE BUILT. ->

THEIcrilnL.
SUBJECT LINE PROVIDES FOR TOPIC ORIENTATION AND SELECTIVE REVIEWING.I->
crlinLI
TO CONTROL THE CONFERENCE SUBJECTS THE CHAIRMAN WOULD USE THEIcrIlnLI
VERB 'KEYWORD' TO BUILD A VALID SUBJECT LIST. ONLY MESSAGES WHOSEIcr->

. nt
SUBJECT LINE CONTAINS A WORD FROM THIS LIST WILL BE REVIEWABLE BYIcrl->
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Inkl

SUBJECT. IcrlInLllcrlIntlEXAIPLEIcrIInLI

COMMAND?KEYWORDIcrIInLI
LTEM?TANKSIcrIlInLI
THE SUBJECT WORD TO BE ADDED IS-TANKSIcrIInLI
(YES OR NO)?YESIcrIInLI
SUBJECT WORD ACCEPTEDIcrIInLI

IcrIlnLICOMMAND ?^

T1275U IcrIlnllTO RECEIVE CONFERENCE MESSAGES AND VIEW FLOOR ACTIVITY A PART->
ICIPANTIcrIInLI
MUST BE IN LISTEN MODE. THIS VERB TRANSFERS A PARTICIPANT FROMIcrlIn->
LI
COMMAND MODE TO LISTEN MODE. IT IS INVALID IF THE PARTICIPANT HASIcr->
intI
THE FLOOR.IcrIlnLIIcrIlnLI

EXAMPLEIcrIInLI

COMMAND?LISTENIcrIInLIIcrlInLI
NOTE: IT IS NOT HONORED IF THE PARTICIPANT HAS THE FLOOR.IcrIInLI
IcrIInLICOMMAND ?-

T12760 IcrIInLITHIS VERB OPENS A CONNECTION TO A DIRECT ACCESS PROGRAM IN TH->
E SAMEIcrIInLI
HOST. THE VERB MUST BE FOLLOWED BY THE NAME OF THE DIRECT ACCESSIcrI->
InLI
PROGRAM TO BE CONNECTED TO. WHEN NECESSARY A PDAC CONNECTION CAN BEI->
crInLI
SUSPENDED. THIS IS ACCOMPLISHED BY USING 115I' AS THE FIRST CHARAC->

IcrInLI
RUPTED FOR MESSAGES FROM THE CONFERENCE. THIS INTERRUPTION CAN BEIcr->

~IInLI
PREVENTED BY USING 'I1IN' AS THE FIRST CHARACTERS OF INPUT FROM THEIc->

rI Intl
TERMINAL. TO RESUME RECEIPT OF MESSAGES FROM THE CONFERENCE THEIcrlI->
nLI
CHARACTERS 'lIP' WOULD BE USED.IcrlInLIIcrllnLI

EXAMPLEIcrIInLI
COMMAND?PDAC TSSlcrlInLI

IcrIlnLICOMMAND ?-

T12770 IcrlInLITHIS VERB ALLOWS AN INDIVIDUAL TO REQUEST A PRINTED COPY OF S->

ELECTEDIcrIInLI
PORTIONS OF THE TRANSCRIPT DURING THE CONFERENCE. THE TRANSCRIPTIcrI->
InLI
MAY BE DIRECTED TO A REMOTE PRINTER OR BY DEFAULT BE DIRECTED TO THEI->
crllnLI
SYSTEM PRINTER. SOME VALIDITY CHECKING OF THE ARGUMENTS IS DONEIcrll->
nI
PRIOR TO SPAWNING THE PRINT JOB. IF AN ERROR IS FOUND THEIcrilInLI

A - 102



PARTICIPANT WILL BE INFORMED AND THE REQUEST IGNORED. THE ARGUMENTSI->

crllnLI
ARE:lcrl InL

PRINT ALL - ALL CONFERENCE MESSAGES WILL BE PRINTEDjcrjInL->

PRINT ALL BY PARTICIPANT NAME -- ALL MESSAGES BY THE NAMEDI->' crllnLI..

PARTICIPANT WILL BE PRINTEDIcrIInLJ
PRINT LAST XX -- THE MOST CURRENT XX MESSAGES WILL BElcrlln->

LI PFRINTEDjcrIjnLI

PRINT LAST XX BY PARTICIPANT NAME -- THE MOST CURRENT XXIcr->ljnLI

MESSAGES BY THE NAMED PARTICIPANT WILL BE PRINTEDIcrlI->

niL
PRINT N[;N...] -- THE SPECIFIED MESSAGES WILL BE PRINTEDIcr->

ltntl
THE LIST SHOULD NOT EXCEEu 20 NUMBERSIcrjInLI

PRINT N-X - MESSAGES 'N' THROOUGH 'X' WILL BE PRINTEDIcrlI->

nil
PRINT SUBJECT KEYWORD -- ALL MESSAGES WITH A SUBJECT LINEIc->

CONTAINING THE SPECIFIED KEYWORD WILL BE PRINTEDIcrn->

LI
PRINT FLOOR -- ALL FLOOR ACTIVITY WILL BE PRINTEDjcrJJnLj

PRINT FLOOR FROM HHMM TO HHMM ON DDMMYY -- ALL ACTIVITYIcrI->IntL

RECORDED DURING THE TIME SPAN ON THE SPECIFIED DAYIcrI->

Intl
WILL BE PRINTEDIcrIInLI

PRINT FLOOR ON DDMMMYY -- ALL FLOOR ACTIVITY RECORDED ONIcr->

lInLI
THE SPECIFIED DAY WILL BE PRINTEDJcrIInLj

PRINT EVENTS -- RECORDED EVENTS WILL BE PRINTEDIcrIInLi

PRINT MESSAGES -- CONFERENCE MESSAGES WILL BE PRINTEDicrlIn->

LIjcrlInLI
TO DIRECT THE OUTPUT TO A REMOTE PRINTER THE PHRASE 'ON ID' WOULDIcrI->

,A InLI
FOLLOW THE REQUEST. IID' WOULD BE A VALID RMOTE PRINTERIcrlnLJ

0ESIGNATOR.IcrlInLIIcrIInLI
EXAMPLE llcrllnil
COMMAND?PRINT ALL ON AAjcrllnLIIcrllnLI.
EXAMPLE 21crllntl
COMMAND?PRINT FLOOR ON 260CT801crilnLi

. ( IcriInLICOMMAND ?"

T12780 IcrlInLITHIS VERB DISCONNECTS A PARTICIPANT FROM THE CONFERENCE PROGR->

A .lcrllnLIlcrllnLI
1* EXAMPLEIcrI nLi

COMMAND?QUITIcrIjnLi
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IcrIInLICOMMAND ?

T12790 IcrIlnLITHIS VERB ALLOWS A SELECTIVE REVIEW OF CONFERENCE MESSAGES AN->
DJcrJJntJ
FLOOR ACTIVITY. SELECTIVITY IS PROVIDED BY THE ARGUMENTS THATJcrlJnL->

ACCOMPANY THE VERB. THESE INCLUDEIcrJJnLI
REVIEW ALL -- ALL PREVIOUS MESSAGES WILL BE REVIEWED.Icrlln->

L I
REVIEW ALL BY PARTICIPANT NAME -- ALL MESSAGES BY THEIcrlln->

LI
NAMED INDIVIDUAL WILL BE REVIEWED.IcrIInLt

REVIEW LAST XX -- THE MOST CURRENT XX MESSAGES WILLIcrIlnLI
dE REVIEWED.IcrjInLI

REVIEW LAST XX BY PARTICIPANT NAME -- THE MOST CURRENTIcrlI->
nilXX MESSAGES BY THE NAMED INDIVIDUAL WILL BEIcrilnLI

REVIEWED.lcrI InL

REVIEW NE;N...] -- THE SPECIFIED MESSAGES WILL BEIcrlnLI
REVIEWED. THE LIST CANNOT EXCEED 20 VALID MESSAGEIcrI->

InlI
NUMBERS.IcrI nLI

REVIEW N-X -- MESSAGES 'N' THROUGH 'X' WILL BE DISPLAYEDIcr->

IlnLI
REVIEW SUBJECT - THE LIST OF AVAILABLE SUBJECTS FORicrlnL->

TALK MESSAGES WILL BE DISPLAYED.JcrJInLI "

REVIEW SUBJECT KEYWORD -- ALL MESSAGES CONTAINING THEIcriln->

LI
SPECIFIED KEYWORD WILL BE LISTED.IcrjlnLl

REVIEW FLOOR -- ALL RECORDED FLOOR ACTIVITY WILL BEIcrllnlj
'EVIEWED.IcrijnLj

NEVIEW FLOOR FROM HHMM TO HHMM -- ALL FLOOR ACTIVITYIcrlInL->

RECORDED DURING THE GIVEN TIME SPAN WILL BE REVIEWED.J->
-crlInLj

IcrIInLICOMMAND ?

T12800 IcrIInLITHIS VERB PRODUCES A REPORT OF THE CURRENT CONFERENCE STATUS.->
THEIcrlInL

DISPLAY INCLUDES CONFERENCE NAME, START TIME AND DATE, CURRENTIcrIjnL->

CHAIRMAN'S NAME, HOST NAME, WHETHER THE FLOOR IS OCCUPIED, AND Alcrll->
nLl
LIST OF ACTIVE PARTICIPANTS AND THEIR MODE.crIjnllcrIjnLI

EXAMPLEIcrI nLI

COMMAND?STATUS icrjjInil
. IcrInLICOMMAND ?-

T12810 IcrIInLITHIS VERB TRANSFERS A PARTICIPANT FROM COMMAND MODE TO TALK M->
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ODE. IcrllnLl
TALK MODE IS THE STATE IN WHICH A PARTICIPANT CAN BUILD MESSAGESIcriI->

nI
TO BE DELIVERED TO OTHER CONFERENCE PARTICIPANTS.IcrIInLIlcrnL

EXAMPLElcrI nL
COMMAND?TALKIcrI n

IcrlInLICOMMAND ?^

T12820 lcrlInLITHIS VERB'S USAGE IS RESTRICTED TO THE CHAIRMAN AND ALLOWS HI->
M TOlcrllnhl
TERMINATE A CONFERENCE SESSION. A TERMINATED CONFERENCE CAN NOT BEIc->
rllnLl
RECONVENED. TERMINATION WILL NOT TAKE PLACE IF THERE ARE ACTIVEIcrII->

nLl
PARTICIPANTS OTHER THAN THE CHAIRMAN STILL CONNECTED TO THElcrllnLI
CONFERENCE. NO PARTICIPANTS ARE PERMITTED TO JOIN THE CONFERENCEIcrI->
Intl
ONCE A TERMINATE REQUEST IS ENTERED.lcrllnLIIcrlinLi

kXAMPLEIcrIinLI

COMMAND?TERMINATEicrlInLI
IcrIlnLICOMMAND ?-

* T12830 IcriInLITHE QUESTION MARK IS USED TO OBTAIN AN EXPLANATION OF THE MOD->
ElcrjlnLI

*i THE PARTICIPANT IS IN. IT WORKS FROM COMMAND AND TALK MODES.lcrllnLl->

IcrllnLl
EXAMPLEIcrlInLI
COMMAND??IcrlIntl

IcrIinLICOMMAND ?-

T13000 IcrllnLIffllcrllnLTALK MODE ENTERED IN

T13010 IcrlInLl>"

T13011 IcrlInLI-"

T13012 lcrllnL TO?^

T13013 Icr InLFROM?^

T13014 icrilnLSUBJECT?"

T13015 icriInLiCLASS?"

T13016 IcrIInLIINFO?^

T13017 IcrInnLIREF?"

T13050 Sdesc^
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Ti13051 Scomm^

T13052 SdeLe'

T13053 Send^

T13054 SList'

T13055 SseLe^

T13056 Ssubj^

T13057 $taLk^

T13058 ?Ics,"

T13100 IcrlInhIlffIlcrI~LlnhI>SDESCRIBE<(<<-
IcrI InLl^

T13101 Icrilnil ff licriiLl>>>SCOMMAND<<< lcri lnhl'

T13102 lcrInLllffllcrlnLl >>SDELETE«<< IcrllnLl'

T13103 lcrjjnLjlffllcrllnLI>>>SEND«<< lcrllnLj-

T13104 Icri Intl Iff1 lcrjInLj> )LIST<< I cr1 lnLV

T13105 Icri InLI 1fflIlcrIlnLI >>SSELECT<lcrI InLlV

T13106 IcrI InLtlfflilc InLI >SSUBJECT<<" Icri InLj

I'T13107 IcrIlrnLljfflcrIjnLI>STALK«<< IcrIInLl^

T13108 IcrllnLIjffljcrljnLI>> ? <<IcrllnLV-

T13109 lcrIInLIlffIlcrIInLI >>SINSERT<<" IcrIjnLj^

T13099 IcrIlnLIINVALID DESCRIBE ARGUMENT PASSED^

T13110 IcriInLITIIIS PARAMETER IS USED TO OBTAIN AN EXPLANATION OF THE POSSIB->
LE IcrilniL
TALK MO0DE VERBS. THE AVAILABLE VERBS ARE IcrIjnLIjcrIjnLI
$COMqMAND SDELETE $DESCRIBE SEND $INSERT 1->
cr1 Intl
SLIST $SELECT SSUBJECT STALK ? IcrI I->
nijl lIntl
THE PARAMETER TO BE EXPLAINED WOULD FOLLOW $DESCRIBE. IcrIlnIlcrll->
nLI

EXAMPLE IcrilniL
>SDESCRIBE SEND IcrIInLl^
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T13120 IcrIlnLITHIS PARAMETER WILL CAUSE A MESSAGE BEING BUILT TO BE ACCEPTE->
D AS tcrllnLI
COMPLETE AND QUEUED FOR TRANSMISSION. THE PARTICIPANT WILL THEN BE I->
crllnil
TRANSFERRED TO COMMAND MODE. IcrllnLIlcrllnLl"

T13130 IcrlInLITHIS PARAMETER WILL CAUSE THE MESSAGE BEING ENTERED TO BE ->

Icrllntl
DELETED AND THE TERMINAL TRANSFERRED TO LISTEN MODE.IcrjInL]"

T13140 IcrllntlTHIS PARAMETER WILL CAUSE A MESSAGE BEING BUILT TO BE ACCEPTE->
D Icrllntl
AS COMPLETE AND QUEUED FOR TRANSMISSION. THE MESSAGE WILL BE Icrll->
nLI
ASSIGNED A NUMMBER AND STAMPED WITH THE AUTHOR'S NAME AND THE TIME ->

IcrllnLI
AND DATE. THE PARTICIPANT WILL THEN BE TRANSFERRED TO LISTEN MODE. I->
crllnLllcrllnLl
(NOTE: NULL INPUT(CARRIAGE RETURN) FROM A TERMINAL WILL SERVE THE 1->
crllnLI
SAME PURPOSE. IcrllnLV

* T13150 IcrllnLISLIST AS THE FIRST CHARACTERS OF INPUT WILL CAUSE THE ENTIRE ->

MESSAGEIcrlInLI
BEING BUILT, OR THE LAST SEVERAL LINES ENTERED IF THE SLIST IS I->
crllntl
FOLLOWIND BY A NUMBER, TO BE LISTED.IcrlrnLIIcrIlntL

EXAMPLE lcrllntl
>$LIST 10 IcrlIntVl

. T13160 IcrllntlTHIS VERB ALLOWS A PARTICIPANT TO DIRECT HIS MESSAGE TO UP TO->
FOUR IcrllnLl

SPECIFIED RECIPIENTS. IF $SELECT IS NOT SPECIFIED THE MESSAGE IS J->
crlIntl
DELIVERED TO ALL ACTIVE PARTICIPANTSIcrIInLiIcrljnLI

EXAMPLE PcrCnTl
>ESELECT PARTICIPANT1 PARTICIPANT2 PARTICIPANT3 IcrIlnLll->

crIlnLl

T13170 IcrlInLITHIS VERB ALLOWS A PARTICIPANT TO ASSIGN A SUBJECT LINE TO Al-> -

crllnLI
MESSAGE. THE LINE SHOULD CONTAIN A WORD THAT IS IN THE SUBJECT Icrll->
nII

LIST CREATED BY THE CONFERENCE CHAIRMAN IF THE MESSAGE IS TO BE Icrll->
nLI
REVIEWED BY SUBJECT, OTHERWISE NOT REQUIRED.IcrIlnLIcrIInLl

EXAMPLE lcrllnLI
>$SUBJECT LANTCOM MANPOWER RESOURCES IcrllnLjIcrllnLtV

T13180 IcriInLITHIS PARAMETER WILL CAUSE A MESSAGE BEING BUILT TO BE ACCEPTE->
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D AS Icrl InLI
COMPLETE AND QUEUED FOR TRANSMISSION. THE PARTICIPAPANT WILL REMAINI->
crllnLm
IN TALK MODE, AND BE PROMPTED TO START ANOTHER MESSAGE. IcrllnljIcr I->
nLl

EXAMPLE IcrlInLl
>STALKIcrI InLl^

T13190 IcrIInLITHE QUESTION MARK IS USED TO FIND OUT THE CURRENT MODE. BESID->
ES IcrlInLI
STATING THE MODE, IT GIVES A BRIEF DESCRIPTION OF THE MODE'S I->
crllntl
FUNCTION.

T13200 lcrllnLlTHIS PARAMETER ALLOWS PREVIOUSLY CREATED FILES TO BE INSERTED->
INTO AlcrlInLI

MESSAGE. THE FILE MUST BE IN STANDARD FORMAT WITH TIMESHARING Icrl ->
nLI
ASCII MEDIA CODE 6. THE LOGICAL RECORD SIZE SHOULD BE 80 CHARACTERS I->
cr1 InL
OR LESS. THE FULL NAME OF THE FILE TO BE INSERTED 1UST FOLLOW THE 1->
cr InLl
PARAMETER. THE ACTUAL NUMBER OF LINES THAT WILL BE ACCEPTED IS SET 1->
cr1 Inl
BY THE CHAIRMAN. THIS PARAMETER MAY ALSO BE USED TO INSERT A Icrl ->
nL
PREVIOUS MESSAGE INTO THE ONE BEING BUILT. THIS IS DONE BY NOT FOL-l->
crilnLl
LOWING THE REQUEST WITH A FILE NAME. A PROMPT WILL FOLLOW FOR THE I->
cr1 InL
NUMBER OF THE MESSAGE TO BE INSERTED. IcrllnLIIcrllnLIlcrllnLI

EXAMPLE IcrllnLI
>$INSERT UMC/CATA/FILE IcrJInLl"

T13210 jcrJJnLJJffllcrlJnLJTHIS TERMINAL IS CURRENTLY IN TALK MODE. ->

Icrl Intl IcrllnLl
THE FUNCTION OF TALK MODE IS THE ENTERING OF MESSAGES FOR OTHER I->
crllnLI
PARTICIPANTS ON THE CONFERENCE. A MESSAGE MAY HAVE A SUBJECT IcrlI->
nLI
ASSIGNED TO IT, HAVE A PREEXISTING FILE INCLUDED IN IT, OR HAVE A I->
crllnLj
PREVIOUS TALK MESSAGE INCLUDED IN IT. THE TALK MODE FUNCTIONS ARE I->
crllnil
CONTROLLED BY THE FOLLOWING VERBS IcrlInLIcrlInLI
$COMMAND $DELETE SDESCRIBE SEND $INSERT I->
crllnLI
$LIST SSELECT $SUBJECT STALK ? Icrl1->
nLllcrilnLI
AN EXPLANTION OF EACH PARAMETER IS OBTAINED BY USING THE Ic->

A - 108



rlIlnLl
PARAMETER '$DESCRIBE' FOLLOWED BY THE VERB TO BE EXPLAINED. Icrilntll->
crlintl

EXAMPLE lcrllnLl
>$DESCRIBE $INSERT IcrllnLIjcrIjnLll->

crllnLl
THE EXIT FROM TALK UPON COMPLETION OF A MESSAGE IS CONTROLLED BY THEI->
crllnil
USER. CONTROL IS BASED ON THE TALK MODE VERB USED TO END THE MESSA->
4E. lcrlInLlV

T13300 IcrjInLIMESSAGE DELETED BY PARTICIPANT

T13320 IcrlInLIMESSAGE ACCEPTED'

T13340 lcrjlnLINo TEXT HAS BEEN ENTERED-

T13360 IcrlInLIILLEGAL SELECT REQUEST DUE TO-NO PARTICIPANT NAMESIcrjInLj-

T13380 IcrIInLl-"

T13381 IcrIInLIINVALID SUBJECT REQUEST-NO SUBJECT LINE IcrllnLI>^

T13420 IcrlInLIMESSAGE NUMBER ^

T13430 IcriInLIIffIlcrIInLICONTINUING IN TALK MODE
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APPENDIX B

ENVIRONMENT MANAGER PROCESS (EMP) USER INTERFACE

The Environment Manager Process (EMP) alLows FSM personneL, the Environ-

ment Manager (EM), to monitor and change the FSM operating environment.

The EM can observe a user's current status, reassign users to Screeners,

and change FSM screen modes and bandwidth thresholds. The EM initiates

EMP by Logging on as a normal UNIX user. After Logging on, the EM is

initially presented with a help message informing him of the avaiLabLe

commands. The EMP then signifies that it is ready to accept commands by

printing a "*" on the terminaL.

EMP provides the EM with seven commands. These commands allow the EM to

make all necessary changes in the FSM environment. The commands are:

1. ASSIGNMENTS - Display a List of current Logged on users and

Screeners and the assignments of each.

2. DISPLAY - DispLay detailed user/system information.

5. HELP - DispLay a List of commands or detaiLed information

about a specific command.

4. HISTORY - Invoke the ATDP program to view previous FSM

events.
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5. MODIFY - Change the current FSM operating environment.

6. PROFILE - Display the current status of Logged on users.

7. QUIT - Terminate EMP and Log off UNIX.

Descriptions of each command follow, including examples and syntax.

ALso, the syntax for the complete set of EMP comands is provided in

Appendix A.

B.1 ASSIGNMENTS

The ASSIGNMENTS command provides the EM with a List of all current

user/Screener assignments. It dispLays all current users and Screeners

Logged on, showing which Screener is assigned to which user. If a user

currently has no Screener, ASSIGNMENTS displays "No Screener" for that

user. If a Screener currently has no users, ASSIGNMENTS displays "- none

assigned -" for that Screener. The command syntax is:

alssignments] <nL>

where the letters enclosed in brackets "E]" are optional and <nL>

represents a newline or carriage return. ASSIGNMENTS returns to the com-

mand Level prompt ("*") after displaying the user/Screener assignments.

2
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FoLLowing is an example of the output from the ASSIGNMENTS command.

CURRENT FSM USER/SCREENER ASSIGNMENTS Mon Sep 15 14:56:28 1980

Screener User

'mes af3gwbrglre
atLas - none assigned -

mees af3gwbrgoes
jones af9gwgLmrmb
jones af3gwbrgsLw

8.2 DISPLAY

The DISPLAY command gives the EM a detaiLed description of current FSM

system state as well as the current states of any Logged on users. At

the system Level, DISPLAY produces the current bandwidth rate, the

screening status for each WWMCCS subsystem, the number of Screeners

currently Logged on, and the number of users currently Logged on. At the

user Level, the DISPLAY command gives the user identification, the user's

current terminal, the assigned Screener, the current bandwidth rate, and

the screening status for each WWMCCS subsystem. The syntax for this com-

mand is:

dlispLay] C<userList>3 <nL>

<userList> := <user> I <user> <userList>

<user> :2 system I <username>

<username> : a valid Logged on WWMCCS user name

<nL> : a newline or carriage return

* Arguments enclosed in brackets '13" are optional. DISPLAY returns to the

command prompt 1"*") after displaying the requested information. A
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maximum of five arguments to the DISPLAY command is allowed.

The DISPLAY command with no arguments causes reports on the system and

all Logged on users to appear. For example:

dis <nL>

might cause EMP to display:

CURRENT FSM ENVIRONMENT VALUES Mon Sep 22 09:51:54 1980

N System-wide :
Bandwidth is 10 messages/minute
Subsytem screening status:

ACCESS is normal
LIST is normal
SIOS is normal
TCON is normaL

f. JTLCF is normal
TSS is normal
WWDMS is normaL

Screeners Logged on - 1
Users Logged on - 1

User:

Username - af3gwbrgmes
Terminal- ?
Screener assigned - erickson
Bandwidth is 5 messages/minute
Subsystem screening status:

ACCESS is normal
LIST is none
SIOS is normal
TCON is none
TLCF is normal
TSS is all
WWDMS is normaL

Had the EM input:

d sys <nL>
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EMP would have displayed only the system portion of the above display.

Alternatively, the EM could have asked for information on users. For

example, if the EM inputs:

di af3gwbrgjdm af8gwglmrmb af3gwgLmjtc <nL>

EMP would output: ON

CURRENT FSM ENVIRONMENT VALUES Mon Sep 22 09:51:54 1980

User:
Username - af3gwbrgjdm
Terminal - k
Screener assigned - jones
Bandwidth is 10 messages/minute
Subsystem screening status:

ACCESS is none
LIST is none
SIOS is normal
TCON is normal
TLCF is all
TSS is none
WWDMS is normal

User:
Username - af8gwglmrmb
Terminal - 1
Screener assigned - jones
Bandwidth is 1 messages/minute
Subsystem screening status:

ACCESS is none
LIST is none
SIOS is none
TCON is none
TLCF is none
TSS is none
WWDMS is none

User:
Username - af3gwglmjtc
Terminal - j
Screener assigned - jones
Bandwidth is 25 messages/minute
Subsystem screening status:
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ACCESS is none
LIST is all
SIOS is normal
TCON is none
TLCF is none
TSS is aLL
WWDMS is normal

FinaLLy, the EM could have asked for users and system information, as in

the example:

dis af3gwbrgrmb system af9gwgLmsLw <nL>

which would result in a display of the system information, af3gwbrgrmb's

information, and finally the information on af9gwgLmsLw.

If the EM enters an invalid user name (not defined to FSM or not

currently Logged on) EMP outputs an appropriate message and reprompts for

the information.

8.3 HELP

The HELP command displays information about all or each EMP command. The

command syntax is:

heCLp] C<command-name-List>] <nL>
<command-name-List> := <command-name> I

<command-name><command-name-List>
<command-name> : assignments I dispLay I help I

history I modify I profile I quit
<nL> : newLine or return key

Syntax is shown in a modified BNF format. Optional arguments are shown in

brackets "]", and terminal tokens are shown between the characters "<>".

The bar character "J" separates options.
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The HELP command displays general information on all commands or the syn- ,.

tax for one or more specific commands. If the EM entered:

h <nI>

EMP wouLd dispLay:

This is a brief List of EMP commands. To get further information on a
specific command, enter "heLp <command-name>" where the vaLid command
names are "assignments, dispLay, heLp, history, modify, profiLe, quit".

ASSIGNMENTS - List current user/Screener assignments.
DISPLAY - Display current screening and bandwidth data for

system and all Logged on users or specified
data only.

HELP - DispLay this List of commands or information about
one or more specified commands.

HISTORY - CalL the Audit Trail Display Program to display
audit data.

MODIFY - Modify specified system or user data.
PROFILE - Display current profile data for all or specified

users.
QUIT - Terminate the Environment Manager's Program.

In another example, if the EM entered:

help display modify <nL>

EM would output:

* DISPLAY - Display current screening and bandwidth data for
system and alL Logged on users or specified data
onLy.

Syntax is shown in a modified BNF format. Optional arguments are shown in
brakets "C]", and terminal tokens are shown between the characters "<>".
The bar character "I" separates options.

Syntax:

display C<disp-arg-List>] <nL>
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<disp-arg-List> system I<user-name-List> Isystem <user-name-List>
<user-name-List> :=<user-name> I <user-name> <user-name-List>
<user-name> <vaLid user name known to FSM (WES user)

where onLy five arguments are aLLowed.

*<nL> := newtine or return key

MODIFY - Modify specified system or user data.

SSyntax is shown in a modified BNF format. OptionaL arguments are shown in
brakets "U", and terminaL tokens are shown between the characters "<>%.
The bar character "I" separates options.

Syntax:

modify [<modify-arg>] <ni>
Where a menu wiLl be presented with the various choices
if no arguments are specified.

<modify-arg> :<mod-screen-arg> I <mod-band-arg>I
(mod-sub-a rg> I <mod-usc reen-a rg>
<mod-uband-arg> I <mod-usub-arg>I

<modassi gn-arg>

w. <mod-screen-arg> :=screen (screen-mode>
- (mod-band-arg> :=bandwidth <bandwidth-rate>

(mod-sub-a rg> T= subsystem <subsystem-name> <screen-mode>
(mod-uscreen-arg> :user <user-name> <screen-mode>
<mod-uband-arg> :ubandwidth (user-name> (bandwidth-rate>
<mod-usub-arg> usubsystem <user-name> <subsystem-name>

<screen-mode>
<mod-assign-arg> :uassignments <user-name> (Screener-name>

<screen-mode> :=aLL I normaL I none I off
*Where none and off mean no screening.

(bandwidth-rate> :digit between the vaLues 1 and 255 inclusiveLy.
<subsystem-name> :=tss I tLcf I wwdms I tcon I sios I access IList
<user-name> :vaLid user name known to FSM (WES user)
<Screener-name> :valid user name known to FSM (Screener)

<nL> newLine or return key
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B4 HISTORY

The HISTORY command allows the EM to view previous FSM events that were

audited. Its invocation activates the Audit Trail Display Program (ATDP).

ATDP permits the display of any and all audit events. The syntax of the

pHISTORY command is:
hi[story) <nL> 2

where the Letters in brackets "I ]" are optional, and <nL> represents a

newLine or carriage return. A complete description of the options avaiLa-

ble for ATDP appears in Section 3. Control returns to EMP when the EM is

finished with ATDP.

.

8.5 MODIFY

The MODIFY command is the most powerful of all EMP commands. Through it

the EM can modify the FSM environment. Environment values that may be

modified include:

1. system-wide screening

2. system-wide bandwidth threshold

3. subsystem screening

4. user screening I.
5. user subsystem screening
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6. user bandwidth threshold

7. user/Screener assignments

Because of the compLexity of this command, two forms are available. The

Long form accepts arguments and processes one MODIFY command at a time;

it can be used by an EM familiar with EMP. The other, the short form,

does not accept arguments and prompts the user for the necessary informa-

tion. The initial prompt is a menu requesting the user to enter the num-

4ber of the MODIFY command he/she desires. Further prompts are specific

questions. This form of the MODIFY command continues until the user

specifically exits from it.

B.5.1 Short Form Modify Command

The short form MODIFY command has the syntax:

m[odify] <nL>

where the Letters enclosed in brackets "[3" are optional and <nL>

represents a newline or carriage return. EMP responds with

MODIFY CURRENT FSM ENVIRONMENT VALUES Mon Sept 15 15:36:45 1980

Please enter the character which corresponds to the desired action

1 - modify system-wide screening
2 - modify system-wide bandwidth
3 - modify subsystem screening
4 - modify user screening
5 - modify user/subsystem screening
6 - modify user bandwidth
7 - modify user/Screener assignments
h - display this List of options
q or <cr> - terminate modifications
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action?

The EM enters the character at the "action?" prompt. An incorrect

response, "22" for example, causes EMP to output:

"22" is an invalid argument for this command.

8.5.1.1 Short Form Modify System-Wide Screening. If the EM wants to
change system-wide screening he enters "1<nl>" in response to the

"action?" menu prompt. EMP responds with:

#MODIFY System-Wide Screening Mon Sep 15 15:37:21 1980

Set screening to all, none, or normal (q or <cr> to quit):

The EM may enter "all", "off", "none" or "normal" in response to this

prompt, setting system-wide screening to all, none or normal respec-

tively. The characters "off" may be used at any time a screen mode is

requested and means the same as "none". The EM may also enter any part of .

the above strings as Long as enough characters are provided to uniquely

identify it. Entering "nor" for example causes EMP to respond:

Current system-wide screening is now normal

The EM may also hit newline or return in response to the above prompt.

In this case EMP says:

System-wide screening not changed

Had the EM entered an incorrect response, for example "nominal", EMP

indicates this fact and prompts for another user input:

"'nominal" is an invalid screen mode. Enter replacement or <cr>
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If the EM enters an ambiguous screen mode, "no" for example, EMP says:

Input no is ambiguous. Enter replacement or <cr>

8.5.1.2 Short Form System-Wide Bandwidth. To change the system

bandwidth threshold the EM enters "2<nL>" in response to the menu prompt.

EMP will then output:

]MODIFY System-wide Bandwidth Tue Sep 16 11:21:45 1980

Current system-wide bandwidth is 10 messages/minute.

Set it to (1-255) (q or <cr> to quit):

The EM may enter any integer within the specified range, "5" for example,

and EMP will output:
S.

1

Current system-wide bandwidth is now 5

An incorrect entry, "350" for example, will cause:

350" ii an invalid bandwidth rate. Enter replacement or <cr>

At this point the EM may enter a replacement value or return. If a return

is entered, EMP says:

Bandwidth not changed

and returns to the menu prompt display.

8.5.1.3 Short Form Modify Subsystem Screening. Entry of "3" followed by

<nl> at the menu prompt causes EMP to output:

MODIFY Subsystem Screening Tue Sep 16 11:32:36 1980

Subsystem Screening Status:

B -12

*..~~~~% -ez, z-*fI/*~ .'. *IW.



ACCESS is normal
LIST is none
SIOS is all
TCON is normal
TLCF is none
TSS is normal
WWDMS is normal

Enter the next subsystem name (q or <cr> to quit):

The EM may then enter any subsystem name (with enough characters to uni-

queLy identify it). Entering q or <cr> causes EMP to return to the menu

prompt. If the user enters "w" followed by <nl> (he wants to modify the

screen mode for WWDMS), EMP responds with:

Set screening to all, none or normal (q or <cr> to quit):

If EM enters "a" followed by <nl> in response to this query, EMP outputs

Screening for WWDMS is now all

EMP then reprompts for another subsystem name.

The entry of an invalid or ambiguous system name or screen mode causes

EMP to issue an appropriate message and reprompt for the information.

B.5.1.4 Short Form Modify User Screening. A "4" response followed by

<nl> will cause EMP to enter the MODIFY user screening subcommand and

output

MODIFY User Screening Tue Sep 16 11:40:29 1980

Enter the next user name whose overall screen mode you wish to modify

<q or <cr> to quit):

EM then enters a user name, "af8gwbrgjdm" for exampLe. EMP then asks for

the screen mode:

Set screening to all, none or normal (q or <cr> to quit):

d- 13



I.,''

A correct response (enough characters to identify the string as one ofi"alL", "none" or "normal"), "non" for exampLe, causes EMP to display:

Current screening for af8gwbrqjdm is none

EMP then reprompts for another user name. The characters "all" may be

input to change the screen modes for aLL currently Logged on users.

The entry of an invalid username (unknown to FSM or not currentLy

Logged-on) causes a reprompt. An invalid or ambiguous screen mode causes

an appropriate message and a reprompt.

8.5.1.5 Short Form Modify User Subsystem Screening. If the EM enters

"5" followed by <nL> in response to the menu prompt, he/she can then

change the screen modes of specified users for specified subsystems. EMP

prompts with:

MODIFY User/Subsystem Screening Tue Sep 16 13:18:36 1980

Enter the next user name whose subsystem screen mode you wish to modify

(q or <cr> to quit):

The EM then enters a valid user name, "af8gwbrqLre" for exampLe. EMP

then prompts for subsystem:

Enter the next subsystem name (q or <cr> to quit):

A valid unique subsystem entry (enough characters to identify the string

as one of "aLL", "access", "List", "sios", "tcon", "tLcf", "tss" or

"twwdms"), "t" for example, causes EMP to output:

Set screening to all, none or normal (q or <cr> to quit):

A correct response (enough characters to identify the string as one of

"aLL", "none" or "normal"), "a" for example, causes:
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PLease enter the character which corresponds to the desired action

1 - modify system-wide screening
4 - modify system-wide bandwidth
3 - modify subsystem screening
4 - modify user screening
5 - modify user/subsystem screening
6 - modify user bandwidth
7 - modify user/Screener assignments
h - display this List of options
q or <cr> - terminate modifications

action?

During normal operation, the EMP will continue to output data to the

screen until it is full, and then request the EM to hit a newline key to

get the next screen. The above options will be repeated each time the

screen is cleared.

8 .5.2 Long Form Modify Commands

The following sections describe each Long form MODIFY command in detail.

*: In contrast to the short form, Long form MODIFY commands do only the

action specified. Repeat MODIFY commands are not allowed in the Long

form.

18.5.2.1 Long Form Modify System-Wide Screening. This subcommand changes

the value of the system screen mode. Its effect is to change the screen

mode for all subsystems as well as the screen modes for all Logged on

user's subsystems (and all users who subsequently Log on to FSM). The

syntax for this command is

mCodify] scCcreen3 <mode> <nL>

<mode> : aELL) I non~e3 I norCmal) J oCffJ
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<nL> : return or newLine key 7Q
Arguments enclosed in brackets "1 3" are optional.

For example,

m scr none <nL> 1-

would change the value of the screen mode of all subsystems for all Log-

ged on users so that no screening would occur. It would result in the

Current system-wide screening is now none

Had the EM entered "screen" incorrectly, EMP would output an appropriate

message and return to the command Level prompt. Had the EM entered an

incorrect or ambiguous screen mode, EMP would output an appropriate mes-

sage and reprompt.

8.5.2.2 Long Form Modify System-Wide Bandwidth Threshold. This subcom-

mand changes the value of the system bandwidth threshold. Its effect is

to change the threshold value for all users currently Logged on to FSM

(and all users who subsequently Log on). The syntax for this command is:

mfodify] b[andwidth3 <rate> <nI>

<rate> : positive integer between 1 and 255 inclusive.

<nL> : return or newLine key

Arguments enclosed in brackets "1 3" are optional.

If the EM enters

mod b 10 <nL>

for example, the command would result in changing the current system-wide S

bandwidth threshold to 10 and would output:

Current system-wide bandwidth is now 10
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If the EM had entered an out-of-range bandwidth EMP would output an

appropriate message and reprompt for another bandwidth value.

B.5.2.3 Long Form Modify Subsystem Screening. This subcommand changes

individual subsystem screen modes. Its effect is to change the indivi-

dual subsystem screen mode for all users currently logged onto FSM (and

all users who subsequently Log on). The syntax for this command is:

mCodify] sulbsystem3 <subname> <mode> <nl>

<subname> : aclcess] I list] I slios] I tl~cf]

tclon3 I tsls] I w~wdmsJ I alElJ

<mode> : aELL3 I nonce] nortmal3 I oEff]

<n> =return or newLine key

Arguments enclosed in brackets "E 3" are optional.

An example of this command is:

m su tc a <nL>

This command wouLd set the screen mode for tcon to aLL. EMP would output:

Screening for TCON is now aLL

If the EM had entered an incorrect or ambiguous subsystem name,- or an

incorrect or ambiguous screen mode, EMP would issue an appropriate mes-

sage and reprompt.

8.5.2.4 Long Form Modify User Screening. This subcommand changes aLL "I

subsystem screen modes for a single user. The syntax of the command is:

m•odify] usetr] <username> <mode> <nL>

<username> a valid Logged on WWMCCS username I aEll]

<mode> : a1LL3 I nonce3 I norlmaL) I o~ff]
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<nt> return or newLine key

Arguments enclosed in brackets " 3" are optionaL.

An example of this command is:

modify user af3gwbrqLre aLL <nL>

This command would change the screen mode of all subsystems for user

af3gwbrgLre to alL. EMP would output:

Current screening for af3gwbrglre is aLL

If the EM had entered an invalid username (not defined to FSM or not

currently logged on) or an incorrect or ambiguous screen mode, EMP wouLd

output an appropriate message and reprompt for the information.

8.5.2.5 Long Form Modify User Subsystem Screening. This subcommand

changes individual screen modes for a single user. The syntax of the

command is:

mCodify] usuEbsystem3 <username> <subname> <mode> <nL>

<username> : a vaLid Logged on WWMCCS username I aELL]

<subname> : acEcess] I LEist3 I slios3 I tLEcf} J

:= tctonJ I tsCs] I wCwdms3 J aELL3

* <mode> : aELL] J nonlel I nor~maL3 I oeff]

<nL> := return or newLine key

Arguments enclosed in brackets "[ 3" are optionaL.

An example of this command is:

mod usub af8gwglmxyz Lis non <nL>

This command would change af8gwgLmxyz's List subsystem screen mode to

none. EMP would output:
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Current screening for af8gwgLmxyz using LIST is none

Had the EM entered an invalid username (not defined to FSM or not

currently Logged on), an incorrect or ambiguous subsystem name, or an

incorrect or ambiguous screen mode, EMP would output an appropriate mes-

sage and reprompt.

B.5.2.6 Long Form Modify User Bandwidth. This subcommand changes a

bandwidth threshold value for a single user. The syntax of the command

is:

mIodifyJ ubtandwidthJ <username> <rate> <nL>

<username> : a valid Logged on WWMCCS username I a1ll]

<rate> := a positive integer between 1 and 255 inclusive

<hi> return or newline key

Arguments enclosed in brackets 'T " are optional.

An example of this command is:

m ub af3gwbrgmes 2 <nL>

This command would change the bandwidth threshold for the user

af3gwbrgmes to 2. EMP would output in response to this command:

Current bandwidth for af3gwbrgmes is now 2

If the EM enters an invalid username (not defined to FSM or not currently

Logged on), or an incorrect bandwidth threshold rate, EMP outputs an

appropriate message and reprompts for the information.
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8.5.2.7 Long Form Modify User/Screener Assignments. This subcommand

changes a user's Screener. Ths syntax of the command is:

mtodifyJ ualssignments] <username> <Screenername> <nL>

<username> a valid logged on WWMCCS username

<Screenername> : a valid logged on Screener

<nL> return or newline key

Arguments enclosed in brackets 'C Y' are optional.

An example of this command is:

mod uas af3gwbrglre mees <nL>

This command would change af3gwbrglre's current Screener to be Mees. EMP

would output a message indicating the change:

User af3gwbrglre is now assigned to Screener Mees

If the EM enters an invalid username or Screener name (not defined to FSM

or not currently Logged on) EMP issues an appropriate message and

reprompts.

8.6 PROFILE

The PROFILE command displays the current status of any or all current FSM

Low-side users. There are six status types:

• S5 1. waiting on user input

2. waiting on system output
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3. waiting on Screener response

4. waiting on user input/system output

5. waiting on Screener assignment

6. waiting to logon (connect to WWMCCS).

Waiting on user input means that the user's FSMGP is waiting for the

WWMCCS user to entc- data so that it may proceed. Waiting on system out-

*put means that the WWMCCS user's FSMGP is waiting for output from WWMCCS

to proceed. Waiting for Screener response means that the user's FSMGP is

waiting for a decision from a Screener before the system output can be

sent to the user. Waiting on user input/system output means that the

user's FSMGP is waiting for data from either WWMCCS or the user in order

to proceed (e.g., LISTEN mode in TLCF). Waiting on Screener assignment

a... means that the user is waiting to be assigned a Screener before he may

proceed. Waiting to logon means that the user's FSMGP is waiting to con-

nect to the WWMCCS via the Remote Network Processor Emulator (RNPE).

The command syntax is:

plrofite] E<userlist>] <nL>

<userList> : <user> I <user> <userList>

a. <user> : <termid> I <username>

<termid> : last character of valid FSM terminal

<username> : a valid Logged on WWMCCS username

(nL> a newline or return key

Arguments enclosed in brackets "E 3" are optional. PROFILE returns to the
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command prompt ("*") after displaying the status information.

The PROFILE command with no arguments causes profiles for all currently

Logged on WWMCCS users to be displayed. Each Logged on user causes one

record to be displayed with the user name, terminal ID, current subsystem

status and DTG (date-time group) of the status to be displayed. For exam- .

pLe:

pro af3gwbrgjdm <nl>

would cause EMP to output:

CURRENT FSM USER STATUS Wed Sep 17 14:53:46 1980

User Terminal Subsystem Waiting On DTG of Status

af3gwbrgjdm 1 WWDMS user input Sep 17 14:30:22 1980

In another example, if the EM entered:

p af3gwbrgmes 5 af8gwglmlre <nL>

EMP might display:

CURRENT FSM USER STATUS Wed Sep 17 15:13:07 1980

V
User Terminal Subsystem Waiting On DTG of Status

af3gwbrgmes 6 TSS Screener assignment Sep 17 15:12:03 1980

af8gwbrgjdm 5 TLCF system output Sep 17 15:12:43 1980

af8gwbrglre f TCON user input Sep 17 15:05:40 1980
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If the EM enters an invalid username (not defined to FSM or not currently N.

Logged on) or an invalid terminal identifier (not currently in use) EMP

outputs an appropriate message and prompts for the information.

B.7 QUIT

The QUIT command terminates EMP and Logs the user off the system. Its

syntax is:

q~uit] <nl>

where the letters in brackets "I I" are optional, and <ni> is a newline -.

%
or carriage return.
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APPENDIX C

SCREENER TRUSTED PROGRAM (SCTP) USER INTERFACE

The decision to Let users view system output is made by Screener person-

neL via the Screener Trusted Program (SCTP). Since SCTP must be veri-

fied, its interface with the Screener is minimaL. ALL inputs are single

Letter responses to prompts, and SCTP operates in raw mode (no newLine or

return keystrokes are necessary). Therefore, no syntax is presented in

this section. Rather, a scenario is presented in which aLL possibLe

Screener actions are covered.

The Screener Logs on to FSM in the normaL UNIX fashion. If there are no

downgrades pending, SCTP cLears the screen and outputs:

***************** No Pending Downgrade Requests *****************

Enter L to Logout :

This message remains on the screen untiL a downgrade is requested or the

Screener types "L". When a downgrade request appears, SCTP clears the

terminaL screen and outputs:

****************** DOWNGRADE REQUESTED ******************
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Enter <return> to proceed

L to Logout :

This prompt is foLLowed by three audible aLarms (beLLs). When the

Screener is ready to perform the downgrade he presses the terminaL's

"return" key. SCTP then outputs the first page of downgrade data foL-

Lowed by the prompt (on the bottom of the same screen):

"downgrade data"

Downgrade FiLe

CLassification is: OFFICIAL USE ONLY

Enter r for REJECT

<return> to continue :

The Screener is not aLLowed to accept a downgrade request until the

entire contents of the downgrade file has been displayed; the Screener

can always reject a downgrade at any time during his perusal of the data.

The above prompt is positioned at the bottom of each page (except the

Last page) of downgrade information. Notice that the classification of

the user's output is displayed for the Screener. This information is

obtained from the user's response to the "CLASSIFICATION OF YOUR OUTPUT?" 4

query from WWMCCS. The user in this example responded "ufo". The foL-

Lowing is a List of possible classification outputs displayed by SCTP:
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1. if the user enters "uzz" SCTP displays "UNCLASSIFIED"

2. if the user enters "ufo" SCTP displays "OFFICIAL USE ONLY"

3. if the user enters "czz" SCTP displays "CONFIDENTIAL"

4. if the user enters "szz" SCTP displays "SECRET"

5. if the user enters "swp" SCTP displays "SECRET WORKING

PAPERS"

When the Last page of information is displayed SCTP outputs the foLLowing

prompt:

."downgrade data"

Downgrade Fi Le

CLassification is: OFFICIAL USE ONLY

Enter r for REJECT

a for ACCEPT

<return> to continue

SCTP wiLL clear its Screener's input buffer before the output of each

prompt. Thus, the Screener must wait for the data to be presented before

replying. In addition, SCTP wiLL not accept invalid responses. ShouLd

the Screener enter one, SCTP outputs "??" and waits for the next entry.

This is true for aLL prompts.
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For alL downgrade requests, the Screener is given the option of viewing

an additional context file. This file contains two screens of informa-

tion just preceding the downgrade data. This file contains both ordered

user input and system output. In some situations this additional data

may aid the Screener in determining whether to accept or reject the down-

grade request. If the Screener decides to view the context file (by

depressing the "return" key) then SCTP outputs the first page of data

from this file followed by the prompt

"context information data"

Information File

Enter r for REJECT

a for ACCEPT

<return> to continue

SCTP always displays downgrade and context data in a cyclic manner. That

is, if the Screener always depressed the "return" key, SCTP would first

display the downgrade data (one page at a time), and then the context

file data (if present), and then cycle back to the downgrade data, and so

If the Screener decides to accept a downgrade request (after having

viewed all downgrade data) he depresses "a". SCTP requires that the

Screener confirm all accept/reject inputs and thus outputs
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******************* Confirm Downgrade *******************

Enter y for CONFIRMATION

fn for no

If the Screener enters "n" (for no confirmation), SCTP outputs the next

page of the current fiLe (downgrade or context fiLe), foLLowed by the

appropriate reject-accept-continue prompt. If the Screener enters "y"

(confirming the downgrade request), SCTP outputs

Downgrade Accepted

and proceeds to the next downgrade request. If the Screener decides to

reject the downgrade request SCTP asks for confirmation

******************* Confirm Reject ion *******************

Enter y for CONFIRMATION

n for no :

If the Screener confirms the rejection SCTP responds with

Downgrade Rejected

and proceeds to the next downgrade request.

When a downgrade request comes as a resuLt of the Environment
Manager changing the screen mode to ALL, SCTP dispLays this fact

in the downgrade fitLe prompt:
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Downgrade FiLe (ALL/EM)

CLassification is: SF.CRET

Enter r for REJECT

a for ACCEPT

:return> to continue

If the screen mode had changed because the user exceeded his/her current

bandwidth threshoLd, SCTP dispLays this in the downgrade fiLe prompt:

Downgrade FiLe (ALL/Band)

CLassification is: SECRET WORKING PAPERS

Enter r for REJECT

a for ACCEPT

<return> to continue
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APPENDIX D

AUDIT TRAIL DISPLAY PROGRAM (ATDP) USER INTERFACE

The Audit Trail Display Program (ATDP) dispLays FSM audit events to help

analyze FSM activities. The program is invoked by the Environment

Manager (EM) via the "history" command. (See Appendix d for more informa-

tion on EM commands).

The FSM Audit Trail consists of a "current" file and saved fiLes that

were previously current. When a current file is saved (by using the END

command), its name will be changed from 'current' to the date-time group

(DTG) of the save. In this way the size of the current file may be Limi-

ted to a manageable amount. In addition, if the EM saved the current

file daily, a uniform audit data base could be maintained. See the END

command for more details.

ATDP commands include:

1. END - Save the current audit file and start a new one.

I. FILES - List all of the existing audit files.

3. HELP - Display a List of commands or information about one

or more specified commands.

D-1
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4. LIST - DispLay audited events with optional specifiers in

ascending time order.

5. QUIT - Terminate the Audit Trail DispLay Program.

Additionally, unrecognizabLe input causes a message to be output and a

return to the command LeveL prompt.

When ATOP is invoked by the EM, it initially displays a heLp message

informing the EM of the avaiLabLe commands. Then ATOP signifies that it

is ready to accept commands by printing a ">" on the terminaL. This

informs the user that any of the commands Listed above can be entered.

This prompt distinguishes it from other EM commands, which prompt with an

asterisk (*). The foLLowing sections describe each ATOP command in

detaiL.

D.1 END

The END command saves the current audit file.

The command syntax is:

etndJ <nL>

<nL> := newLine or return key

* The END command terminates the current audit fiLe and saves it. The

current file wiLL be renamed with the DTG of the save. This command

aLLows the audit files to be kept to reasonable sizes, aLLowing more

efficient processing by the LIST command. To iLLustrate the renaming
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property of END, assume that the current audit fiLe is ENDed on ApriL 2

at 12:05:30. The current audit fiLe wouLd be renamed to "0402120530" and

the "current" fiLe Length wouLd be reset to zero.

D.2 FILES

The FILES command Lists aLL existing audit fiLes.

The command syntax is:

fiLes [<output-fLag>J <nL>

<output-fLag> := -t I -L I -p

-t = output to terminaL with paging (defauLt)

-L = output to terminaL with no paging

-p = output to printer with no paging

<nL> := newLinn or return key

The FILES command dispLays in order aLL past audit fiLes that have been

saved by the END command. It dispLays each fiLe's name, DTG of creation,

date of Last modification and size in 512 character bLocks. In addition,

FILES dispLays the above information on the "current" fiLe. If the FILES

command were entered as:

f <nL>

ATDP wouLd output, for exampLe:
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FiLe name Creation date Last modified date Size (bLocks)

0904115524 Tue Aug 19 15:15:53 1980 Thu Sep 4 11:03:29 1980 250
0906101828 Thu Sep 4 11:55:26 1980 Sat Sep 6 10:16:09 1980 52
0908083713 Sat Sep 6 10:18:29 1980 Mon Sep 8 05:43:59 1980 60
0908114403 Mon Sep 8 08:37:14 1980 Mon Sep 8 10:37:35 1980 19
0908143618 Mon Sep 8 11:44:04 1980 Mon Sep 8 14:34:10 1980 33
0909084141 Mon Sep 8 14:36:19 1980 Tue Sep 9 08:32:49 1980 1
0909140811 Tue Sep 9 08:42:04 1980 Tue Sep 9 13:57:03 1980 68
0910145636 Tue Sep 9 14:08:13 1980 Wed Sep 10 14:55:02 1980 71

current Wed Sep 10 14:56:37 198U Fri Sep 19 13:03:30 1980 22

D.3 HELP

The HELP command displays information about all or each ATDP command.

The command syntax is:

help [<output-flag>) [<command-name-List> <nL>

<output-flag> : -t I -L I -p

-t = output to terminal with paging (default).

-L = output to terminal with no paging.

-p = output to printer with no paging.

<command-name-List> : <command-name> I <command-name> <command-name-List>

<command-name> : end I files I help I List I quit

<nL> : newline or return key

Syntax is shown in a modified BNF format. Optional arguments are shown in

brackets "0", and terminal tokens are shown between the characters "<>".

The bar character " separates options.
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The HELP command dispLays general information on aLL commands or the syn-

tax for one or more specific commands. If the EM entered:

h <nL>

ATDP would display:

This is a brief List of ATDP commands. To get further information on a
specific command, enter "help <comand-name>" where the valid command
names are "end, files, help, List, quit".

END - Save the current audit file and start a new one.
FILES- List all of the existing audit files.
HELP - Display this List of commands or information about one or more

specified commands.
LIST - Display audited events with optional specifiers in ascending

time order.
QUIT - Terminate the Audit Trail Display Program.

In another example, if the EM entered:

help files <nL>

ATDP would output:

FILES - List all of the existing audit files.

Syntax is shown in a modified BNF format. Optional arguments are shown in
brackets "0", and terminal tokens are shown between the characters "<>".
The bar character "I" separates options.

Syntax:

files E<output-fLag>) <nL>

<output-flag> :=-t I -L I -p
-t = output to terminal with paging (default).
-1 = output to terminal with no paging.
-p = output to printer with no paging.

<nL> :2 newLine or return key

'77,
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DA4 LIST

The LIST command prints all or specified FSM audit events.

The command syntax is:

List E<output-fLag>) E<list-arg-list>) <ni>

<output-f lag> :-t !-L I-p

-t = output to terminal with paging (default).

-L = output to terminal with no paging.

-p = output to printer with no paging.

<List-arg-List> :<List-arg> I<List-arg> <List-arg-List>

<List-arg> :<user-arg> I<system-arg> I <event-arg> I<time-arg>

where each <List-arg> can only appear once.

<user-arg> :user [<user-name-List>J

<user-name-list> :<user-name> I <user-name> <user-name-list>

'p<user-name> :valid user name known to FSM (manager, screener, WES u.,

<system-arg> :subsystem [<subsys-name-List>3

<subsys-name-List>:= <subsys-namd> I <subsys-name> <subsys-name-List>

<subsys-name> tss I tLcf I wwdms I tcon I sios I access I List ILog

<event-arg> :event t<event-type-List>3

<event-type-list> :<event-type> I<event-type> <event-type-list>

<event-type> :1 2 3 14 5 6 7 8 1 9 10111 121

13 I14 I15 1 16 I17 I18 I19

1. vai sriptrcie

1 = valid user input received
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3 = system output sent to user

4 = system output not sent to user

5 = system output accepted by screener

6 = system output rejected by screener

7 = screener Logged onto FSM

8 = screener Logged off of FSM

9 = WES user Logged onto FSM

10 = WES user Logged off of FSM

11 = user initiated WWMCCS subsystem

12 = user assigned to screener

13 a user input simuLated

14 = screen mode modified

15 = bandwidth threshoLd modified

16 = environment manager Logged onto FSM

17 = environment manager Logged off of FSM

18 = system output received from WWMCCS

19 a system output received by screener

<time-arg> := <start-time> I <end-time> I <start-time> <end-time>

<start-time> : start I <dtg>

<end-time> : end I <dtg>

where a <dtg> by itseLf wiLL be interpreted as a <start-time>.

<dtg> := MMDDhhmmCYYI

MR month (01 - 12)

DO = day of month (01 - 31)

hh z hour of day (00 - 23)
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mm = minute of hour (00 - 59)

YY a year minus 1900 (00 - 99)

(defauLt time-range is current day)

<nL> := newLine or return key

Syntax is shown in a modified BNF format. Optional arguments are

shown in brackets "UJ", and terminaL tokens are shown between

the characters "<>". The bar character "I" separates options.

LIST alLows the user-oriented dispLay of accumuLated FSM audit events.

Each event Listed contains the foLLowing information:

1) time of the event

2) event description

3) event data items such as user name, terminal ID, etc.

When no arguments are entered with the command, LIST produces a Listing

of aLL events Logged for the current day. Events of particuLar interest

(such as WWMCCS subsystem usage or a specific user history) can aLso be

seLectiveLy Listed using an optional List argument. See beLow for sample

LIST input and output.

The foLLowing arguments are known to LIST:

EVENT event-type(s) ALL audit events of the numeric type(s)

(see a detaiLed description of FSM audit

events for the event codes and their
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explanation). For instance, aLL "VaLid

user input received" events could be

Listed using an event-type of 1. If

EVENT is used with no event-type, the

user wilL be prompted for the desired

event-type(s). Input can consist of

muLtipLe types.

SUBSYSTEM subsystem(s) Audit events pertaining to the

particular WWMCCS subsystem(s) (i.e.

TSS, TLCF, WWDMS, TCON, SIOS, ACCESS,

LIST and LOGON) are Listed.

USER user-name(s) Audit events involving the particular

user(s) are Listed.

The output of LIST may be further restricted to events within a

specified time-range. The time-range arguments must be in one of

the foLLowing forms:

START ALL events from the start of the

FSM audit trail to the current

time.

END ALL events for the current day.

START END ALL events from the start of the

FSM audit trail to the current
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time.

START MMDDhhmUYYJ ALL events from the start of the

FSM audit traiL to the specified

month, day, hour, minute and year.

MqDhhmmCYY3 MMDDhhmmCYY] ALL events from the specified

start-time to the specified

end-time.

MMDDhhmmLYY] END ALL events from the specified month,

hour, minute and year to the current

time.

*MMDDhhmmEYYJ ALL events from the specified month,

day, hour, minute and year to the

current time.

If arguments are combined, LIST output can become very specific. The

booLean property of the LIST command aLLows the EM to restrict the LIST

output to precise events. For exampLe:

List event 11 user af3gwbrgjdm sub sios <nL>

wouLd List (for the current day) onLy the events in which the user

af3gwbrgjdm entered the WWMCCS subsystem (event 11) SIOS. That is, LIST

wouLd search for audit events that were event 11 AND user af3gwbrgjdm AND

subsystem SIOS. Had the ATOP user entered:

List event 15 user af3gwbrgjdm af8gwbrgrmb <nL>
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LIST wouLd search for audit events that were event 15 (bandwidth

threshoLd modified) AND user af3gwbrgjdm OR event 15 AND user

af8gwbrgrmb. In this way the ATDP user can dispLay each event in which

two users had their bandwidth threshoLds modified (if any).

SampLe LIST input foLLows:

a) List

This is the defauLt form of LIST; i.e. aLL events for the current day

(ApriL 15) are dispLayed. This form of the command is equivaLent to: List

-t 04150000 end

b) List -p event 01

Send aLL "VaLid user input received" (Event 01) audit events for the

current day to the Line printer.

C) List event start end

PLease choose one or more of the foLLowing event types:

1 - VaLid user input received
2 - InvaLid user input received
3 - System output sent to user

4 - System output not sent to user

5 - System output accepted by screener
6 - System output rejected by screener

7 - Screener Logged onto FSM

8 - Screener Logged off of FSM

9 - WES user Logged onto FSI
10 - WES user Logged off of FSm
11 - User initiated WWMCCS subsystem
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12 - User assigned to screener
13 - User input simuLated
14 - Screen mode modified
15 - Bandwidth threshoLd modified
16 - Environment manager Logged onto FSM
17 - Environment manager Logged off of FSM
18 - System output received from WWMCCS
19 - System output received by screener

Event types? 7 8 9 10

DispLay on the terminaL (with paging) the Logging events Screener

Logon/Logoff and User Logon/Logoff for the entire time-range the audit

fiLes cover. Notice, the user was presented with a menu of event-types an

prompted for the events desired since none were entered.

d) List -L sub tLcf 04021200 04150830

DispLay on the terminaL (without paging) aLL audit events concerned with

the WWMCCS TeLeconferencing (TLCF) subsystem between ApriL 2nd at noon

untiL ApriL 15th at 8:30 am.

e) List user

User name(s)? RAH MEES SCHELLER

DispLay on the terminaL (with paging) aLL audit events concerned with the

named users (RAH, MEES, SCHELLER) for the current day.

f) List -p start end
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List aLL audit events on the printer. Every audited event wouLd be prin-

ted out using this command.

SampLe LIST output for each audit event is shown in Figure D-1.

Wed Sep 10 14:17:23 1980
Event: VaLid user input received
User: af8gwbrgjdm
TerminaL: k
Subsystem: LOGON

TEXT
U01

END OF TEXT

Wed Sep 10 15:17:19 1980
Event: InvaLid user input received 2
User: af8gwbrgjdm
TerminaL: k
Subsystem: TSS
Reason: No match.

TEXT
zzz

END OF TEXT

Wed Sep 10 14:17:37 1980
Event: System output sent to user 3
User: af8gwbrgjdm
Terminat: k
Subsystem: TSS

TEXT
CLASSIFICATION OF YOUR OUTPUT?

* *END OF TEXT

Fri Sep 12 12:43:38 1980
Event: System output not sent to user 4
User: af8gwbrgjdm
TerminaL: 1
Subsystem: TSS

TEXT
CP DISCONNECT

END OF TEXT

Wed Sep 10 14:21:18 1980
Event: System output accepted by screener 5
User: af8gwbrgjdm
TerminaL: k
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Subsystem: TSS
Screener: screener

TEXT

DATE
END OF TEXT

Fri Sep 19 11:46:13 1980
Event: System output rejected by screener 6
User: af3gwbrgrah
TerminaL: k
Subsystem: LIST
Screener: harvey

TEXT
ready

END OF TEXT

Wed Sep 10 14:18:22 1980
Event: Screener Logged onto FSM 7
User: screener
TerminaL: 7

Wed Sep 17 15:58:26 1980
Event: Screener Logged off of FSM 8
User: harvey
TerminaL: k

Wed Sep 10 14:17:34 1980
Event: WES user Logged onto FSM 9
User: af8gwbrgjdm
TerminaL: k

Wed Sep 10 08:16:33 1980
Event: WES user Logged off of FSM 10
User: af8gwbrgjdm
TerminaL: L

Wed Sep 10 14:17:36 1980
Event: User Initiated WWNCCS subsystem 11
User: af8gwbrgjdm
TerminaL: k
Subsystem: TSS

wed Sep 10 14:18:26 1980
Event: User assigned to screener 12
User: af8gwbrgjdm
TerminaL: k
Screener: screener
TerminaL: 7
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Wed Sep 10 14:17:45 1980
Event: User input simuLated 13
User: af8gwbrgjdm
TerminaL: k
Subsystem: TSS

TEXT
zzz

END OF TEXT

Fri Sep 19 12:31:10 1980
Event: Screen mode modified 14
User: af3gwbrgrah
Subsystem: ALL
Screen mode: No screening

Fri Sep 19 12:25:10 1980
Event: Bandwidth threshold modified 15
User: ALL
Bandwidth threshoLd: 1

Wed Sep 10 14:22:03 1980
Event: Environment manager Logged onto FSM 16
User: manager
Terminal: 1

Fri Sep 19 13:03:05 1980
Event: Envi ronment manager Logged off of FSM 17
User: manager
Terminal: L

Wed Sep 10 14:17:29 1980
Event: System output received from WWMCCS 18
User: af8gwbrgjdm
TerminaL: k
Subsystem: LOGON

TEXT
TERMINAL

END OF TEXT

Wed Sep 1U 14:19:22 1980
Event: System output received by screener 19
User: af8gwbrgjdm
Subsystem: TSS
Screener: screener
TerminaL: 7

Figure D-1. Sample LIST output.
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Notice several features of Figure D-1. First, each event has an English

description of the event as well as the event number. Second, each event

has the DTG of its recording. Finally, where applicable, the audit texts

are included.

It is also possible to restrict the ATDP output by requesting a combina-

tion of arguments. For example, if a user wanted certain events for a

given user he might input:

L user af3gwbrgjdm event 10 <nL>

which would display all events for the current day of type 10 for user

af3gwbrgjdm. ATDP might output:

List events between Tue Sep 23 08:00:00 1980 and Tue Sep 23 15:19:57 1980
Concerning users: af3gwbrgjdm
Concerning events: 10

%

Tue Sep 23 08:16:33 1980
Event: WES user logged off of FSM 10
User: af3gwbrgjdm
Terminal: L

Notice that ATDP uses a Boolean algorithm to obtain the user's request.

*That is, ATDP searches the audit files for events that involve user

'af8gwbrgjdm' AND are of type 10.

In another example, a user might want to restrict the event selection

further:
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L user af8gwbrgjdm event 3 sub sios <nL>

ATOP might output:

List events between Tue Sep 23 08:00:00 1980 and Tue Sep 23 15:38:28 1980
Concerning users: af8gwbrgjdm
Concerning subsystems: sios
Concerning events: 3

Tue Sep 23 14:21:36 1980
Event: System output sent to user 3
User: af8gwbrgjdm
TerminaL: k
Subsystem: SIOS

TEXT
SIOS ROUTINE

END OF TEXT

FinaLLy, ATOP outputs an appropriate message when it cannot find the

requested events. For exampLe, if no events had been generated fcr Sep-

tember 23, and the EM entered:

L <nL>

ATOP wouLa output:

List events between Tue Sep 23 0U:00:00 1980 and Tue Sep 23 15:47:31 1980
with no specific search categories specified.

No audit records were found which satisfied the requirements.

0.5 QUIT
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The QUIT command terminates ATDP processing.

The command syntax is:

qtult] <nL>

<nL> :newLine or return key

QUIT terminates ATDP and returns contro. to the Environment Manager Pro-

cess.
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APPENDIX E

ULOBAL LOGON FILE MODIFIER (USER) USER INTERFACE

The USER utility program adds and deletes users from the FSM environment.

With it, WWMCCS users, Screeners and Environment Managers can be added

and deleted, and a current List of users (all those Listed above) can be

displayed. The USER program is executed by issuing the command "user

<nL>" at the command prompt. USER responds with the prompt:

PLease choose the next action to be performed:
Type a to add a new WWMCCS user
Type s to add a new Screener
Type e to add a new Environment Manager
Type d to delete a WWMCCS user
Type t to delete a Screener or Environment Manager
Type L to List currently defined users

'Type q to quit the UPDATE program

Option?

If the user wants to add a WWMCCS user, he/she enters "a" at the Option?

prompt. USER then outputs:

Add a WWMCCS user

PLease enter a user name with exactly 11 characters with the format:

afC389J EgxJ (mw) (site code (3 chars)) [user initials (3 chars)):

If the user enters "af3gwbrgrmb", USER responds with:

User af3gwbrgrmb is now a valid user name

USER then redisplays the command options and the prompt. If the user had

entered a WWMCCS user name in the wrong format, USER outputs:

Invalid user name, must follow the following format:
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X,

af[389) Egx] [mwJ [site code (3 chars)) [user initials (3 chars)]

and then redisplays the command options prompt. If the user had entered

too many characters, USER responds with:

Invalid user name, too many characters

and then redisplays the command options prompt. If the user attempted to

add an existing WWMCCS user (already defined to FSM), 'af3gwbrgjdm' for

example, USER outputs:

User af3gwbrgjdm is already a valid user name

If the WWMCCS user had previously been deleted (undefined to FSM), USER

outputs:

User af3gwbrgrmb is a previously used user name.
Do you wish this name to be reinstated?

A 'y' to this question results in:

User af3gwbrgrmb is now a valid user name

Any other response results in a redisplay of the command opt ons prompt.

If the user wants to add a Screener, he/she would respond to the Option?

prompt with 's'. USER would respond with:

Add a Screener

Please enter a user name not exceeding 8 characters.

Had the user entered 'mees', for example, USER would respond with:

User mees is row a valid user name

Had the user entered a name already defined to FSM, or a name with too

many characters, USER would output an appropriate message and redisplay

the command options prompt.
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If the user wanted to add an Environment Manager to FSM, he/she would

enter "e" at the Option? prompt. This would result in:

Add an Environment Manager
PLease enter a user name not exceeding 8 characters:

Had the user entered 'smyth', for example, USER wouLd output:

user smyth is now a valid user name

However, only one Environment Manager may be defined to FSM at any one

time. If there had already been an EM when the user tried to add one,

USER would output:

Only one manager may be defined at a time, 'smyth' already exists

Deleting (undefining users to FSM) is as easy as adding them. To delete

a WWMCCS user the user enters 'd'; to delete a Screener or Environment

Manager the user enters 't'. This results in:

Delete a WWMCCS user

PLease enter a user name with exactly 11 characters with the format:

af [3893 CgxJ CmwJ [site code (3 chars)J [user initials (3 chars)]:

for WWMCCS users and

Delete a Screener or Environment Manager
PLease enter a user name not exceeding 8 characters:

for Screeners and EMs. Entering the correct names (they must exist to

FSM), results in USER confirming the deletion. Entry errors (invalid

format or trying to delete non-existent users) cause USER to issue an

error and redisplay the command options prompt.

The user can also display the currently existing FSM users. This is done

by entering 'I' at the Option? prompt. USER might display, for example:
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USER USER NAM4E USER VALID LOGGED TTY ID ASSIGNED
1D TYPE USER? ON SCREENER

1 smyth Env Mngr Yes No
?.mees Screener Yes Yes 1

3 af3gmbrgLre WES User Yes Yes z mees
4 af8xwbrgabc WES User Yes NO
5 af~gwbrgjzm WES User Yes No
6 af9xwgtmrmb WES User Yes Yes 5 jones
7 af3gwbrgrah WES User Yes No
8 jones Screener Yes Yes 6

-'9 af~gwbrgjdm WES User Yes Yes 7 mees
10 af3gwbrgrmb WES User NO

FinatLy, to terminate the USER program, the user enters "lq" at the

Option? prompt. USER responds with:

UPDATE program terminated

Good-bye
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APPENDIX F

FS14GTTY PROGRAM DESCRIPTION

FSKiTTY is a smaLL program that sets up the WES user/Guard environment

when the WES user initiates a terminaL session. During FSM startup,

FSMGTTY is executed and attempts to open each terminal that is connected

to Guard (via the PDP 11/70). After setting terminal attributes to

resemble norma-L WWMCCS terminals, FSMGTTY waits until the WES user enters

data at the terminal keyboard. Once this occurs, FSMGTTY fork/executes a

copy of itself which obtains current copies of the context tables and

fork/executes the Guardian Process (FSMGP). In this way, LittLe machine

overhead is consumed whiLe a terminal is not being used, due to FSMGTTY's

smaLL size.

FSMUTTY, when executed, changes the UNIX terminal attributes to resemble

WWMCCS terminals. These changes involve changing the character delete

and Line erase characters, as weLL as mapping keyboard carriage returns

into strict carriage returns (sans Line feed). It also arranges to

ignore potentiaLLy troublesome input, such as controL-S, delete and other

characters that have a special meaning to the UNIX operating system.

When a WES Initiates a terminal session (by typing a carriage return or

controL-A from a tty terminal or "$*$Log24" from a vip terminaL), FSMGTTY

Locks the context fiLes, preventing any changes from being made, and
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makes copies of them for this user. This faciLitates context table

changes during normaL FSM operation and assures that each WES user

obtains the most current version of the context tables. When the copies

have been made, the Lock is removed and the Guardian Process is

fork/executed. Following WES user Logoff (either normalLy, or following

a system error), FSMGP terminates and control returns to FSMGTTY. It

will start the entire sequence again, beginning with changing the ter-

minal attributes.

An external file (/fsm/gttys) contains terminaL identifiers and all asso-

ciated information that FSMGTTY needs. A copy of this file folLows:

: FSM active terminals for Low-side WES users. Format is:
: one character terminal type, 'v' = vip, It' = tty/wang.
: Colon to separate fields, I:'.
: one character to be used for Logging for this terminal.
: Colon to separate fieLds, ':'.
: UNIX pathname for terminal, E.g. /dev/tty8.
: Colon to separate fields, ':'.
: UNIX pathname for RNPE Line, E.g. /dev/rnpe/300/8

t: e:/dev/ttye:/dev/rnpe/300/e
t:f:/dev/ttyf:/dev/rnpe/300/f
t:g:/dev/ttyg:/dev/rnpe/300/g
t:h:/dev/ttyh:/dev/rnpe/300/h

F-2




